esp@cenet — Bibliographic data 



Page 1 of 1 



REPEATER AND COMMUNICATION EQUIPMENT 

Publication number: JP20001 74797 (A) 

Publication date: 2000-06-23 [J 
Inventor(s): SAITO TAKESHI; TAKAHATA YOSHIAKI f§ US7218643 (B1) 

Applicant(s): TOKYO SHIBAURA ELECTRIC CO fl US200720151 1 (A1) 

Classification: 

- international: G11B20/10; G06F12/14; G06F21/24; H04H60/23; 

H04K1/00; H04L9/08; H04L9/32; H04L12/28; H04L12/46; 

H04L12/66; H04L29/06; G11B20/00; G1 1 B20/1 0; 

G06F12/14; G06F21/00; H04H1/00; H04K1/00; H04L9/08; 

H04L9/32; H04L12/28; H04L12/46; H04L12/66; H04L29/06; 

G11B20/00; (IPC1-7): H04L12/46; G11B20/10; H04L9/32; 

H04L12/28; H04L12/66; H04L29/06 
-European: f !fML29'0bS6A ! I0<4 • i i 3H04K1/00; 

H04L9'08D? r - ' • ' ' I A\ /') J6o8 
Application number: JP1 9990209836 19990723 

Priority number(s): JP1 9990209836 19990723; JP1 9980292824 19980930 



Abstract of JP 2000174797 (A) 

PROBLEM TO BE SOLVED: To provide a repeater T~7~ } 
capable of a contents protection procedure between ] T |' 

equipment not connected to the same network. - j 

SOLUTION: This repeater is connected to a first " j | 

network 1 04 and a second network and is provided 
with a function for presenting the equipment 1 03 on 

the second network to the side of the first network \ 
104 as the one on the present repeater 102, the 

function for transmitting a corresponding control '5 
command to the equipment 103 in the case of 
receiving the control command addressed to the 
equipment 1 03 from the equipment 1 01 on the first 

network 104,; the function for transmitting contents i 

protection information to the equipment 1 03 without 

changing it in the case of receiving it addressed to " ; 

the equipment 103 from the equipment 101 and the J: 

function for transmitting contents to the equipment 

103 without changing them in the case of receiving 

the contents protected by a contents key obtained 

from the previous contents protection information 

from the equipment 1 01 to the equipment 1 03. 



Data supplied from the esp@cenet database — Worldwide 



)://v3.espacenetxom/publicationDetails/biblio?CC=JP&NR=2000174797A&KC=A&FT.. 



9/9/2009 



esp@cenet — Description 



Page 1 of 17 



REPEATER AND COMMUNICATION EQUIPMENT 

The EPO does not accept any responsibility for the accuracy of data and information originating from other 
authorities than the EPO; in particular, the EPO does not guarantee that they are complete, up-to-date or fit 
for specific purposes. 

Description of corresponding document: US 7218643 (B1) 
BACKGROUND OF THE INVENTION 
[0001] 1. Field of the Invention 

[0002] The present invention relates to a relay device for relaying data transfer between networks such as 
IEEE 1 394 buses and radio networks, and a communication device for carrying out communications 
through a network such as IEEE 1394 bus and radio network. 
[0003] 2. Description of the Background Art 

[0004] In recent years, the so called "digitalization of home AV environment" is attracting much attentions as 
exemplified by the beginning of the digital broadcasting and the sales of digital AV instruments. Digital AV 
data have some excellent characteristics including the fact that various compression schemes are 
applicable, the fact that they can be processed as multimedia data, the fact that they are not degraded no 
matter how many times they are playbacked, etc., so that they are expected to have even wider use in 
future. 

[0005] However, this digital AV technique has another aspect that "an illegal copy of contents can be made 
easily". Namely, for any digital contents, it is in principle possible to produce a copy with the same quality as 
the original, that will not degrade at all forever, by making "bit copy" so that the so called "illegal copy" 
problem arises. 

[0006] Some techniques for preventing this "illegal copy" are currently discussed, including "1394CP 
Content Protection system Specification" that is discussed by the CPTWG (Copy Protection Technique 
Working Group). In this technique, for contents (such as MPEG data for example) to be transferred between 
nodes connected to the IEEE 1394 bus, the authentication between the transmitting and receiving nodes is 
carried out in advance so as to enable the sharing of an encryption key (contents key), and the contents are 
subsequently transferred by encrypting the contents such that the contents cannot be read by anyone 
except for those who have carried out the authentication procedure. In this way, a node that has not carried 
out the authentication procedure cannot ascertain the value of the contents key so that even if the 
transferred data (encrypted data) are obtained by such a node, the encrypted data cannot be decrypted by 
such a node. By making a rule that nodes that can participate in the authentication are only those nodes 
that are permitted by a prescribed authentication authority, it is possible to prevent an illegal node from 
a lull ng the encryption key so that it is possible to prevent the illegal copy. 

[0007] The IEEE 1394 bus is a network system having some very excellent characteristics including the fact 
that its speed is 1 00 Mbps at least, the fact that the network itself is equipped with an automatic 
configuration recognition function, the fact that it has a QOS transfer function, etc., so that it has been 
established as the de facto standard of a network for home digital AV use. 

[0008] However, because of these characteristics, the IEEE 1394 also give rise to various constraints in the 
case of "connecting the IEEE 1394 with other networks". For example, in the case of connecting the IEEE 
1 394 bus with a radio network or a public network, it is impossible to directly extend the IEEE 1 394 protocol 
to the radio network or the public network, because these networks are not as fast as over 100 Mbps in 
it and t I iiirition recognition function of the IEEE 1394 cannot be directly extended 

to these networks so easily. For this reason, There are some propositions including a method in which a 
protocol conversion gateway is provided between the IEEE 1 394 and the other network such as radio 
network or public network so as to interconnect them, and a method using the so called proxy server for 
providing services on one network as services on the other network. 

[0009] In the case of attempting to apply these methods to the 1394 copy protection described above, 
currently the copy protection technique is defined only for the IEEE 1 394 bus and currently there is no 
technique for extending this copy protection technique to the case of "connecting the IEEE 1394 with the 

SUMMARY OF THE INVENTION 

[0010] It is therefore an object of the present invention to provide a relay device and a communication 
device capable of extending the copy protection technique to not just the IEEE 1394 but also the other 
network that is interconnected with the IEEE 1394. 

[001 1 ] It is another object of the present invention to provide a relay device and a communication device 
capable of realizing the contents protection procedure between devices that are not connected to the same 

[0012] According to one aspect of the present invention there is provided a relay device, comprising: a first 
interface unit connected to a first network: a second interface unit connected to a second network: a proxy 
configuration unit for disclosing a device'service'sub-unit on the second network as an own 
device'service'sub-unit provided on the relay device with respect to a first network side; a control command 
reception unit for receiving control command signals destined to the own device/service/sub-unit from the 
first network side: a control command transmission unit for transmitting signals corresponding to the control 
command signals received by the control command reception unit, to the device/service/sub-unit on the 
second network: a contents protection information reception unit for receiving contents protection 
information destined to the own device'service'sub-unit, from a device on the first network; and a contents 
protection information transfer unit for transferring the contents protection information received by the 
contents protection information reception unit to the device'service/sub-unit on the second network, without 
making any change in the contents protection information. 

[0013] According to another aspect of the present invention there is provided a relay device, comprising: a 
first interface unit connected to a first network: a second interface unit connected to a second network: a 
proxy configuration unit for disclosing each device'service'sub-unit on the first network or the second 
network as an own device/service/sub-unit provided on the relay device with respect to respective another 
network side: a control command reception unit for receiving control command signals destined to the own 
device'service'sub-unit from a side of one network to which the own device/service/sub-unit is disclosed by 
the proxy configuration unit: a control command transmission unit for transmitting signals corresponding to 
the control command signals received by the control command reception unit, to said each 
device'service'sub-unit on another network different from said one network; a contents protection 
information reception unit for receiving contents protection information destined to the own 
device'service'sub-unit from a device on the first network or the second network; a contents protection 
information transfer unit for transferring the contents protection information received by the contents 
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protection information reception unit to said each device'service'sub-unit on said another network, without 
making any change in the contents protection information: a contents rece:;: or ..r : for rece v ng contents 
destined to the own device'service'sub-unit and protected by a contents key obtained from the contents 
protection information, from a device on the first network or the second network; and a contents transfer unit 
for transferring the contents received by the contents reception unit to said each device/service/sub-unit on 
said another network, without making any change in the contents. 

[001 4] In this relay device, the contents protection information can be information related to a contents 
protection procedure including an authentication and'or a key exchange between one device/service/sub- 
unit on the first network and another device'service'sub-unit on the second network. 
[0015] According to this aspect of the present invention, between "a device/service/sub-unit on the second 
network that is provided by the proxy configuration unit" and "a device on the first network" which are a pair 
that is carrying out transmission or reception of contents to be protected, for example, "a device on the first 
network" or "a device'service'sub-unit on the second network that is provided by the proxy configuration 
unit" can carry out the contents protection procedure while recognizing the target of the contents protection 
procedure as this relay device, so that there is no need for "a device on the first network" or "a 
device/service/sub-unit on the second network that is provided by the proxy configuration unit" to account 
for the other network that is connected via the relay device. Also, the relay device actually relays this 
procedure without changing its content, so that this contents protection procedure can be carried out directly 
between "a device'service'sub-unit on the second network that is provided by the proxy configuration unit" 
and "a device on the first network". 

[0016] Also, according to this aspect of the present invention, the contents to be protected can be delivered 
to the receiving side without changing their protection format, so that the contents can be delivered end-to- 
end in the protected form. 

[0017] According to another aspect of the present invention there is provided a relay device, comprising: a 
first interface unit connected to a first network; a second interface unit connected to a second network; a 
proxy configuration unit for disclosing each device/service/sub-unit on the first network or the second 
network as an own device/service/sub-unit provided on the relay device with respect to respective another 
network side; a control command reception unit for receiving control command signals destined to the own 
device/service/sub-unit from a side of one network to which the own device/service/sub-unit is disclosed by 
the proxy configuration unit; a control command transmission unit for transmitting signals corresponding to 
the control command signals received by the control command reception unit, to said each 
device/service/sub-unit on another network different from said one network; a first contents protection unit 
for carrying out a contents protection procedure with respect to one device/service/sub-unit on the first 
network; a second contents protection unit for carrying out the contents protection procedure with respect to 
another device/service/sub-unit on the second network; a contents reception unit for receiving contents 
destined to the own device/service/sub-unit and encrypted according to one of the first and second contents 
protection units; and a contents transfer unit for transferring the contents received by the contents reception 
unit to said each device/service/sub-unit on said another network, by encrypting the contents according to 
another one of the first and second contents protection units. 

[0018] According to this aspect of the present invention, between "a device/service/sub-unit on the second 
network" and "a device on the first network" which are a pair that is carrying out transmission or reception of 
contents to be protected, for example, "a device on the first network" or "a device/service/sub-unit on the 
second network" can carry out the contents protection procedure while recognizing the target of the 
contents protection procedure as this relay device, so that there is no need for "a device on the first 
network" or "a device/service/sub-unit on the second network" to account for the other network that is 
connected via the relay device. Also, the relay device terminates each contents protection procedure so that 
the contents protection procedure is carried out separately between "a device/service/sub-unit on the 
second network" and the relay device, and between the relay device and "a device on the first network", for 
example, and therefore it becomes possible to carry out the contents protection end-to-end. 
[0019] Also, according to this aspect of the present invention, data to be transferred are encrypted 
throughout the entire route between "a device on the first network" or "a device/service/sub-unit on the 
second network", so that it becomes possible to prevent the illegal copy or the like. 

[0020] In this relay device, the first contents protection unit and the second contents protection unit can use 
different encryption schemes or identical encryption scheme based on different key information. 
[0021 ] Also, in this relay device, the contents reception unit and the contents transmission unit can be 
sealed within a single LSI. In this way, even though the non-encrypted contents data will flow between the 
decryption unit and the encryption unit, but it becomes possible to prevent the illegal copy by eavesdropping 
the contents data from there, by attaching a probe individually, for example. 

[0022] Also, in this relay device, a first key information used in the contents protection procedure in the first 
contents protection unit and a second key information used in the contents protection procedure in the 
second contents protection unit can be set to be identical. In this way, the information notified from one 
network regarding a key of the encrypted data that are transferred to another network (key, seed, etc.) can 
be directly transferred to another network such that it becomes possible for a device on another network to 
reproduce the encryption key, so that there is no need for the decryption function and the re-encryption 
function between the contents reception unit and the contents transmission unit, and therefore it becomes 
possible to realize a considerable reduction of a cost and a faster processing speed for the relay device. 
[0023] Also, in this relay device, the contents protection procedure in said another one of the first and 
second contents protection units can be carried out in units of contents se i i es ul unit using a 
prescribed key information. In this way, it becomes possible to define a plurality of encryption keys between 
the relay device and a device on another network side, so that it becomes possible to transfer the encrypted 
data simultaneously, and it becomes possible to deal with the case where a plurality of encrypted data are 
transferred from a device on one network or the case where there are a plurality of devices on one network. 
[0024] Also, this relay device can further comprise a configuration information reception unit for receiving a 
configuration information from one device/service/sub-unit on the first network or 1he second network, the 
configuration information indicating at least a presence or absence of an authentication format for said one 
device/service/sub-unit; and a configuration recognition unit for recognizing a configuration of said one 
device/service/sub-unit according to the configuration information received by the configuration information 
reception unit. In this way, the proxy services to be configured by the proxy configuration unit can be 
configured automatically, so that it becomes possible to realize the procedure up to the contents protection 
procedure in a plug-and-play fashion. 

[0025] According to another aspect of the present invention there is provided a relay device, comprising: a 
first interface unit connected to a first network; a second interface unit connected to a second network; a 
first contents protection unit for carrying out a contents protection procedure with respect to one 
device/service/sub-unit on the first network; a second contents protection unit for carrying out the contents 
protection procedure with respect to another device/service/sub-unit on the second network; a contents 



)://v3.espacenet.com/publicationDetails/description?CC=JP&NR=2000174797A&KC=A... 9/9/2009 



esp@cenet — Description 



Page 3 of 17 



reception unit for receiving contents destined to an own device/service/sub-unit on the relay device and 
encrypted according to one of the first and second contents protection units, from a device on one of the 
first network and the second network; and a contents transmission unit for transmitting the contents 
received by the contents reception unit to a device/service/sub-unit on another one of the first network and 
the second network, by encrypting the contents according to another one of the first and second contents 
protection units; wherein a first key information used in the contents protection procedure in the first 
contents protection unit and a second key information used in the contents protection procedure in the 
second contents protection unit are set to be identical. 

[0026] According to another aspect of the present invention there is provided a communication device, 
comprising: an interface unit connected to a network; a copy protection processing unit for carrying out a 
prescribed contents protection procedure including at least an authentication procedure and/or a key 
exchange procedure, with respect to another device/service/sub-unit on the network; a contents 
transmission unit for transmitting encrypted contents to which an address of the communication device is 
attached, either through a virtual channel on the network or by further attaching an identifier by which the 
encrypted contents can be uniquely identified by the communication device, to another device on the 
network; a reception unit for receiving a query regarding a service/sub-unit/plug that is transferring the 
encrypted contents either through the virtual channel or by attaching the identifier, from said another device 
on the network; and a notification unit for notifying a service/sub-unit/plug that is transferring the encrypted 
contents, to said another device on the network in response to the query. 

[0027] According to another aspect of the present invention there is provided a communication device, 
comprising: an interface unit connected to a network; a copy protection processing unit for carrying out a 
prescribed contents protection procedure including at least an authentication procedure and/or a key 
exchange procedure, with respect to another device/service/sub-unit on the network; a contents reception 
unit for receiving encrypted contents to which an address of another device on the network is attached, 
either through a virtual channel on the network or in a form having an identifier by which the encrypted 
contents can be uniquely identified by said another device further attached thereto, from said another 
device; a transmission unit for transmitting a query regarding a service/sub-unit/plug that is transferring the 
encrypted contents either through the virtual channel or by attaching the identifier, to said another device on 
the network; and a reception unit for receiving a notification regarding a service/sub-unit/plug that is 
transferring the encrypted contents, from said another device in response to the query. 
[0028] According to this aspect of the present invention, it becomes possible to specify a sub-unit or a plug 
that is transmitting or receiving the encrypted data that are transferred through a specific virtual channel, 
and it becomes possible to explicitly indicate that the authentication and key exchange regarding data 
transmitted or received from this sub-unit (or plug) should be carried out in the subsequent authentication 
and key exchange, so that it becomes possible to define a plurality of keys simultaneously even between 
the same nodes and therefore the exchange of a plurality of encrypted data becomes possible. 
[0029] Else, according to this aspect of the present invention, it becomes possible to specify a sub-unit or a 
plug that is transmitting or receiving the encrypted data that are transferred with a specific identifier attached 
thereto, and it becomes possible to explicitly indicate that the authentication and key exchange regarding 
Ia1 ii ltd i I from i i i i i plug I If I i u . u u 1 e nl sequent 

authentication and key exchange, so that it becomes possible to define a plurality of keys simultaneously 
even between the same nodes and therefore the exchange of a plurality of encrypted data becomes 
possible. 

[0030] According to another aspect of the present invention there is provided a communication device, 
comprising: an interface unit connected to a network; a contents transfer unit for transmitting or receiving 
encrypted contents with respect to another device on the network, through a flow identified by a set of a 
source address, a source port, a destination address, and a destination port; and a copy protection 
processing unit for carrying out a prescribed contents protection procedure including at least an 
authentication procedure and/or a key exchange procedure with respect to said another device, using a 
prescribed logical port, in units of the flow. 

[0031 ] In this communication device, an identifier of the flow can be attached to information exchanged in at 
least a part of procedures included in the prescribed contents protection procedure. 
[0032] According to this aspect of the present invention, it becomes possible to define different keys for 
different flows, and it becomes possible to explicitly indicate that the authentication and key exchange 
regarding data transmitted or received from this sub-unit (or plug) should be carried out in the subsequent 
authentication and key exchange, so that it becomes possible to define a plurality of keys simultaneously 
even between the same nodes and therefore the exchange of a plurality of encrypted data becomes 
possible. 

[0033] According to another aspect of the present invention there is provided a communication device, 
comprising: an interface unit connected to a network; a copy protection processing unit for carrying out a 
prescribed contents protection procedure including at least an authentication procedure and/or a key 
exchange procedure, with respect to another device on the network; and a contents transmission and 
reception unit for transmitting or receiving encrypted contents to which an address of a transmitting side 
device is attached, either through a virtual channel on the network or in a form having an identifier by which 
the encrypted contents can be uniquely identified by said transmitting side device further attached thereto, 
with respect to said another device; wherein at least one of an identifier of a service, a sub-unit, a virtual 
channel, or a plug that carries out exchange of the encrypted contents, and an identifier by which the 
encrypted contents can be uniquely identified by said transmitting side device, is attached to information 
exchanged in at least a part of procedures included in the prescribed contents protection procedure. 
[0034] According to this aspect of the present invention, it becomes possible to explicitly indicate that the 
authentication and key exchange regarding data transmitted or received from this sub-unit, plug, or virtual 
channel should be carried out in the authentication and key exchange, so that it becomes possible to define 
a plurality of keys simultaneously even between the same nodes and therefore the exchange of a plurality 
of encrypted data becomes possible. 

[0035] Else, according to this aspect of the present invention, it becomes possible to explicitly indicate that 
the authentication and key exchange regarding data transmitted or received from this sub-unit or plug, or 
with the specific identifier attached thereto should be carried out in the authentication and key exchange, so 
that it becomes possible to define a plurality of keys simultaneously even between the same nodes and 
therefore the exchange of a plurality of encrypted data becomes possible. 

[0036] According to another aspect of the present invention there is provided a relay device, comprising: a 
first interface unit connected to a first network: a second interface unit connected to a second network: a 
first copy protection processing unit for carrying out a prescribed contents protection procedure including at 
least an authentication procedure and a key exchange procedure, with respect to one device/service/sub- 
unit on the first network: a second copy protection processing unit for carrying out the prescribed contents 
protection procedure including at least an authentication procedure and a key exchange procedure, with 
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respect to another device/service/sub-unit on the second network: a contents reception unit for receiving 
encrypted data containing specific contents from the first interface unit; a decryption unit for decrypting the 
encrypted data receiving by the contents reception unit, by using a contents protection key provided by the 
first copy protection processing unit, to obtain decrypted data: a conversion unit for converting the decrypted 
data into converted data in another coding format: an encryption unit for encrypting the converted data, by 
using a contents protection key provided by the second copy protection processing unit, to obtain re- 
encrypted data: and a contents transmission unit for transferring the re-encrypted data to the second 

[0037] According to this aspect of the present invention, in the case where it is required to transfer data to 
the second network in a data format different from the original data, as in the case where data to be 
transmitted through the first network are contents to be protected and the communication bandwidths of the 
first network and the second network are largely different, the conversion of the data format can be carried 
out by the conversion unit while the data to be transferred are encrypted throughout the entire route 
between a device on the first network to a device/service/sub-unit on the second network, so that it 
becomes possible to prevent the illegal copy or the like at both sections (in both data formats). 
[0038] This relay device can further comprise a proxy configuration unit for disclosing one 
device'service'sub-unit on the second network as one own device/service/sub-unit provided on the relay 
device with respect to a first network side, and transmitting to said one device/service/sub-unit on the 
second network an information having a content according to information destined to said one own 
device'service'sub-unit that is received from a device on the first network side, while also disclosing another 
device'service'sub-unit on the first network as another own device/service/sub-unit provided on the relay 
device with respect to a second network side, and transmitting to said another device/service/sub-unit on 
the first network an information having a content according to information destined to said another own 
device'service'sub-unit that is received from a device on the second network side, such that when the 
prescribed contents protection procedure between a device on one network among the first and second 
networks and a device/service/sub-unit on another network among the first and second networks is to be 
carried out, the proxy configuration unit carries out the prescribed contents protection procedure with the 
device on said one network by using one of the first and second copy protection processing units, while 
carrying out the prescribed contents protection procedure with the device/service/sub-unit on said another 
network by using another one of the first and second copy protection process rc „r ts. 
[0039] According to this aspect of the present invention, between "a device/service/sub-unit on another 
network" and "a device on one network" which are a pair that is carrying out transmission or reception of 
contents to be protected, "a device on one network" or "a device'service/sub-unit on another network" can 
carry out the contents protection procedure while recognizing the target of the contents protection 
procedure as this relay device, so that there is no need for "a device on one network" or "a 
device/service/sub-unit on another network" to account for the other network that is connected via the relay 
device. Also, the relay device actually terminates each contents protection procedure so that the contents 
protection procedure is carried out separately between "a device/service/sub-unit on another network" and 
the relay device, and between the relay device and "a device on one network", and therefore it becomes 
possible to carry out the contents protection end-to-end. 

[0040] According to another aspect of the present invention there is provided a relay device, comprising: a 
first interface unit connected to a first network: a second interface unit connected to a second network; a 
first contents protection unit for carrying out a contents protection procedure with respect to one 
device/service/sub-unit on the first network: a second contents protection unit for carrying out the contents 
protection procedure with respect to another device'service/sub-unit on the second network; a contents 
reception unit for receiving contents destined to an own device/service/sub-unit on the relay device and 
encrypted according to one of the first and second contents protection units, from a device on one of the 
■ rst r-e'vvoK .in) -he :,<■: ord ivsvor*. .n :l,i contents transmission unit for transmitting the contents 
received by the contents reception unit to a device/service/sub-unit on another one of the first network and 
the second network, by encrypting the contents according to another one of the first and second contents 
protection units; wherein said one of the first and second contents protection units carries out an 
authentication and'or a key exchange with a device'service/sub-unit on said one of the first network and the 
second network by referring to a relationship between the contents reception unit and the contents 
transmission unit, when there is a request for a procedure of the authentication and/or the key exchange 
with respect to said another one of the first and second contents protection units. 
[0041 ] Other features and advantages of the present invention will become apparent from the following 
description taken in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0042] FIG. 1 is a schematic diagram showing an exemplary overall configuration of a network according to 
the first embodiment of the present invention. 

[0043] FIG. 2 is a block diagram showing an exemplary internal configuration of a transmission node in the 
network of FIG. 1. 

[0044] FIG. 3 is a block diagram showing an exemplary internal configuration of a relay node in the network 
of FIG. 1. 

[0045] FIG. 4 is a block diagram showing an exemplary internal configuration of a radio node in the network 
of FIG. 1. 

[0046] FIG. 5 is a sequence chart showing an exemplary overall sequence in the first embodiment of the 
present invention. 

[0047] FIG. 6 is another sequence chart showing an exemplary overall sequence in the first embodiment of 
the present invention. 

[0048] FIG. 7 is a flow chart showing an exemplary operation procedure of a transmission node according to 
the first embodiment of the present invention. 

[0049] FIG. 8 is another flow chart showing an exemplary operation procedure of a transmission node 
according to the first embodiment of the present invention. 

[0050] FIG. 9 is a flow chart showing an exemplary operation procedure of a relay node according to the 
first embodiment of the present invention. 

[0051] FIG. 10 is another flow chart showing an exemplary operation procedure of a relay node according to 
the first embodiment of the present invention. 

[0052] FIG. 1 1 is another flow chart showing an exemplary operation procedure of a relay node according to 
the first embodiment of the present invention. 

[0053] FIG. 1 2 is a flow chart showing an exemplary operation procedure of a radio node according to the 
first embodiment of the present invention. 

[0054] FIG. 13 is another flow chart showing an exemplary operation procedure of a radio node according to 
the first embodiment of the present invention. 
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[0055] FIG. 1 4 is a diagram showing an exemplary format of a radio node configuration information packet 
used in the first embodiment of the present invention. 

[0056] FIG. 15 is a diagram showing an exemplary form of a proxy table used in the first embodiment of the 
present invention. 

[0057] FIG. 16 is another diagram showing an exemplary form of a proxy table used in the first embodiment 
of the present invention. 

[0058] FIG. 17 is a diagram showing an internal configuration of a relay node as seen from a transmission 
node in the network of FIG. 1 . 

[0059] FIG. 18 is a diagram showing an internal configuration of a relay node as seen from a radio node in 
the network of FIG. 1. 

[0060] FIG. 19 is a diagram showing an exemplary format of a radio node control packet used in the first 
embodiment of the present invention. 

[0061 ] FIG. 20 is a schematic diagram showing an exemplary overall configuration of a network according 
to the second embodiment of the present invention. 

[0062] FIG. 21 is a block diagram showing an exemplary internal configuration of a transmission node in the 
network of FIG. 20. 

[0063] FIG. 22 is a block diagram showing an exemplary internal configuration of a relay node in the 
network of FIG. 20. 

[0064] FIG. 23 is a block diagram showing an exemplary internal configuration of a radio node in the 
network of FIG. 20. 

[0065] FIG. 24 is a sequence chart showing an exemplary overall sequence in the second embodiment of 
the present invention. 

[0066] FIG. 25 is another sequence chart showing an exemplary overall sequence in the second 
embodiment of the present invention. 

[0067] FIG. 26 is a flow chart showing an exemplary operation procedure of a transmission node according 
to the second embodiment of the present invention. 

[0068] FIG. 27 is another flow chart showing an exemplary operation procedure of a transmission node 
according to the second embodiment of the present invention. 

[0069] FIG. 28 is a flow chart showing an exemplary operation procedure of a relay node according to the 
second embodiment of the present invention. 

[0070] FIG. 29 is another flow chart showing an exemplary operation procedure of a relay node according to 
the second embodiment of the present invention. 

[0071] FIG. 30 is another flow chart showing an exemplary operation procedure of a relay node according to 
the second embodiment of the present invention. 

[0072] FIG. 31 is another flow chart showing an exemplary operation procedure of a relay node according to 
the second embodiment of the present invention. 

[0073] FIG. 32 is a flow chart showing an exemplary operation procedure of a radio node according to the 
second embodiment of the present invention. 

[0074] FIG. 33 is another flow chart showing an exemplary operation procedure of a radio node according to 
the second embodiment of the present invention. 

[0075] FIG. 34 is a diagram showing an exemplary form of a proxy table used in the second embodiment of 
the present invention. 

[0076] FIG. 35 is another diagram showing an exemplary form of a proxy table used in the second 
embodiment of the present invention. 

[0077] FIG. 36 is a diagram showing an internal configuration of a relay node as seen from a transmission 
node in the network of FIG. 20. 

[0078] FIG. 37 is a diagram showing an internal configuration of a relay node as seen from a radio node in 
the network of FIG. 20. 

[0079] FIG. 38 is a diagram showing an exemplary format of a radio frame used in the second embodiment 
of the present invention. 

[0080] FIG. 39 is a diagram showing an exemplary format of a radio node control packet used in the second 
embodiment of the present invention. 

[0081] FIG. 40 is a schematic diagram showing an exemplary overall configuration of a network according 
to the third embodiment of the present invention. 

[0082] FIG. 41 is a block diagram showing an exemplary internal configuration of a transmission node in the 
network of FIG. 40. 

[0083] FIG. 42 is a block diagram showing an exemplary internal configuration of a home gateway in the 
network of FIG. 40. 

[0084] FIG. 43 is a block diagram showing an exemplary internal configuration of a reception node in the 
network of FIG. 40. 

[0085] FIG. 44 is a sequence chart showing an exemplary overall sequence in the third embodiment of the 
present invention. 

[0086] FIG. 45 is another sequence chart showing an exemplary overall sequence in the third embodiment 
of the present invention. 

[0087] FIG. 46 is a flow chart showing an exemplary operation procedure of a transmission node according 
to the third embodiment of the present invention. 

[0088] FIG. 47 is another flow chart showing an exemplary operation procedure of a transmission node 
according to the third embodiment of the present invention. 

[0089] FIG. 48 is a flow chart showing an exemplary operation procedure of a home gateway according to 
the third embodiment of the present invention. 

[0090] FIG. 49 is another flow chart showing an exemplary operation procedure of a home gateway 
according to the third embodiment of the present invention. 

[0091] FIG. 50 is another flow chart showing an exemplary operation procedure of a home gateway 
according to the third embodiment of the present invention. 

[0092] FIG. 51 is another flow chart showing an exemplary operation procedure of a home gateway 
according to the third embodiment of the present invention. 

[0093] FIG. 52 is a flow chart showing an exemplary operation procedure of a reception node according to 
the third embodiment of the present invention. 

[0094] FIG. 53 is another flow chart showing an exemplary operation procedure of a reception node 
according to the third embodiment of the present invention. 

[0095] FIG. 54 is a diagram showing exemplary forms of a panel of a transmission node and a home page 
for transmission node control of a home gateway used in the third embodiment of the present invention. 
[0096] FIG. 55 is a schematic diagram showing an exemplary overall configuration of a network according 
to the fourth embodiment of the present invention. 

[0097] FIG. 56 is a block diagram showing an exemplary internal configuration of a transmission node in the 



)://v3.espacenet.com/publicationDetails/description?CC=JP&NR=2000174797A&KC=A... 9/9/2009 



esp@cenet — Description 



Page 6 of 17 



network of FIG. 55. 

[0098] FIG. 57 is a block diagram showing an exemplary internal configuration of a relay node in the 
network of FIG. 55. 

[0099] FIG. 58 is a block diagram showing an exemplary internal configuration of a radio node in the 
network of FIG. 55. 

[0100] FIG. 59 is a sequence chart showing an exemplary overall sequence in the fourth embodiment of the 
present invention. 

[01 01 ] FIG. 60 is a flow chart showing an exemplary operation procedure of a transmission node according 
to the fourth embodiment of the present invention. 

[01 02] FIG. 61 is a flow chart showing an exemplary operation procedure of a relay node according to the 
fourth embodiment of the present invention. 

[01 03] FIG. 62 is another flow chart showing an exemplary operation procedure of a relay node according to 
the fourth embodiment of the present invention. 

[0104] FIG. 63 is a flow chart showing an exemplary operation procedure of a radio node according to the 
fourth embodiment of the present invention. 

[01 05] FIG. 64 is another flow chart showing an exemplary operation procedure of a radio node according to 
the fourth embodiment of the present invention. 

[0106] FIG. 65 is a schematic diagram showing an exemplary overall configuration of a network according 
to the fifth embodiment of the present invention. 

[01 07] FIG. 66 is a flow chart showing an exemplary operation procedure of a relay node according to the 
fifth embodiment of the present invention. 

[01 08] FIG. 67 is a sequence chart showing an exemplary overall sequence in the fifth embodiment of the 
present invention. 

[01 09] FIG. 68 is another sequence chart showing an exemplary overall sequence in the fifth embodiment of 
the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
First Embodiment 

[0110] Referring now to FIG. 1 to FIG. 1 9, the first embodiment of a relay device and a communication 
device according to the present invention will be described in detail. 

[011 1] FIG. 1 shows an exemplary overall configuration of a home network at some home. To this home 
network, three nodes including a transmission node 1 01 , a relay node 1 02, and a radio node 1 03 are 
connected, where the transmission node 101 and the relay node 102 are connected to a (wire) IEEE 1394 
bus 1 04 while the relay node 1 02 and the radio node 1 03 are connected to a radio network. Note however 
that it is made possible to carry out communications among these three nodes by the method described 

[01 12] In this embodiment, the exemplary case where MPEG video transmitted from the transmission node 
101 is relayed at the relay node 102 and transmitted to the radio node 103 via the radio section will be 

ribed. In tl exei la case pncryption of the MPEG video data transferred between the transmission 
node 101 and the radio node 1 03 for the purpose of copyright protection (illegal copy prevention) will be 
considered. 

[01 13] Note that FIG. 1 shows three nodes, but any nodes other than these three nodes may also be 

connected (this also applies to all the other embodiments described below). 

[01 14] FIG. 2 shows an exemplary internal configuration of the transmission node 101. 

[01 15] The transmission node 101 is a device for storing the MPEG video data therein, which transmits the 

MPEG video data through the IEEE 1394 bus 104 according to the need. The transmission node 101 has a 

function for encrypting the MPEG video data to be transmitted whenever necessary, in order to prevent the 

illegal copying on the IEEE 1394 bus at a time of transmission. In addition, the transmission node 101 also 

has a function for carrying out exchange of authentication data, encryption key, etc., with a receiving node 

of the MPEG video data. 

[0116] As shown in FIG. 2, this transmission node 101 comprises an IEEE 1394 interface 401 , an AV/C 
protocol processing unit 402 for carrying out AV/C protocol processing, a copy protection processing unit 
403 for carrying out processing regarding the copy protection within the AV/C protocol, an ISO signal 
transmission and reception unit 404 for transmitting and receiving data to be exchanged through 
isochronous channels among data transmitted and received through the IEEE 1394, an MPEG storage unit 
406 for storing MPEG video data, and an encryption unit 405 for encrypting the MPEG video data by using 
an encryption key K given from the copy protection unit 403, and sending the encrypted MPEG video data 
to the ISO signal transmission and reception unit 404. Here, the copy protection unit 403 has an 
authentication format (device certificate) Acert. 

[01 17] Next, FIG. 3 shows an exemplary internal configuration of the relay node 102. 
[01 18] The relay node 102 has a function for forwarding data (MPEG video data) received from the IEEE 
1394 bus side to the radio section side, a function for providing functions of the radio node as a proxy server 
of the radio node with respect to a node on the IEEE 1394 bus side, and a function for providing functions of 
a node on the IEEE 1394 bus side as a proxy server of a node on the IEEE 1394 bus side (the transmission 
node 1 01 in this embodiment) with respect to a node on the radio section side. 

[0119] As shown in FIG. 3, this relay node 102 comprises an IEEE 1 394 interface 201 , a radio interface 
202, an AV/C protocol processing unit 203, an ISO signal transmission and reception unit 204, a radio ISO 
signal transmission and reception unit 205 for transmitting and receiving signals of isochronous channels on 
the radio section side, a 1 394 bus configuration recognition unit 206 having a function for collecting a 
configuration information of a node on the IEEE 1394 bus and advertising the own configuration information 
(such as information regarding functions that are provided by the own device) on the IEEE 1394, a proxy 
sub-unit configuration unit 207 for disclosing a node and services (sub-units) on the radio section side with 
respect to the IEEE 1394 bus side as a proxy, accepting commands and the like for a node and services on 
the radio section side as a proxy and transmitting them to the radio section side by applying a protocol 
conversion according to the need, or disclosing a node and services (sub-units) on the IEEE 1394 side with 
respect to the radio section side as a proxy, accepting commands and the like for a node and services on 
the IEEE 1394 side as a proxy and transmitting them to the IEEE 1394 side by applying a protocol 
conversion according to the need, a radio section configuration recognition unit 209 having a function for 
collecting a configuration information of a node on the radio section and advertising the own configuration 
information (such as information regarding functions that are provided by the own device) on the radio 
section, a copy protection control'forward unit 210 for carrying out processing regarding the copy protection 
and transparently forwarding information to be exchanged regarding the copy protection processing across 
the 1394 bus and the radio section, and a radio node control packet transmission and reception unit 21 1 for 
transmitting and receiving control packets to be exchanged in the radio section. 
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[0120] Next, FIG. 4 shows an exemplary internal configuration of the radio node 103. 
[0121] In the radio section, there is no need to have the so called IEEE 1394 protocol (physical layer 
protocol, link layer protocol, etc.) activated, and arbitrary radio protocol such as the IEEE 802.1 1 , radio LAN, 
etc., can be used, but in this embodiment, it is assumed that a radio network having the so called QOS 
function (isochronous communication function) is to be used. Note however that this embodiment is not 
limited to the case where the QOS function is required in the radio section. 

[0122] In order for the radio node 103 that is not the so called IEEE 1394 node to carry out communications 
with a node (the transmission node 101 in this embodiment) connected to the IEEE 1394 bus, the relay 
node 102 emulates a node and functions (sub-units) on the IEEE 1394 bus as mentioned above. Namely, 
from a viewpoint of the radio node 103, the relay node 102 functions as the so called proxy server for a 
node and functions on the IEEE 1394 bus side. The radio node 103 carries out communications by 
regarding these node and functions on the IEEE 1394 side as functions of the relay node 102 but in reality 
the relay node 1 02 carries out the necessary protocol conversion and data transfer. 

[0123] As shown in FIG. 4, this radio node 103 comprises a radio interface 301, a radio node control packet 
transmission and reception unit 302, a copy protection processing unit 303, a radio ISO signal transmission 
and reception unit 304, a decryption unit 305 for decrypting the received encrypted stream (MPEG video, 
etc.) by using the contents key K given from the copy protection unit 303, an MPEG decoding unit 306, and 
a display unit 307 for displaying video. 

[0124] As will be described below, the copy protection unit 303 of the radio node 103 has an authentication 
format (device certificate) Bcert, which is issued by the same issuance organization that issued the 
authentication format Acert of (the video transmission sub-unit of) the transmission node 101. 
[0125] Next, the actual operation sequence for the entire MPEG video transmission after applying the copy 
protection will be described with references to an exemplary overall sequence shown in FIGS. 5 and 6, an 
exemplary flow chart for the transmission node 101 shown in FIGS. 7 and 8, an exemplary flow chart for the 
relay node 102 shown in FIGS. 9, 10 and 1 1 , and an exemplary flow chart for the radio node 103 shown in 
FIGS. 12 and 13. 

[0126] First, the radio node 103 notifies the own configuration information to the relay node 102 (step S501). 
This notification may be carried out by providing an IEEE 1212 register within the radio node and registering 
the own configuration information therein. The configuration information indicates that the own node (radio 
node) has the MPEG decoding/display function, the authentication format (device certificate) for the 
authentication and key exchange purpose, etc. Here, the fact that this authentication format (device 
certificate) is a format defined by the specific copy protection organization, or the fact that it is the 
authentication format (device certificate) for the copy protection of the IEEE 1394, may also be notified at 

[0127] Now, the authentication will be described briefly. 

[01 28] When contents (data) such as movies or TV programs for which the copyright should be taken into 
consideration are to be transferred on the network, these contents should be protected by the encryption, 
because the illegal copy would become possible if these data are eavesdropped on the network during data 
transfer. As a measure against the eavesdropping, the encryption of data to be transferred is effective. 
[01 29] Another problem is whether there is a possibility of transmitting data to someone untrustworthy. For 
example, even in the case of transmitting data in an encrypted form, data should not be transmitted in a 
form that enables the cryptoanalysis in the case where the destination node (which has a key for decrypting 
the encryption) is a malicious one (that has an intention to make the illegal copy). The authentication is the 
measure against this problem. Namely, it is a mechanism which verifies that the receiving side is someone 
who does not commit any illegal act, before giving a key for decrypting the encryption to the receiving side 
(and the key for decrypting the encryption is given only to the receiving side node for which the above fact is 
verified). 

[0130] More specifically, data called "authentication format (device certificate)" are given in advance to 
those nodes (or sub-units) that are verified as "a node (or sub-unit) that does not commit any illegal act" by 
the authentication organization in advance. The fact that a node (or sub-unit) has this "authentication format 
(device certificate)" in a correct form implies that this node (or sub-unit) can be regarded as trustworthy (one 
that does not commit any illegal act). For this reason, the exchange of the authentication format (device 
certificate) is carried out between the transmitting and receiving nodes (or sub-units) prior to the above 
described data transfer, and the key for decrypting the encryption (or data that is a seed for generating the 
key) is notified only in the case where the authentication format (device certificate) is verified as being in a 
correct form, and data encrypted by using that key are transferred on the network. 
[01 31 ] Now, the radio node 1 03 is given such an authentication format (device certificate) from the 
authentication organization in advance, and has a "right to receive/playback encrypted data in appropriate 
form" Here, the authentication format (device certificate) possessed by the radio node 103 is assumed to be 
"Bcert". 

[0132] The radio node 103 may add the fact that the own node has the authentication format (device 
certificate), to the configuration information at a time of notifying the own configuration information at the 
step S501 of FIG. 5 (step S801). For example, as shown in FIG. 14, the configuration information may 
contain information that this radio node 103 has the MPEG decoding/display function, that this function has 
the authentication format (device certificate), that this authentication format (device certificate) is issued by 
so and so issuance organization, etc. 

[01 33] Note that, as a method by which the relay node 1 02 recognizes the configuration of the radio node 
103, it is also possible to use a method in which the relay node 102 transmits a packet for inquiring the 
configuration to the radio node 103, and the radio node 103 responds to this query, instead of the above 
described method. 

[0134] Now, the relay node 102 that received this configuration information checks that the radio node 103 
has the authentication format (device certificate) and the MPEG decoding/display function (step S701 ). 
[01 35] In order to notify that the radio node 1 03 has the MPEG decoding/display function to a node on the 
IEEE 1394 bus side, the relay node 102 advertises this MPEG decoding/display function as the own sub- 
unit of the relay node 102 to the IEEE 1394 bus side (step S502). More specifically, the relay node 102 
registers that "the own node has the MPEG decoding/display function" in the IEEE 1212 register, or returns 
a reply indicating that the own node has the MPEG decoding/display sub-unit upon receiving a query 
regarding the sub-unit configuration by the AV/C protocol (such that a node connected to the IEEE 1394 
recognizes that this function exists in the relay node 102). 

[01 36] To this end, the relay node 1 02 has a proxy table 208 inside the proxy sub-unit configuration unit 
207. The proxy table 208 is a table registering the correspondence between a form in which the relay node 
102 is advertising as a proxy and its actual substance, as shown in FIGS. 15 and 16. 
[0137] Here, the MPEG decoding/display function of the radio node 103 is advertised as the sub-unit of the 
relay node, as shown in FIG. 15 (steps S702, S703). 

[01 38] As a result, the structure of the relay node 1 02 as seen from the transmission node 101 appears as 
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shown in FIG. 17 (step S601). 

[0139] The above description is directed to the IEEE 1394 bus side, but the same relationship also holds in 
the radio section. Namely, the relay node 102 surveys instruments, services, sub-unit configuration, etc. on 
the IEEE 1 394 bus side and provides their proxy services with respect to the radio section side. As a result, 
the setting as shown in FIG. 16 is made and the structure of the relay node 102 as seen from the radio node 
appears as shown in FIG. 18. 

[0140] Now, the transmission node 101 that recognized that there is an MPEG decoding/display sub-unit in 
the relay node 1 02 establishes an isochronous channel #x on the 1 394 bus and issues a command of 
"connect (a plug (a plug in the AV/C as specified by the 1394 TA, for example) for receiving) this 
isochronous channel #x with the MPEG decoding/display sub-unit, and display the video" in the AV/C 
protocol (steps S503, S602), for the purpose of transferring the MPEG video to this sub-unit. The 
transmission node 101 interprets that this sub-unit exists in the relay node 102 so that the destination of the 
command is the relay node 102. 

[0141] The relay node 102 that received this command (step S704) interprets the received command 
packet, recognizes that this command is a command with respect to the MPEG decoding/display sub-unit 
for which the proxy service is provided by the own node, refers to the proxy table 208, and recognizes that 
the substance to which this command is directed exists in the radio node 103 (step S705). 
[01 42] Consequently, in order to forward data received through the isochronous channel #x of the IEEE 
1394 bus to the radio node side, the isochronous channel (#y) in the radio section is reserved (step S706), 
and the ISO signal transmission and reception unit 204 (that receives the isochronous channel #x) and the 
radio ISO signal transmission and reception unit 205 (that transmits the isochronous channel #y) are 
connected, such that the input data (ISO data) entered from the 1 394 interface 201 can be forwarded to the 
radio section (steps S504, S707). 

[0143] In addition, a command "data will be transmitted through the radio isochronous channel #y so that 
receive them, enter them into an MPEG decoder, and display the decoding result on a display" is 
transmitted to the radio node 1 03 in a form of a radio node control packet (steps S505, S708). 
[0144] FIG. 19 shows an exemplary format of this radio node control packet. 

[0145] As shown in FIG. 19, this packet has a content that urges the radio node 103 to transfer data (MPEG 
video) received through the radio isochronous channel #y to the MPEG decoding/display function and 
display them. In addition, information regarding the sub-unit (the video transmission function of the relay 
node 102; actually, it advertises as having this function as a proxy for the transmission node 101) that 
transmits this data (MPEG video) is also notified in this packet. (That is, the source of the data is notified in 
this packet.) 

[01 46] The radio node 1 03 that received this packet recognizes that data will be transmitted through the 
radio isochronous channel #y (step S802). The radio node 1 03 recognizes the source of these data as the 
video transmission sub-unit of the relay node 1 02 (actually, the data source is the transmission node 101, 
as mentioned above). For this reason, information indicating that "the source of data transmitted through 
This radio isochronous channel is the video transmission sub-unit of the relay node 102" may also be 
included in this radio node control packet. 

[01 47] After that, the transmission node 1 01 transfers the encrypted MPEG video through the isochronous 
channel #x (steps S603, S506). The relay node 1 02 that received these data forwards them to the radio 
section, as has been set up previously (steps 709, S507). 

[0148] The relay node 102 can recognize that received data are encrypted data when the encrypted MPEG 
idei 1 1 i are received at the step S506, but it recognizes that there is a need to transfer them to the radio 
network side so that it forwards them as they are. It may also memorize the fact that the authentication and 
key exchange procedure is necessary later on. 

[0149] In this way, the encrypted MPEG video reaches to the radio node 103 (step S803). This MPEG video 
may contain a node ID of the relay node 102 as the source address. For this reason, the radio node 103 
can recognize that this MPEG video has arrived from the relay node 102, but as the radio node 103 does 
not have the key K for decrypting the encryption (or data that is a seed for generating that key) at this point, 
it cannot decrypt the encryption and take out the original MPEG video in this state. At this point, the radio 
node 103 recognizes that the authentication procedure with the source of the MPEG video is necessary. 
[0150] Consequently, (the copy protection processing unit 303 of) the radio node 103 transmits the 
authentication request to the source of the encrypted data. As already mentioned above, the radio node 103 
recognizes (a sub-unit with a sub-unit type=video transmission sub-unit and a sub-unit ID=b (where b=0) 
within) the relay node 1 02 as the source of the encrypted data. 

[0151] Also, as in S521 of FIG. 5, a query "A sub-unit with the sub-unit type=MPEG decoding/display sub- 
unit and the sub-unit ID=c (where c=0) is receiving the radio isochronous channel #y at the radio node. 
Which sub-unit is transmitting the encrypted data to the radio isochronous channel #y?" may be transmitted 
to the relay node 1 02. In response, the relay node 1 02 returns a reply "A sub-unit ID=0 of the video 
transmission sub-unit is transmitting to the radio isochronous channel #y" (steps S522, S731, S831). In this 
way, the radio node 1 03 can recognize that the target of the authentication is the video transmission sub- 
unit of the relay node 102. 

[0152] In this way, the destination of the authentication request is recognized and the authentication request 
is transmitted to (a sub-unit ID=0 of the video transmission sub-unit within) the relay node 102. In this 
transmission, the destination of the authentication request packet may be set as "(a sub-unit ID=0 of) the 
video transmission sub-unit of the relay node", or information indicating "(a sub-unit ID=0 of) the video 
transmission sub-unit" may be entered at arbitrary position in the authentication request packet so as to 
explicitly indicate that the authentication request target is (a sub-unit ID=0 of) the video transmission sub- 
unit. In the former case, it implies that the authentication and key exchange procedure is contained in each 
sub-unit of the relay node. In the latter case, it implies that a specific processing unit provided in the relay 
node carries out the authentication and key exchange for all sub-units collectively. 

[01 53] At that point, the authentication format (device certificate) Bcert of the radio node 103 is attached to 
the authentication request (step S804, S508). This Bcert may be the authentication format (device 
certificate) of the MPEG decoding/display sub-unit of the radio node 103. Note that the copy protection 
processing unit may provide the authentication format (device certificate) for each sub-unit ID instead of that 
for each sub-unit (each sub-unit type). 

[0154] The relay node 102 that received the authentication-request (step S710) refers to the proxy table 208 
and recognizes that the request target of this authentication request is actually (a sub-unit ID=a (where a=0) 
of the video transmission sub-unit of) the transmission node 101. 

[0155] The relay node 102 may transmit a query "A sub-unit ID=0 of the MPEG decoding/display sub-unit is 
receiving the isochronous channel #x at the relay node. Which sub-unit of the transmission node is 
transmitting the encrypted data to the isochronous channel #x?" to the transmission node 101 (steps S525, 
S631, S732). In response, the transmission node 101 returns a reply "A sub-unit ID=0 of the video 
transmission sub-unit is transmitting to the isochronous channel #x" (steps S524, S631, S732). 
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[0156] In this way, when the partner of the authentication request is recognized, the authentication request 
received at the step S508 is forwarded to the transmission node 1 01 without changing its content (by 
leaving Bcert, etc. unchanged). Namely, the relay node can transparently transfers the destination address, 
the authentication format (device certificate) of sub-units other than the sub-unit that is the destination of the 
authentication request, etc. 

[0157] At a time of transferring the authentication request, the destination of the authentication request 
packet may be set as (a sub-unit ID=0 of) the video transmission sub-unit, or information indicating that sub- 
unit may be entered at arbitrary position in the authentication request packet so as to explicitly indicate that 
the authentication request target is that sub-unit, as mentioned above. 

[01 58] Here, by forwarding the authentication request without changing its content, the authentication 
request reaches to the transmission node 101 in its original form, so that the actual authentication 
procedure will proceed between the transmission node 1 01 and the radio node 1 03, and moreover it is 
possible to carry out the above procedure without revealing information such as the value of the key that 
becomes apparent as a result of the authentication, with respect to the other nodes including the relay node 
102. 

[0159] The transmission node 101 that received the authentication request interprets this as the 
authentication request that comes from the MPEG decoding/display sub-unit of the relay node 102 (step 
S604). Then, an ID (Bdid) for identifying the MPEG decoding/display sub-unit of the radio node 103 is 
extracted from Bcert (step S605), and using this, the similar authentication request is attempted with respect 
to the source of the authentication request. However, the transmission node 101 is not aware that Bcert is 
the authentication format (device certificate) of the radio node 103 and regards it rather as the 
authentication format (device certificate) of (the MPEG decoding/display sub-unit of) the relay node 102. 
[0160] This authentication request contains the authentication format (device certificate) Acert of (the video 
transmission sub-unit) of the transmission node 1 01 and Bdid. Here, the transmission node 101 interprets 
(the MPEG decoding/display sub-unit of) the relay node 102 as the source of the authentication request 
(step S509), so that the relay node 102 also becomes the destination of this authentication request (steps 
S606.S510). 

[01 61 ] The relay node 1 02 that received this (step S71 2) refers to the proxy table 208, recognizes that the 
actual request target of this authentication procedure is (the MPEG decoding/display function of) the radio 
node 103, and forwards this authentication request to the radio node 103 without changing its content (by 
leaving Acert, etc. unchanged) (steps S51 1 , S71 3). The source of this authentication request is the relay 
node 102. 

[01 62] The radio node 1 03 that received this interprets that it is the authentication request that comes from 
the video transmission sub-unit of the relay node 1 02 (step S805). Then, an ID (Adid) for identifying the 
video transmission sub-unit of the transmission node 1 01 is extracted from Acert, and the remaining 
procedure necessary for the exchange of the authentication key is attempted with respect to the source of 
the authentication request. Note that, in this case, the radio node 1 03 is not aware that Acert is the 
authentication format (de ce certific ate) of the transmission node 1 01 , and regards it rather as the 
authentication format (device certificate) of (the video transmission sub-unit of) the relay node 102. 
[01 63] As the remaining procedure necessary for the exchange of the authentication key, the radio node 
1 03 transmits a authentication and key exchange procedure packet to (a node that is interpreted by the 
radio node as) the source of the authentication request. In this authentication and key exchange procedure 
packet, a key exchange initial value, a signature, a device ID (Adid) of (the vide transmission sub-unit of) 
the transmission node that was contained in Acert, etc., are contained (step S806). Here, the radio node 
103 is interpreting (the video transmission sub-unit of) the relay node 102 as the source of the 
iii i* itu i i i- ;t (step S51 1 1 so that the relay node 102 also becomes the destination of this 
authentication request. 

[01 64] The relay node 1 02 that received this refers to the proxy table 208, recognizes that the actual 
request target of this authentication procedure is (the video transmission sub-unit of) the transmission node 
101 , and forwards this authentication procedure packet to the transmission node 101 without changing its 
content (steps S513, S714). The source of this packet is the relay node 102. 

[01 65] The procedure similar to this is also carried out along the direction of transmission node 1 01 ->relay 
node 102->radio node 103 (steps S514, S515, S609, S715, S807). 

[01 66] Each of the transmission node 1 01 and the radio node 1 03 that received this authentication 
procedure packet carries out the tampering check as to whether or not the received packet has been 
altered, the check as to whether or not the authentication format (device certificate) sent from the partner is 
a correct one, etc., and derives the common authentication key Kauth using the given value. This common 
authentication key Kauth is a key to be shared between (the video transmission sub-unit of) the 
transmission node and (the MPEG decoding/display function of) the radio node, and it becomes possible to 
share this key Kauth without revealing it to anyone other than these two (the transmission node 1 01 and the 
radio node 1 03) at this point (steps S607, S608, S808). 

[0167] Using this authentication key Kauth, it becomes possible to calculate the contents key K for actually 
carrying out the MPEG stream encryption. The detailed procedure for this calculation will be omitted here, 
but it may be made such that the calculation of the contents key K becomes possible by separately sending 
a value of the exchange key or the seed from the transmission node 101 to the radio node 103 as in the 
copy protection scheme (5C scheme) of the IEEE 1394 (steps S518, S519). 

[01 68] In this way, the value of the contents key K can be shared between (the video transmission sub-unit 

of) the transmission node 101 and (the MPEG decoding/display function of) the radio node 103. 

[0169] The transmission node 101 encrypts the MPEG video to be transmitted by using the contents key K 

at the encryption unit 405 (step S61 0), and transmits this to (the MPEG decoding/display sub-unit of) the 

relay node 102 through the isochronous channel #x of the 1394 bus (steps S516, S61 1). 

[0170] The relay node 102 transmits the encrypted MPEG video that is transmitted from the transmission 

node 1 01 through the isochronous channel #x to the radio isochronous channel #y, from the ISO signal 

transmission and reception unit 204 through the radio ISO signal transmission and reception unit 205 (steps 

S517, S716). 

[0171] The radio node 103 that received this decrypts the encrypted MPEG video by using the value of the 
contents key K (step S809, S81 0). The decrypted MPEG video data are then decoded by the MPEG 
decoding unit 306 (step S81 1) and decoded data are playbacked at the display unit 307 (step S812). 
[01 72] In this way, even in the interconnected environment where the proxy node exists between the 1394 
bus and the radio network, it is possible to carry out the authentication procedure and the key exchange 
procedure between nodes (the transmission node 101 and the radio node 103 in this embodiment) end-to- 
end, and moreover it is devised such that its content cannot be known by the other nodes including the 
relay node 102. Also, in the transfer of data that require the contents protection such as the actual MPEG 
video, etc., data are encrypted throughout the entire route so that the copying is impossible and therefore 
the safe data transfer is possible. As a result, it becomes possible to carry out the data transfer that 
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accounts for the copy protection even in such an interconnected environment. 

[0173] Note that, in this embodiment, the authentication procedure, the encryption key exchange procedure, 
etc. are carried out in units of sub-units of the nodes, but it is also possible to carry out these in units of 
radio nodes. An example for carrying out these in units of nodes will be described in the second 
embodiment which can be applied to this embodiment as well. 

[01 74] Also, in this embodiment, the procedure for the authentication and the key exchange is carried out 
after receiving the encrypted data, but this procedure may be carried out prior to the encrypted data 
receiving. For example, this procedure may be carried out at a time of activation of the device or 
corresponding application. 

Second Embodiment 

[0175] Referring now to FIG. 20 to FIG. 39, the second embodiment of a relay device and a communication 
device according to the present invention will be described in detail. 

[01 76] In the first embodiment, the authentication procedure and the key exchange procedure are directly 
carried out by the transmission node and the radio node. Namely, (the video transmission sub-unit of) the 
transmission node and (the MPEG decoding'display function of) the radio node directly carry out the mutual 
authentication, the encryption key exchange procedure and the encrypted data exchange. In this case, the 
relay node functions as a proxy of the MPEG decoding/display function of the radio node with respect to the 
transmission node, and as a proxy of the video transmission sub-unit of the transmission node with respect 
to the radio node, but in the above described authentication procedure and encrypted data exchange, the 
relay node simply forwards these data to a sub-unit or a function for wr ch : s ; „rc: or rc as a oroxy. 
[01 77] In contrast, in the second embodiment, an exemplary case of terminating the series of copy 
protection procedure, that is, the authentication procedure and the encrypted data exchange, at the relay 
node will be described. Namely, each copy protection procedure is closed between the transmission node 
and the relay node, and between the relay node and the radio node. In other words, the relay node of this 
embodiment also provides the proxy services with respect to the transmission node or the radio node, but 
for the copy protection, the relay node itself has the authentication format (device certificate) and the relay 
node itself terminates a responsibility for the encrypted MPEG data transfer in the 1394 bus section as well 
as the encrypted MPEG data transfer in the radio section. 

[01 78] FIG. 20 shows an exemplary overall configuration of a home network at some home, which is 
basically the same as in the first embodiment. 

[0179] FIG. 21 shows an exemplary internal configuration of the transmission node 2101 , which is also 
basically the same as in the first embodiment. 

[0180] FIG. 22 shows an exemplary internal configuration of the relay node 2102. Similarly as in the first 
embodiment, the relay node 21 02 has a function for providing functions of the radio node as a proxy server 
of the radio node with respect to a node on the IEEE 1394 bus side, and a function for providing functions of 
a node on the IEEE 1 394 bus side as a proxy server of a node (the transmission node 21 01 in this 
embodiment) on the IEEE 1 394 bus side with respect to a node on the radio section side. 
[0181] Also, the relay node 2102 has a function for forwarding data (MPEG video data) received from the 
IEEE 1394 bus side to the radio section side, but the relay node 2102 of the second embodiment differs 
from that of the first embodiment in that the procedure related to the copy protection such as authentication 
and data encryption, etc., is terminated at the relay node 2102 both in the IEEE 1394 bus section and in the 
radio section, an IEEE 1 394 copy protection processing unit 2208 has the authentication format (device 
certificate) Bcert for the IEEE 1394 bus side, a radio section copy protection processing unit 2212 has the 
authentication format (device certificate) Ccert for the radio section side, and the encrypted data entered 
from the isochronous channel of the 1 394 bus are processed by the sequence of reception at the ISO signal 
transmission reception unit 2203->decryption at the decryption unit 2204->re-encryption of the decrypted 
MPEG video at the encryption unit 2205->transmission as the radio isochronous signals at the radio ISO 
signal transmission and reception unit 2206. 

[0182] The authentication format (device certificate) may be provided one for each IEEE 1394 interface or 
each radio section interface, or one for each sub-unit (including proxy) (for each sub-unit type). 
[01 83] Here, it is assumed that Acert and Bcert are the authentication formats (device certificates) that were 
issued by the same authentication organization (the authentication organization responsible for the IEEE 
1394 copy protection), but the authentication formats (device certificates) of the radio section (Ccert and 
Dcert to be described below) may or may not be issued by the same authentication organization, so that the 
authentication formats (device certificates) issued by a different authentication organization that is 
responsible for the radio section may be used. 

[0184] Next, FIG. 23 shows an exemplary internal configuration of the radio node 2103, which is basically 
the same as that of the first embodiment except that a copy protection processing unit 2303 has the 
authentication format (device certificate) Dcert for the radio section. 

[01 85] Next, the actual operation sequence for the entire MPEG video transmission after applying the copy 
protection will be described with references to an exemplary overall sequence shown in FIGS. 24 and 25, 
an exemplary flow chart for the transmission node 21 01 shown in FIGS. 26 and 27, an exemplary flow chart 
for the relay node 2102 shown in FIGS. 28, 29, 30 and 31 , and an exemplary flow chart for the radio node 
2103 shown in FIGS. 32 and 33. 

[0186] First, the radio node 2103 notifies the own configuration information to the relay node 2102 (step 
S2501). The configuration information indicates that the own node (radio node) has the MPEG 
decoding/display function, the authentication format (device certificate) for the authentication purpose, etc. 
Here, the fact that this authentication format (device certificate) is an authentication format (device 
certificate) for the radio section may also be notified (step S2801 ). 

[01 87] The relay node 21 02 that received this configuration information checks that the radio node 21 03 has 
the authentication format (device certificate) and the MPEG decoding/display function (step S2701). 
Similarly as in the first embodiment, the relay node 2102 advertises this MPEG decoding/display function as 
the own sub-unit of the relay node 2102 to the IEEE 1394 bus side (step S2502), using the IEEE 1212 
register or the AV/C protocol, etc. 

[0188] To this end, the relay node 2102 has a proxy table. 2214 inside the proxy sub-unit configuration unit 
2210. The proxy table 2214 is basically similar to that of the first embodiment, which is a table registering 
the correspondence between a form in which the relay node 2102 is advertising as a proxy and its actual 
substance, as shown in FIGS. 35 and 36. 

[0189] Here, the MPEG decoding/display function of the radio node 2103 is advertised as the sub-unit of the 
relay node, as shown in FIG. 34 (steps S2702, S2703). 

[0190] As a result, the structure of the relay node 2102 as seen from the transmission node 2101 appears 
as shown in FIG. 36 (step S2601). 

[0191] The above description is directed to the IEEE 1394 bus side, but the same relationship also holds in 
the radio section, similarly as in the first embodiment. Namely, the relay node 2102 surveys instruments, 
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services, sub-unit configuration, etc. on the IEEE 1394 bus side and provides their proxy services with 
respect to the radio section side. As a result, the setting as shown in FIG. 35 is made and the structure of 
the relay node 2102 as seen from the radio node appears as shown in FIG. 37. 

[0192] Now, the transmission node 2101 that recognized that there is an MPEG decoding/display sub-unit in 
the relay node 21 02 establishes an isochronous channel #x on the 1 394 bus and issues a command of 
"connect (a plug for receiving) this isochronous channel #x with the MPEG decoding/display sub-unit, and 
display the video" in the AV/C protocol (steps S2503, S2602), for the purpose of transferring the MPEG 
video to this sub-unit. The transmission node 2101 interprets that this sub-unit exists in the relay node 2102 
so that the destination of the command is the relay node 2102. 

[0193] The relay node 2102 that received this command (step S2704) interprets the received command 
packet, recognizes that this command is a command with respect to the MPEG decoding/display sub-unit 
for which the proxy service is provided by the own node, refers to the proxy table 2210, and recognizes that 
the substance to which this command is directed exists in the radio node 2103 (step S2705). 
[01 94] Here, it is assumed that the radio section of FIG. 20 is a QOS compatible radio LAN which is capable 
of transferring data up to the destination without any quality degradation such as packet loss or delay as 
long as the prescribed procedure is followed. On this radio LAN, the data are transferred in forms of a radio 
frame having a format similar to the Ethernet frame, that is, a format of "source address, destination 
address, data" as shown in FIG. 38. 

[0195] Here, in order to forward data received through the isochronous channel #x of the IEEE 1394 bus to 
the radio node side, the QOS set up in the radio section may be carried out, and the ISO signal 
transmission and reception unit 2203 (that receives the isochronous channel #x) and the radio ISO signal 
transmission and reception unit 2206 (that transmits the radio frames with guaranteed QOS) may be 
connected as indicated by a dashed line in FIG. 22 (because the decryption cannot be carried out yet), such 
that the ISO input data entered from the 1394 interface 2201 can be forwarded to the radio section as it is 
(steps S2504, S2706, S2707). 

[0196] In addition, a command "data will be transmitted through the radio frames so that receive them, and 
display the result on a display" is transmitted to the radio node 103 in a form of a radio node control packet 
(steps S505, S708, S2802). For this control protocol, the IEEE 1394 AV/C protocol, IEC 61883 protocol, or 
their modifications may be used. As will be described below, in this embodiment, there is no concept of 
isochronous channel on the radio LAN but a field called source ID (SID) is provided in data to be transferred 
such that each node that is transmitting QOS data to the radio section can uniquely identify the QOS data 
that is being transferred, and this SID value can be used for the judgement of the data flow, as in the 
isochronous channel of the IEEE 1394. FIG. 39 shows an exemplary format ofthis radio node control 
packet. The source of this packet is the relay node 2102. 

[0197] The radio node 2103 that received this packet recognizes that data will be transferred with QOS by 
having SID value of [alpha] attached thereto. 

[0198] After that, the transmission node 2101 transfers the encrypted MPEG video through the isochronous 
channel #x (steps S2603, S2506). The contents key is assumed to be K1 . This encryption key is derived as 
a function of the exchange key or seed to be described below. 

[0199] Also, the frame for transmitting this encrypted MPEG video may contain "transmission node ID" for 
identifying the transmission node, besides the isochronous channel number. 

[0200] The relay node 21 02 that received these data recognizes that data are encrypted, refers to the 
"transmission node ID" contained in the received data for example, recognizes that this data is transmitted 
by the transmission node 2101 (step S2709), and carries out the authentication target query with respect to 
the transmission node 2101 in order to ascertain "which sub-unit of the transmission node 2101 is 
transmitting these data through the isochronous channel #x" (step S2507, S2710). At this point, the 
isochronous channel number (#x) through which data are transferred is described therein so that the 
transmission node 2101 can identify the sub-unit that is transmitting data, and the own sub-unit that 
received these data (the sub-unit ID=0 of the MPEG decoding/display sub-unit of the relay node 2102 in this 
embodiment) is also notified. This plays the role of notifying the authentication target as seen from the 
transmission node 2101. 

[0201] Note that this authentication target query packet and the authentication target reply packet to be 
described below may have data encrypted or hashed by the private key of the authentication organization 
as an electronic signature, so as to be able to confirm the absence of alteration, etc. 
[0202] Now, the transmission node 2101 that received the authentication target query (step S2604) 
recognizes that the sub-unit that is receiving data transmitted to the isochronous channel #X is the MPEG 
decoding'display sub-unit of the relay node 2102, and notifies that the sub-unit that is transmitting data to 
the isochronous channel #x is the video transmission sub-unit (sub-unit ID=0), to the relay node 2102 as the 
authentication target reply packet (step S2508, S2605). 

[0203] In this way, the relay node 2102 can recognize that the sub-unit that is transmitting data to the 
isochronous channel #x is the video transmission sub-unit (sub-unit ID=0) of the transmission node 2101 
(step S2711). 

[0204] The (MPEG decoding'display sub-unit proxy function of the) relay node 2102 that recognized that the 
sub-unit that is transmitting data to the isochronous channel #x is the video transmission sub-unit of the 
transmission node 2101 then carries out the authentication request with respect to the video transmission 
sub-unit of the transmission node 2101 . This authentication request is transferred along with the 
authentication format (device certificate) (Bcert) of the relay node or the MPEG decoding/display sub-unit of 
the relay node (steps S2509, S2606, S2607, S2712). This exchange of the authentication request and the 
authentication format (device certificate) is also carried out from (the video transmission sub-unit of) the 
transmission node 2101 with respect to (the MPEG decoding/display sub-unit of) the relay node 2102, 
similarly as in the first embodiment (steps S2510, S2608, S2713. S2714). The information regarding the 
sub-unit is also exchanged at the authentication and key exchange in this second embodiment so that the 
key to be used can be made different even for communications between the same devices when the sub- 
unit that is carrying out communication is different. 

[0205] After completing the mutual authentication, these two nodes carry out the authentication and key 
exchange procedure similarly as in the first embodiment (steps S251 1 1 , S251 12, S2609, S271 5) so as to 
share the authentication key Kauthl . Using this authentication key, the transmission node 2101 carries out 
the transfer of the exchange key or seed to the relay node 2102 (steps S2512, S2610, S2716), so that it 
becomes possible for the relay node 2102 to ascertain the value of the contents key K1 (step S2717). 
[0206] The MPEG video encrypted by using the contents key K1 that is transferred thereafter (via the 
isochronous channel #x) (steps S2513, S261 1 , S2612) is decrypted at the relay node 2102 (steps S2514, 
S271 8), re-encrypted by using the contents key K2 that is separately provided for the radio section (steps 
S2515, S2516, S2719), and transmitted to the radio node 2103 in a form that guarantees QOS on the radio 
section (steps S2517, S2720, S2803). At this point, the MPEG video passes through a path of the ISO 
signal transmission and reception unit 2203, the decryption unit 2204, the encryption unit 2205, and the 
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radio ISO signal transmission and reception unit 2206. 

[0207] As described above, data may be transmitted by attaching a value unique at the relay node 21 02 
called source ID such that the relay node 2102 can identify data that s be ng transm ::ed to :he radio 
section side at this point. Here, this unique value is assumed to be [alpha]. Namely, the data with the value 
[alpha] attached are data received from the isochronous channel #x of the IEEE 1394 (that are decrypted by 
using the contents key K1 and re-encrypted by using the contents key K2). The relay node 2102 is 
recognizing that data that are transmitted to the radio section by attaching the SID value [alpha] are data 
transmitted from the proxy function of the video transmission sub-unit on the radio section side of the own 

[0208] The operation of the radio node 2103 that received these data are basically the same as the 
operation of the relay node 21 02 that received the encrypted data as described above. 
[0209] Namely, the radio node 2103 that received these data recognizes that data are encrypted, refers to 
the "source address" contained in the received data for example, recognizes that this data is transmitted by 
the relay node 2102, and carries out the authentication target query with respect to the relay node 2102 in 
order to ascertain "which sub-unit of the relay node 2102 is transmitting these data by attaching the value 
[alpha] thereto" (step S2518, S2804). 

[0210] At this point, the SID value ([alpha]) with which data are transferred is described therein so that the 
relay node 2102 can identify the sub-unit that is transmitting data, and the receiving side sub-unit that 
received these data (the sub-unit ID=0 of the MPEG decoding/display sub-unit of the radio node 2103 in this 
embodiment) is also notified. This plays the role of notifying the authentication target as seen from the relay 
node 2102. 

[021 1] The relay node 2102 that received the authentication target query (step S2721) recognizes that the 
sub-unit that is receiving data transmitted with the SID=[alpha] is the MPEG decoding/display sub-unit of the 
radio node 2103, and notifies that the sub-unit that is transmitting data by attaching the SID=(alpha] thereto 
is the video transmission sub-unit, to the radio node 2103 as the authentication target reply packet (step 
S2519, S2722, S2805). 

[0212] In this way, the radio node 2103 can recognize that the sub-unit that is transmitting data by attaching 
the SID=[alpha] thereto is the video transmission sub-unit of the relay node 2102. 

[0213] The (MPEG decoding/display sub-unit of the) radio node 2103 that recognized that the sub-unit that 
is transmitting data by attaching the SID=[alpha] thereto is the video transmission sub-unit of the relay node 

2102 then carries out the authentication request with respect to the video transmission sub-unit of the relay 
node 2102 (steps S2520, S2723, S2724, S2806). This authentication request is transferred along with the 
authentication format (device certificate) (Dcert) of the radio node (or the MPEG decoding/display sub-unit 
of the radio node). This exchange of the authentication request and the authentication format (device 
certificate) is also carried out from (the video transmission sub-unit of) the relay node 2102 with respect to 
(the MPEG decoding/display sub-unit of) the radio node 2103 (steps S2521, S2725, S2807). 

[0214] After completing the mutual authentication, these two nodes carry out the authentication and key 
exchange procedure (steps S2522, S2523, S2726, S2808) so as to share the authentication key Kauth2. 
Using this authentication key. the relay node 2102 carries out the transfer of the exchange key or seed to 
the radio node 2103 (steps S2524, S2727, S2809), so that it becomes possible for the radio node 21 03 to 
ascertain the value of the contents key K2 (step S2810). 

[021 5] Note that, in the above description, the authentication and key exchange between the transmission 
node and the relay node, and the authentication and key exchange between the relay node and the radio 
node are carried out sequentially in this order, but their order may be reserved, or both of them may be 
carried out in parallel. 

[0216] The MPEG video encrypted by using the contents key K1 that is transferred thereafter (steps S2525) 
is decrypted at the relay node 21 02 (steps S2526), re-encrypted by using the contents key K2 that is 
separately prov ded lor Ihe radio section (steps S2527, S2528, S2728), and transmitted to the radio node 

2103 in forms of radio frames to which the SID=[alpha] is attached (steps S2529, S2729). 

[021 7] This time, the radio node 21 03 can calculate the content key K2 using the exchange key or seed 
acquired earlier, so that the received data are decrypted (steps S2530, S281 1 ), and playbacked at the 
display unit 2307 (step S2812). 

[0218] In this way, even in the interconnected environment where the proxy node exists between the 1394 
bus and the radio network, it is possible to carry out the transfer of data that require the contents protection 
such as the actual MPEG video, etc., in such a way that data are encrypted throughout the entire route so 
that the copying is impossible and therefore the safe data transfer is possible, as the authentication 
procedure and the key exchange procedure are carried out by the relay node and the transmission node, 
and by the relay node and the reception node, at their respective sections. As a result, it becomes possible 
to carry out the data transfer that accounts for the copy protection even in such an interconnected 

[0219] Of course, there is a possibility of data copying at a portion where "raw MPEG data" flows in the 
relay node 21 02, or more specifically between the decryption unit 2204 and the encryption unit 2205, so that 
it is advantageous to provide a measure against the data copying at this portion (such as forming the 
decryption unit and the encryption unit as a single LSI, for example) so that the eavesdropping of data 
(illegal copying) by attaching a probe to this portion becomes practically impossible. 

Third Embodiment 

[0220] Referring now to FIG. 40 to FIG. 54, the third embodiment of a relay device and a communication 
device according to the present invention will be described in detail. 

[0221 ] FIG. 40 shows an exemplary overall configuration of networks In this embodiment. As shown in FIG. 
40, in this third embodiment, an IEEE 1394 bus 6104 which is a home network of some home and a public 
network (which is assumed to be the Internet here as an example but may be a telephone network, etc.) 
6105 are connected by a home gateway 61-2, and the exchange of data such as video data is to be carried 
out between a transmission node 6101 and a reception node 61 03 after carrying out the authentication 
procedure and the encryption procedure. Here, it is assumed that (an access network portion of) the 
Internet 6105 has a very narrow communication bandwidth compared with the IEEE 1394 bus 6104 so that 
the video data (which are assumed to be MPEG2 video data as an example) exchanged on the IEEE 1 394 
bus cannot be transmitted directly because of the lack of bandwidth, and for this reason the transmission is 
to be carried out after applying the transcoding, that is, the code conversion from MPEG2 codes to MPEG4 
codes, at the home gateway 6102. 

[0222] In this third embodiment, similarly as in the second embodiment, the series of copy protection 
procedure, that is the authentication procedure and the encrypted data exchange, is terminated at the home 
gateway. Namely, each copy protection procedure is closed between the transmission node and the home 
gateway, and between the home gateway and the reception node. In this embodiment, the home gateway 
also provides the proxy services with respect to the transmission node or the reception node, but for the 
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copy protection, the home gateway itself has the authentication format (device cer: ; ca:e ard :fe home 
gateway itself terminates a responsibility for the encrypted MPEG data transfer in the 1394 bus section and 
the radio section, 

[0223] FIG, 41 shows an exemplary internal configuration of the transmission node 6101, which is basically 
the same as in the above embodiments. 

[0224] FIG. 42 shows an exemplary internal configuration of the home gateway 6102. The basic 
configuration of the home gateway 6102 is the similar to that of the relay node of the second embodiment 
except that it has an Internet interface 6202 instead of the radio interface, a proxy home page creation unit 
621 0 instead of the proxy sub-unit configuration unit, a home page creation and storage unit 621 1 , and an 
MPEG2/MPEG4 conversion unit 6214 between the decryption unit 6204 and the encryption unit 6205. Each 
of these differences will be described in detail below. 

[0225] The home gateway 6102 has a function for providing functions of a node on the IEEE 1394 bus side 
as a proxy server of a node on the IEEE 1394 bus side (the transmission node 6101 in this embodiment) 
with respect to a node on the Internet side. The service provided by the transmission node 6101 (the video 
transmission service in this embodiment) is accessible through a home page provided by the home gateway 

appears through the home page of the home gateway 6102 so that it may be interpreted as the service on 
the IP (Internet) that is provided by the home gateway 61 02. 

[0226] Also, similarly as in the second embodiment, the home gateway 6102 has a function for forwarding 
data (MPEG2 video data) received from the IEEE 1394 bus side to the Internet side, but the procedure 
related to the copy protection such as authentication and data encryption, etc., is terminated at the home 
gateway 6102 both in the IEEE 1394 bus section and in the Internet section. An IEEE 1394 copy protection 
processing unit 6208 has the authentication format (device certificate) Bcert for the IEEE 1394 bus side, 
while an Internet side copy protection processing unit 6212 has the authentication format (device certificate) 
Ccert for the Internet section side, and the encrypted data entered from the isochronous channel of the 
IEEE 1394 bus are processed by the sequence of reception at the ISO signal transmission reception unit 
6203->decryption at the decryption unit 6204->transcoding of the decrypted MPEG2 video to MPEG4 video 
at the MPEG2/MPEG4 conversion unit 621 4->re-encryption of the MPEG4 video at the encryption unit 
6205->transmission to the Internet side at the AV signal transmission and reception unit 6206. 
[0227] Here, it is assumed that Acert and Bcert are the authentication formats (device certificates) that were 
issued by the same authentication organization (the authentication organization responsible for the IEEE 
1394 copy protection), but the authentication formats (device certificates) of the Internet section (Ccert and 
Dcert to be described below) may or may not be issued by the same authentication organization, so that the 
authentication formats (device certificates) issued by a different authentication organization that is 
responsible for the Internet section may be used. 

[0228] Note that, in this embodiment, the authentication formats (device certificates) (Acert, Bcert, Ccert, 
Dcert) are provided one for each sub-unit (each sub-unit type) or one for each Internet application, rather 
than one for each node (or network interface). Namely, different authentication formats (device certificates) 
may be used by different Internet applications. Here, the flow indicates a series of data flow that is 
. pressed by the set of (source address, source port, destination address, destination port) of the Internet. 
[0229] Next, FIG. 43 shows an exemplary internal configuration of the reception node 6103, in which a copy 
protection processing unit 6303 has the authentication format (device certificate) Dcert for the Internet, and 
which differs from the second embodiment in that interfaces (an Internet interface 6301 , a control packet 
transmission and reception unit 6302, an AV signal transmission and reception unit 6304) are compatible 
with the Internet. Here, the control packet transmission and reception unit 6302 may be a packet 

i t t protocol while tli^ AV , kiih 1 , u mi oi ind 

reception unit 6394 may be a packet transmission and reception module having UDP transport protocol. 
[0230] Next, the actual operation sequence for the entire MPEG video transmission after applying the copy 
protection will be described with references to an exemplary overall sequence shown in FIGS. 44 and 45, 
an exemplary flow chart for the transmission node 61 01 shown in FIGS. 46 and 47, an exemplary flow chart 
for the home gateway 6102 shown in FIGS. 48, 49, 50 and 51, and an exemplary flow chart for the 
reception node 6103 shown in FIGS. 52 and 53. 

[0231 ] First, the home gateway 61 02 collects the attribute and the configuration information of the 
transmission node 61 01 , by reading the IEEE 1 21 2 register of the transmission node 6101 , for example 
(steps S6501 , S6601 , S6701 , S6502, S6602, S6702). Through this, the home gateway 6102 comprehends 
that the transmission node 61 01 has the video transmission function, the panel function, and the 
authentication format (device certificate). 

[0232] On a basis of this, the home gateway 6102 creates a home page for the remote controlling of the 
transmission node 61 01 (step S6503). Basically, a display screen similar to the control panel possessed by 
the transmission node 6101 is created as "home page for transmission node control". Control buttons and 
the like that are arranged on the home page are set in correspondence to buttons of the panel sub-unit of 
the transmission node 6101 and a list of correspondences is described in a conversion table inside the 
proxy home page creation unit 6210. For example, when there is a button with a description of "playback" in 
the panel sub-unit of the transmission node 6101 , a button with a description of "playback" is provided in the 
home page as well, and this relationship is described in the above mentioned conversion table. If a user of 
this home page presses this button, an interaction indicating that "the button is pressed" with respect to the 
"playback" button of the panel sub-unit of the transmission node 6101 will be returned from the home 
gateway 6102. A part (a) of FIG. 54 shows an exemplary form of a panel possessed by the panel sub-unit of 
the transmission node 61 01 , and a part (b) of FIG. 54 shows an exemplary form of a corresponding home 
page for transmission node control created by the home gateway 61 02. 

[0233] Now, when the reception node 6103 on the Internet accesses the home gateway 6102 through the 
Internet and requests a home page containing a control display screen for the transmission node 6101 , this 
home page is sent to the reception node 61 03 (steps S6504, S6801 , S6703). Upon viewing this home page, 
suppose that a user of the reception node 6103 pressed a button for requesting the video transmission on 
the display screen (such as the "playback" button shown in a part (b) of FIG. 54, for example). As a result, 
an interaction indicating that "the playback button is pressed", for example, is notified to the home gateway 
6102 via the Internet using HTTP (steps S6505, S6802, S6704). 

[0234] Before or after this notification, the determination of the IP flow by which the stream to be exchanged 
is to be transferred, that is the set of (source IP address, source port, destination IP address, destination 
port), the negotiation of the session control (coding scheme, authentication scheme), etc., are carried out 
between the home gateway 6102 and the reception node 6103 (steps S6505, S6705, S6803). For example, 
the coding scheme, the authentication scheme, and the port number are determined using RTSP (Realtime 
Transport Streaming Protocol), SDP (Session Description Protocol), etc. 

[0235] On a basis of these processings, the home gateway 6102 recognizes that the substance that carries 
out the video transmission is the video transmission sub-unit of the transmission node 61 01 , and issues 
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commands for setting up an isochronous channel #x to be used for the data transfer and for requesting the 
video transmission to the video transmission sub-unit, using the AV/C protocol, etc., with respect to the 
transmission node 6101 (step S6506). 

[0236] In response, the encrypted MPEG video is transmitted from the transmission node 6101 through the 
isochronous channel #x to the home gateway 6102 (steps S6507, S6603, S6604). After that, the 
authentication target query'reply, the authentication request, the authentication and key exchange 
procedure, the exchange key'seed transfer, etc., are carried out by the procedure similar to that of the IEEE 
1394 side of the second embodiment, such that it becomes possible for the home gateway 6102 to 
calculate the contents key K1 (steps S6508 to S6514, S6605 to S661 1 , S6706 to S671 5). 
[0237] Thereafter, the home gateway 61 02 receives the encrypted MPEG video through the isochronous 
channel #x (steps S6515, S6612, S6613), and decrypts it into MPEG2 video by using the contents key K1 
at the decryption unit 6204 (steps S651 6, S651 7, S671 6). Next, the extracted MPEG2 video is transcoded 
into MPEG4 video at the MPEG2/MPEG4 conversion unit 6214 (step S6518). This MPEG4 video is re- 
encrypted by using the contents key K2 at the encryption unit 6205 (steps S6519, S6520, S6717, S6718), 
and converted into IP packets. In this case, IP packets in which the source IP address is C (IP address of 
the home gateway), the source port number is c, the destination IP address is D (IP address of the 
reception node) and the destination port number is d as determined by the earlier session control procedure 
are generated (steps S6521, S6719). 

[0238] Upon receiving these IP packets, the reception node 6103 recognizes that the received data are 
encrypted (step S6804). The reception node 61 03 recognizes that the home gateway 61 02 is transmitting 
these data by referring to the IP header of the arrived packets, for example, and transmits the authentication 
request to the home gateway 6102 (steps S6522, S6805). This authentication request packet may also be 
an IP packet. As the port number for the authentication request, a number allocated to the procedure for 
carrying out the authentication in advance may be used. At this point, the authentication request packet is 
transferred by attaching the flow ID (C, c, D, d) of the stream transfer. As a result, the home gateway 6102 
can recognize the flow to which the authentication request is directed. Although not shown in the figure, this 
authentication request also contains the authentication format (device cert ; ca:e : (for this stream) of the 
reception node, etc. Also, the fact that RTP (Realtime Transport Protocol) is used as the transport protocol, 
etc., may also be notified at the same time. 

[0239] Upon receiving this authentication request, the home gateway 6102 recognizes that it is the 
,i..T ci • ;:.ilion request for the flow (C, c, D, d), and returns the authentication request containing the 
authentication format (device certificate) for this flow, to the reception node (steps S6523, S6720 to S6722, 
S6806, S6807). At this point, this authentication request contains the above described flow ID, etc. 
[0240] Next, these two nodes carries out the authentication and key exchange procedure, the exchange 
key/seed transfer, etc., using IP packets (steps S6524 to S6526, S6723, S6724, S6808 to S6810). As a 
result, it becomes possible for the reception node 6103 to generate the contents key K2. 
[0241 ] Thereafter, when the MPEG4 data that are encrypted by using the contents key K2 are transmitted 
through the flow (C, c, D, d) (steps S6527 to S6533, S6725, S6726, S681 1 ), these data can be decrypted 
by using the contents key K2 that is prepared as described above (step S6534). The decrypted MPEG4 
data are decoded at the MPEG decoding unit 6306 (step S6812) and playbacked at the display unit 6307 
(stepS6813). 

[0242] In this way, even in the environment where the home network and the Internet are interconnected, it 
is possible to carry out the transfer of data that require the contents protection such as the actual MPEG 
video, etc., in such a way that data are encrypted throughout the entire route so that the copying is 
impossible and therefore the safe data transfer is possible, as the authentication procedure and the key 
exchange procedure are carried out by the home gateway and the transmission node, and by the home 
gateway and the reception node. As a result, it becomes possible to carry out the data transfer that 
accounts for the copy protection even in such an interconnected environment. 

[0243] Similarly as in the second embodiment, there is a possibility of data copying at a portion where "raw 
MPEG data" flows in the home gateway 6102, or more specifically between the decryption unit 6204, the 
MPEG2/MPEG4 conversion unit 6214, and the encryption unit 6205, so that it is possible to provide a 
measure against the data copying at this portion, such as sealing this portion within a single LSI, for 
example. 

Fourth Embodiment 

[0244] Referring now to FIG. 55 to FIG. 64, the fourth embodiment of a relay device and a communication 
device according to the present invention will be described in detail. 

[0245] In the first embodiment, the authentication and key exchange scheme in the case where the relay 
node is connected to both the IEEE-1394 bus and the radio network and the encrypted video data are to be 
exchanged between the transmission node on the IEEE 1394 bus and the radio node on the radio network 
has been described. In the first embodiment, the actual authentication and key exchange as represented by 
the exchange of the authentication format (device certificate), etc., is directly carried out between the 
transmission node and the radio node, and the relay node is provided in a form of transparently relaying 

[0246] In contrast, in this fourth embodiment, the authentication and key exchange is carried out separately 
between the transmission node and the relay node and between the relay node and the radio node, as in 
the second embodiment. Here, however, unlike the second embodiment, this fourth embodiment uses a 
scheme in which the decryption and the re-encryption of the contents data at the relay node are 
unnecessary. Namely, the second embodiment employs a procedure in which the encryption in the IEEE 
1 394 section of the arrived data is decrypted and then re-encrypted for the radio section at the relay node, 
whereas this fourth embodiment employs a scheme in which the encrypted data arrived from the IEEE 1394 
bus side can be transferred directly to the radio network. 

[0247] FIG. 55 shows an exemplary overall configuration of a home network at some home, which is 
basically the same as in the second embodiment. 

[0248] FIG. 56 shows an exemplary internal configuration of the transmission node 9101 , which is also 
basically the same as in the second embodiment. The authentication format (device certificate) Acert is 
provided one for each node. 

[0249] FIG. 57 shows an exemplary internal configuration of the relay node 9102. The authentication 
formats (device certificates) Bcert and Ccert are provided one for each network interface (Bcert for the IEEE 
1394 side and Ccert for the radio network side). This relay node 9102 is similar to that of the second 
embodiment except that the encrypted stream signals are directly exchanged between the ISO signal 
transmission and reception unit 9203 on the IEEE 1 394 side and the radio ISO signal transmission and 
reception unit 9206 on the radio network side (without going through the process of decryption/re- 
encryption). 

[0250] FIG. 58 shows an exemplary internal configuration of the radio node 9103, which is also basically the 
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same as that of the second embodiment. The authentication format (device certificate) Dcerl is provided 
one for each node. 

[0251] As in the previous embodiments, the relay node 9102 has proxy service functions for services on the 
radio network with respect to the IEEE 1394 side and services on the IEEE 1394 with respect to the radio 
network side, but the details of these functions will be omitted here. 

[0252] Next, FIG. 59 shows an exemplary overall sequence of this embodiment. Similarly as in the previous 
embodiments, the relay node is advertising the service (video transmission sub-unit) provided by the 
transmission node as a proxy to the radio network side, and when (the video decoding sub-unit of) the radio 
node requests the service (MPEG video transfer request) with respect to the proxy function of the relay 
node, the relay node makes the actual video transfer request with respect to the video transmission sub-unit 
of the transmission node that is providing the actual service. It is assumed that the actual video data are to 
be transferred in an encrypted form, through the isochronous channel #x on the IEEE 1 394 and through the 
radio isochronous channel #y on the radio network. The details are the same as in the previous 
embodiments so that the detailed description will be omitted here. 

[0253] FIG. 60 shows an exemplary operation procedure of the transmission node 91 01 , FIGS. 61 and 62 
show an exemplary operation procedure of the relay node 9102, and FIGS. 63 and 64 show an exemplary 
operation procedure of the radio node 9103. 

[0254] In this embodiment, the procedure basically follows the authentication and key exchange scheme 
called "5C Digital Transmission Content Protection Specification" which is the copyright protection scheme 
on the IEEE 1394. Note that this embodiment is directed to the case of carrying out the authentication and 
key exchange in units of nodes (the case of carrying it out in units of sub-units will be described in the fifth 
embodiment). 

[0255] Now, the transmission node 9101 transfers the MPEG video that is encrypted by using the contents 
key K on the isochronous channel #x of the IEEE 1394 (steps S8501 , S8601 , S8701 ). The relay node 9102 
that received this MPEG video transfers this MPEG video directly (leaving the received MPEG video in a 
form encrypted by using the contents key K) to the radio isochronous channel #y on the radio network side 
(steps S8509.S8701). 

[0256] The relay node 91 02 that recognized that data received through the isochronous channel #x are 
encrypted then recognizes that there is a need to carry out the authentication and key exchange with the 
transmission node 91 01 by referring to the transmission node ID field (SID field) of the CIP header of the 
arrived data, for example (step S8801 ), and transfers the authentication request packet containing the 
authentication format (device certificate) Bcert, to the transmission node 9101 (steps S8502, S8702). 
[0257] The transmission node 91 01 that received this packet then transmits the authentication request 
packet containing the authentication format (device certificate) Acert of the transmission node, to the relay 
node 9102 (Steps S8503, S8602, S8603, S8703). 

[0258] Next, the authentication and key exchange procedure is carried out such that the authentication key 
Kauthl is secretly shared between the transmission node 9101 and the relay node 9102 (steps S8504, 
S8505, S8604, S8704). 

[0259] In the IEEE 1394 copyright protection scheme, the contents key K is calculated by a function J with 
three variabl > mi i ding the exchange key Kx, the seed Nc, and the encryption control information EMI. 
Namely, K=J(Kx, Nc, EMI). Here, the EMI is a value that is always attached to the encrypted data to be 
transferred. Consequently, there is also a need for the transmission node 9101 to notify values of the 
exchange key Kx and the seed Nc to the receiving side (the relay node, as well as the radio node in the 
case of this embodiment). 

[0260] For this reason, the transmission node 9101 transmits this information to the relay node 9102, in a 
form of f(Kx, Kauthl ) using the authentication key Kauthl that is shared with the relay node 91 02 and the 
known function f (steps S8506, S8605, S8708, S8709). The relay node 9102 can calculate the value of Kx 
from this value. Similarly, the value of the seed Nc is transferred from the transmission node 9101 to the 
relay node 9102 (steps S8507, S8606, S8710). At this point, the relay node 9102 has recognized the values 
of Kx and Nc that are necessary in generating the contents key K for decryption. 

[0261] Now, the similar procedure is also carried out between the relay node 9102 and the radio node 9103 
(steps S851 0 to S851 3, S8705 to S8707, S8802 to S8804). This procedure is similar to the authentication 
and key exchange procedure between the transmission node 9101 and the relay node 91 02 so that the 
details will be omitted here. Note here that encrypted data to be transferred on the radio isochronous 
channel #y of the radio network may also be attached with address information, etc., by which the relay 
node 9102 that is the source node can be identified. 

[0262] Now, suppose that the authentication key Kauth2 is shared between the relay node 9102 and the 
radio node 9103. In this embodiment, the relay node 9102 forwards the encrypted MPEG video directly to 
(the radio isochronous channel #y of) the radio network without decrypting it, so that there is a need for the 
relay node 91 02 to notify the values of the exchange key Kx and the seed Nc that are the same as in the 
IEEE 1394 section, to the radio node 9103. (Conversely, if this can be notified, it becomes possible for the 
radio node 9103 to carry out the decryption. Here, it is assumed that the IEEE 1394 section and the radio 
network section are operated by the same contents protection policy.) Consequently, the relay node 9102 
transmits the respective values of Kx and Nc that are calculated from data received at the steps S8506 and 
S8507, to the radio node 9103 similarly (steps S8514, S8515, S8709, S871 1, S8805 to S8807). More 
specifically, the value of Kx is transmitted to the radio node 9103 by calculating f(Kx, Kauth2) using the 
value of the authentication key Kauth2, while the value of Nc is transferred as it is. 
[0263] The radio node 9103 can recognize the values of Kx and Nc by using the same procedure as the 
relay node in this way, so that it becomes possible for the radio node 9103 to calculate the value of the 
contents key K using the similar function J (step S8516). 

[0264] Thus, when the MPEG video that is encrypted by using the contents key K and transmitted from the 
transmission node 9101 is transferred up to the radio node 9103 as the relay node 9102 forwards it directly 
without carrying out the decryption (steps S8508, S851 7, S8607, S8712, S8809), it can be decrypted by 
using the value of the contents key K that is calculated at the earlier step S8516 (steps S8518, S881 0). 
Then, decoding, displaying, etc., of the MPEG video are carried out. 

[0265] Note that this embodiment has been described by assuming that the radio isochronous channel is 
defined on the radio network and the encrypted MPEG video is transferred on this radio isochronous 
channel, but the similar scheme for forwarding the values of Kx and Nc from the relay node to the radio 
node is also applicable to the case where the QOS data transfer on the radio network transfers radio frames 
similar to the Ethernet as in the second embodiment. 

[0266] In other words, the decryption and the re-encryption at the relay node 9102 can be made 
unnecessary by the scheme of this embodiment, so that the fast packet transfer becomes possible and 
therefore the low cost relay node can be realized. 

[0267] Note that, in this case, even if there is another node other than the transmission node 9101 on the 
IEEE 1394 side, it is impossible to transmit the encrypted data (data having the same EMI, to be precise) 



)://v3.espacenet.com/publicationDetails/description?CC=JP&NR=2000174797A&KC=A... 9/9/2009 



esp@cenet — Description 



Page 16 of 17 



that are encrypted by using another contents key from that another node to the radio node 9103 via the 
relay node 9102. In the mechanism adopted here, the contents key is basically to be determined by the 
transmission node 9101 of data so that there is a high probability for that another node to select another 
contents key. However, the contents key K is already uniquely defined between the relay node 9102 and 
the radio node 91 03. That is, only one contents key can be shared for the same EMI value between the 
relay node 91 02 and the radio node 91 03. Consequently, at most one contents key can be used between 
these two nodes so that even if data (encrypted by using another contents key) from another node are 
received, another contents key cannot be generated at a time of transferring data from the relay node 9102 
to the radio node 91 03 so that data cannot be decrypted. 

[0268] Thus, in the case where there is a transmission request for the encrypted data that requires the use 
of another contents key with respect to a node (the radio node 9103 in the case of this embodiment) that is 
already transmitting encrypted data (the case where there is a service request with respect to the proxy 
service for another node of the IEEE 1394, for example), the above noted contradiction can be prevented if 
the relay node 9102 refuses such a request. The similar effect can also be achieved if the relay node 
9102conceals the other services (sub-units) to the radio node 9103 (by interrupting the proxy service 
providing itself, or by interrupting the proxy service that is associated with the encrypted stream transfer, 
etc.) in the case where the encrypted data transmission with respect to the radio node 9103 is already 
taking place. 

Fifth Embodiment 

[0269] Referring now to FIG. 65 to FIG. 68, the fifth embodiment of a relay device and a communication 
device according to the present invention will be described in detail. 

[0270] The fourth embodiment is directed to the scheme in which the authentication and key exchange is 
carried out separately between the transmission node and the relay node and between the relay node and 
the radio node, and there is no need to carry out the decryption and the re-encryption at the relay node. 
[0271 ] In contrast, this fifth embodiment is directed to the scheme in which there is also no need to carry out 
the decryption and the re-encryption at the relay node, but the authentication and key exchange on the 
radio network side can be carried out in units of sub-units as in the second embodiment, so that a plurality 
of contents keys can be used between the same two nodes. According to this embodiment, the 
simultaneous reception of the encrypted data from a plurality of transmission nodes on the IEEE 1394 
becomes possible. 

[0272] FIG. 65 shows an exemplary overall configuration of a home network at some home, which is 
basically similar to that of the fourth embodiment except that there are two transmission nodes (P and Q). 
[0273] The internal configuration of each of the transmission nodes 9801 and 981 1 is the same as in the 
fourth embodiment. 

[0274] The mt^n il nfi rat i <>t the relay node 9802 is also similar to that of the fourth embodiment 
except that the authentication and key exchange is to be carried out in units of nodes on the IEEE 1 394 side 
while the authentication and key exchange is to be carried out in units of sub-units on the radio network 

[0275] The internal configuration of the radio node 9803 is also similar to that of the fourth embodiment 

except that the authentication and key exchange is to be carried out in units of sub-units. 

[0276] Note that the operation procedures of the transmission nodes 9801 and 981 1 and the radio node 

9803 are the same as in the fourth embodiment. Also, the operation procedure of the relay node 9802 in the 

case of relaying with respect to a single transmission node is basically the same as in the fourth 

embodiment. 

[0277] As in the previous embodiments, the relay node 9802 has proxy service functions for services on the 
radio network with respect to the IEEE 1 394 side and services on the IEEE 1394 with respect to the radio 
network side, but the details of these functions will be omitted here. 

[0278] Next, FIG. 66 shows an exemplary operation procedure of the relay node 9802 in the case of 
relaying with respect to plural transmission nodes, and FIGS. 67 and 68 show an exemplary overall 
sequence of this embodiment. Similarly as in the previous embodiments, the relay node is advertising the 
service (video transmission sub-unit) provided by the transmission node as a proxy to the radio network 
side, and when (the video decoding sub-unit of) the radio node requests the service (MPEG video transfer 
request) with respect to the proxy function of the relay node, the relay node makes the actual video transfer 
request with respect to the video transmission sub-unit of the transmission node that is providing the actual 
service. It is assumed that the actual video data are to be transferred in an encrypted form, through the 
isochronous channel #x on the IEEE 1394 and through the radio isochronous channel #y on the radio 
network. The details are the same as in the previous embodiments so that the detailed description will be 

[0279] In this embodiment, the procedure also basically follows the authentication and key exchange 
scheme called "5C Digital Transmission Content Protection Specification" which is the copyright protection 
scheme on the IEEE 1394. 

[0280] Now, the transmission node P 9801 transfers the MPEG video that is encrypted by using the 
contents key K1 on the isochronous channel #x of the IEEE 1394 (steps S9201 , S9301). Similarly as in the 
fourth embodiment, it is assumed that the contents key K1 is calculated by K1=J(Kxp, Ncp, EMI). The relay 
node 9802 that received this MPEG video transfers this MPEG video directly (leaving the received MPEG 
video in a form encrypted by using the contents key K1 ) to the radio isochronous channel #y on the radio 
network side (steps S9209, S9301). 

[0281 ] The procedure (steps S9202 to S9207, S9302) by which the relay node 9802 makes the 
authentication request with respect to the transmission node P, carries out the key exchange, and obtains 
the exchange key Kxp and the seed Ncp is the same as in the fourth embodiment, so that the details will be 
omitted here. At this point, the relay node 9802 has recognized the values of Kxp and Ncp that are 
necessary for decryption. 

[0282] Now, the similar authentication and key exchange procedure is also carried out between the relay 
node 9802 and the radio node 9803 (steps S9210to S9217, S9303). This procedure is similar to the 
authentication and key exchange procedure between the transmission node and the relay node in the 
second embodiment so that the details will be omitted here. Note here that the authentication target query, 
the authentication target reply, or the authentication request may be made by mounting thereon a sub-unit 
ID, a channel number, or an identifier of a plug that will carry out transmission and reception of the 
encrypted data. In this way, it becomes possible for the relay node 9802 or the radio node 9803 to identify 
the encrypted data to which the authentication and key exchange procedure is directed, and it becomes 
possible to notify different keys for the encrypted data using different keys even in the authentication and 
key exchange between the same two nodes, as will be described below. In the case of including the 
channel number in the authentication request, the authentication target query of the step S921 0 and the 
authentication target reply of the step S921 1 become unnecessary. 
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[0283] Now, suppose that the authentication key Kauthl is shared between the relay node 9802 and the 
radio node 9803. In this embodiment, the relay node 9802 also forwards the encrypted MPEG video directly 
to (the radio isochronous channel #y of) the radio network without decrypting it, so that there is a need for 
the relay node 9802 to notify the values of the exchange key Kxp and the seed Ncp, to the radio node 9803. 
(Conversely, if this can be notified, it becomes possible for the radio node 9803 to carry out the decryption.) 
Consequently, the relay node 9802 transmits the respective values of Kxp and Ncp that are calculated from 
data received at the steps S9206 and S9207, to the radio node 9803 similarly (steps S9216, S9217). More 
specifically, the value of Kxp is transmitted to the radio node 9803 by calculating f(Kxp, Kauthl) using the 
value of the authentication key Kauthl (step S9216). 

[0284] The radio node 9803 can recognize the values of Kxp and Ncp by using the same procedure as the 
relay node 9802 in this way, so that it becomes possible for the radio node 9803 to calculate the value of 
the contents key K1 using the similar function J (step S921 8). 

[0285] Thus, when the MPEG video that is encrypted by using the contents key K1 and transmitted from the 
transmission node P 9801 is transferred up to the radio node 9803 as the relay node 9802 forwards it 
directly without carrying out the decryption (steps S9208, S9219), it can be decrypted by using the value of 
the contents key K1 that is calculated at the earlier step S9218 (steps S9220). Then, decoding, displaying, 
etc., of the MPEG video are carried out. 

[0286] By the scheme of this embodiment, the decryption and the re-encryption at the relay node 9802 also 
can be made unnecessary by the scheme of this embodiment, so that the fast packet transfer becomes 
possible and therefore the low cost relay node can be realized. 

[0287] Now, the case where another transmission node Q 981 1 transmits data encrypted by using another 
contents key K2 with respect to the radio node 9803 via the relay node 9802 at the same time (steps 
S9221 , S9229, S9304) will be considered. 

[0288] Similarly as in the first half of this embodiment, the authentication and key exchange is carried out 
between the transmission node Q 981 1 and the relay node 9802 (steps S9222 to S9227) so that the relay 
node 9802 can obtain the respective values of the exchange key Kxq and the seed Ncq. 
[0289] In this embodiment, the authentication between the relay node 9802 and the radio node 9803 is to be 
carried out in units of sub-units, so that if transmission and reception of the encrypted data are carried out 
between different sub-units, a plurality of authentication and key exchange procedures can be carried out 
between the relay node 9802 and the radio node 9803. 

[0290] Namely, similarly as in the first half of this embodiment, the authentication and key exchange is 
carried out between sub-units that are different from those of the first half of this embodiment (steps S9230 
to S9235, S9305). Then, the relay node 9802 forwards the exchange key Kxq and the seed Ncq between 
the transmission node Q 981 1 and the own node (relay node 9802), to the radio node 9803 (steps S9236, 
S9237, S9305, S9306). 

[0291 ] The radio node 9803 can recognize the values of Kxq and Ncq in this way, so that it becomes 
possible for the radio node 9803 to calculate the value of the contents key K2 using the similar function J 
(step S9238). 

[0292] Thus, when the MPEG video that is encrypted by using the contents key K2 and transmitted from the 
transmission node Q 981 1 is transferred up to the radio node 9803 as the relay node 9802 forwards it 
directly without carrying out the decryption (steps S9228, S9229), it can be decrypted by using the value of 
the contents key K2 that is calculated at the earlier step S9238 (steps S9240). In other words, the 
simultaneous reception of the MPEG video data that are encrypted by using two different contents keys (K1 
and K2 in this embodiment) becomes possible. 

[0293] Note that the fourth and fifth embodiments have been described for an exemplary case of 
interconnecting the IEEE 1 394 and the radio network, but the schemes of these embodiments are also 
applicable to the other network such as Internet. 

[0294] Note also that the authentication and key exchange was carried out between certain sub-units in this 
embodiment, but it is possible to carry out the authentication and key exchange between certain plugs. 
[0295] As described, according to the present invention, it becomes possible to carry out the contents 
protection procedure for transmission and reception of contents to be protected, between devices that are 
not connected to the same networks. 

[0296] Note that the present invention is equally applicable to the case of data transfer in the direction 
opposite to that described in the first to fifth embodiments (the case of data transfer from the radio node to a 
node on the IEEE 1 394, for example). 

[0297] Note also that the first to fifth embodiments have been described by focusing on only one of the 
contents transmission function and the contents reception function in the radio node or the node on the 
IEEE 1 394, but the radio node and the node on the IEEE 1 394 can be equipped with both of the contents 
transmission function and the contents reception function. 

[0298] Note also that the authentication procedure and the key exchange procedure (the contents key 
sharing procedure) are not necessarily limited to those described above, and the present invention is also 
applicable to the cases using various other methods. 

[0299] Note also that the above embodiments have been described for the home network, but the present 
invention is also applicable to networks other than the home network. 

[0300] It is also to be noted that the above described embodiments according to the present invention may 
be conveniently implemented using a conventional general purpose digital computer programmed according 
to the teachings of the present specification, as will be apparent to those skilled in the computer art. 
Appropriate software coding can readily be prepared by skilled programmers based on the teachings of the 
present disclosure, as will be apparent to those skilled in the software art. 

[0301 ] In particular, each of the relay device and the communication device of the above described 
embodiments can be conveniently implemented in a form of a software package. 
[0302] Such a software package can be a computer program product which employs a storage medium 
including stored computer code which is used to program a computer to perform the disclosed function and 
process of the present invention. The storage medium may include, but is not limited to, any type of 
conventional floppy disks, optical disks, CD-ROMs, magneto-optical disks, ROMs, RAMs, EPROMs, 
EEPROMs, magnetic or optical cards, or any other suitable media for storing electronic instructions. 
[0303] It is also to be noted that, besides those already mentioned above, many modifications and 
variations of the above embodiments may be made without departing from the novel and advantageous 
features of the present invention. Accordingly, all such modifications and variations are intended to be 
included within the scope of the appended claims. 
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REPEATER AND COMMUNICATION EQUIPMENT 

The EPO does not accept any responsibility for the accuracy of data and information originating from other 
authorities than the EPO; in particular, the EPO does not guarantee that they are complete, up-to-date or fit 
for specific purposes. 

Claims of corresponding document: US 7218643 (B1) 
What is claimed is: 

a first interface unit connected to a first network operated by a first protocol; 

a second interface unit connected to a second network operated by a second protocol that is different from 
the first protocol; 

a proxy configuration unit for disclosing a device/service/sub-unit on the second network as an own 
device/service/sub-unit provided on the relay device with respect to a first network side; 
a control command reception unit for receiving control command signals destined to the own 
device/service/sub-unit from the first network side; 

a control command transmission unit for transmitting signals corresponding to the control command signals 
received by the control command reception unit, to the device/service/sub-unit on the second network; 
a contents protection information reception unit for receiving contents protection information destined to the 
own device/service/sub-unit, from a device on the first network; and 

a contents protection information transfer unit for transferring the contents protection information received 
by the contents protection information reception unit to the device/service/sub-unit on the second network, 
so as to selectively relay the contents protection information transparently without making any change in the 
contents protection information; 

wherein the contents protection information is information necessary in carrying out a contents protection 
procedure including at least an authentication and/or a key exchange between one device/service/sub-unit 
on the first network and another device/service/sub-unit on the second network. 

2. A relay device, comprising: 

a first interface unit connected to a first network operated by a first protocol; 

a second interface unit connected to a second network operated by a second protocol that is different from 
the first protocol; 

a proxy configuration unit for disclosing each device/service/sub-unit on the first network or the second 
network as an own device/service/sub-unit provided on the relay device with respect to respective another 

a control command reception unit for receiving control command signals destined to the own 
device/service/sub-unit from a side of one network to which the own device/service/sub-unit is disclosed by 
the proxy configuration unit; 

a control command transmission unit for transmitting signals corresponding to the control command signals 
received by the control command reception unit, to said each device/service/sub-unit on another network 
different from said one network; 

a contents protection information reception unit for receiving contents protection information destined to the 
own device/service/sub-unit from a device on the first network or the second network; 
a contents protection information transfer unit for transferring the contents protection information received 
by the contents protection information reception unit to said each device/service/sub-unit on said another 
network, so as to selectively relay the contents protection information transparently without making any 
change in the contents protection information; 

a contents reception unit for receiving contents destined to the own device/service/sub-unit and protected 
by a contents key obtained from the contents protection information, from a device on the first network or 
the second network; and 

a contents transfer unit for transferring the contents received by the contents reception unit to said each 
device'service'sub-unit on said another network, so as to selectively relay the contents transparently without 
making any change in the contents: 

wherein the contents protection information is information necessary in carrying out a contents protection 
procedure including at least an authentication and'or a key exchange between one device/service/sub-unit 
on the first network and another device'service'sub-unit on the second network. 

3. The relay device of claim 2, further comprising: 

a configuration information reception unit for receiving a configuration information from one 
device/service/sub-unit on the first network or the second network, the configuration information indicating 
at least a presence or absence of an authentication format for said one device/service/sub-unit; and 
a configuration recognition unit for recognizing a configuration of said one device/service/sub-unit according 
to the configuration information received by the configuration information reception unit. 

4. A relay device, comprising: 

a first interface unit connected to a first network operated by a first protocol; 

a second interface unit connected to a second network operated by a second protocol that is different from 
the first protocol; 

a proxy configuration unit for disclosing each device/service/sub-unit on the first network or the second 
network as an own device/service/sub-unit provided on the relay device with respect to respective another 
network side; 

a control command reception unit for receiving control command signals destined to the own 
device/service/sub-unit from a side of one network to which the own device/service sub-unit is disclosed by 
the proxy configuration unit; 

a control command transmission unit for transmitting signals corresponding to the control command signals 
received by the control command reception unit, to said each device/service/sub-unit on another network 
different from said one network; 

a first contents protection unit for carrying out a contents protection procedure including at least an 
authentication and/or a key exchange, with respect to one device/service/sub-unit on the first network; 
a second contents protection unit for carrying out the contents protection procedure including at least the 
authentication and/or the key exchange, with respect to another device/service/sub-unit on the second 
network, separately from the contents protection procedure carried out by the first contents protection unit; 
a contents reception unit for receiving contents destined to the own device/service/sub-unit and encrypted 
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according to one of the first and second contents protection units; and 

a contents transfer unit for transferring the contents received by the contents reception unit to said each 
device/service/sub-unit on said another network, by encrypting the contents according to another one of the 
first and second contents protection units. 

5. The relay device of claim 4, wherein the first contents protection unit and the second contents protection 
unit use different encryption schemes or identical encryption schemes based on different keys. 

6. The relay device of claim 4, wherein the contents reception unit and the contents transmission unit are 
sealed within a single LSI. 

7. The relay device of claim 4, wherein a first key information used in the contents protection procedure in 
the first contents protection unit and a second key information used in the contents protection procedure in 
the second contents protection unit are set to be identical. 

8. The relay device of claim 7, wherein the contents protection procedure in said another one of the first and 
second contents protection units is carried out in units of contents/services/sub-units, using a prescribed 
key information. 

9. The relay device of claim 4, further comprising: 

a configuration information reception unit for receiving a configuration information from one 
device/service/sub-unit on the first network or the second network, the configuration information indicating 
at least a presence or absence of an authentication format for said one device/service/sub-unit; and 
a configuration recognition unit for recognizing a configuration of said one device/service/sub-unit according 
to the configuration information received by the configuration information receplion unit. 

10. A relay device, comprising: 

a first interface unit connected to a first network operated by a first protocol; 

a second interface unit connected to a second network operated by a second protocol that is different from 
the first protocol; 

a first contents protection unit for carrying out a contents protection procedure including at least an 
authentication and/or a key exchange, with respect to one device/service/sub-unit on the first network; 
a second contents protection unit for carrying out the contents protection procedure including at least the 
authentication and/or the key exchange, with respect to another device/service/sub-unit on the second 
network, separately from the contents protection procedure carried out by the first contents protection unit; 
a contents reception unit for receiving contents destined to an own device/service/sub-unit on the relay 
device and encrypted according to one of the first and second contents protection units, from a device on 
one of the first network and the second network: and 

a contents transmission unit for transmitting the contents received by the contents reception unit to a 
device/service/sub-unit on another one of the first network and the second network, by encrypting the 
contents according to another one of the first and second contents protection units; 

wherein a first key information used in the contents protection procedure in the first contents protection unit 
and a second key information used in the contents protection procedure in the second contents protection 
unit are set to be identical. 

1 1 . A relay device, comprising: 

a first interface unit connected to a first network operated by a first protocol; 

a second interface unit connected to a second network operated by a second protocol that is different from 
the first protocol; 

a first copy protection processing unit for carrying out a prescribed contents protection procedure including 
at least an authentication procedure and a key exchange procedure, with respect to one device/service/sub- 
unit on the first network; 

a second copy protection processing unit for carrying out the prescribed contents protection procedure 
including at least the authentication procedure and the key exchange procedure, with respect to another 
device/service/sub-unit on the second network, separately from the contents protection procedure carried 
out by the first contents protection unit; 

a contents reception unit for receiving encrypted data containing specific contents from the first interface 

a decryption unit for decrypting the encrypted data receiving by the contents reception unit, by using a 

contents protection key provided by the first copy protection processing unit, to obtain decrypted data; 

a conversion unit for converting the decrypted data into converted data in another coding format; 

an encryption unit for encrypting the converted data, by using a contents protection key provided by the 

second copy protection processing unit, to obtain re-encrypted data; and 

a contents transmission unit for transferring the re-encrypted data to the second interface unit. 

12. The relay device of claim 1 1 , further comprising: 

a proxy configuration unit for disclosing one device/service/sub-unit on the second network as one own 
device/service/sub-unit provided on the relay device with respect to a first network side, and transmitting to 
said one device/service/sub-unit on the second network an information having a content according to 
information destined to said one own device/service/sub-unit that is received from a device on the first 
network side, while also disclosing another device/service/sub-unit on the first network as another own 
device/service/sub-unit provided on the relay device with respect to a second network side, and transmitting 
to said another device/service/sub-unit on the first network an information having a content according to 
information destined to said another own device'service'sub-unit that is received from a device on the 
second network side: 

wherein when the prescribed contents protection procedure between a device on one network among the 
first and second networks and a device'service'sub-unit on another network among the first and second 
networks is to be carried out, the proxy configuration unit carries out the prescribed contents protection 
procedure with the device on said one network by using one of the first and second copy protection 
processing units, while carrying out the prescribed contents protection procedure with the 
device/service/sub-unit on said another network by using another one of the first and second copy 
protection processing units. 

13. A relay device, comprising: 

a first interface unit connected to a first network operated by a first protocol; 
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a second interface unit connected to a second network operated by a second protocol that is different from 
the first protocol; 

a first contents protection unit for carrying out a contents protection procedure including at least an 
authentication procedure and a key exchange procedure, with respect to one device/service/sub-unit on the 
first network; 

a second contents protection unit for carrying out the contents protection procedure including at least the 
authentication procedure and the key exchange procedure, with respect to another device/service/sub-unit 
on the second network, separately from the contents protection procedure carried out by the first contents 

a contents reception unit for receiving contents destined to an own device/service/sub-unit on the relay 
device and encrypted according to one of the first and second contents protection units, from a device on 
one of the first network and the second networks; and 

a contents transmission unit for transmitting the contents received by the contents reception unit to a 
device/service/sub-unit on another one of the first network and the second network, by encrypting the 
contents according to another one of the first and second contents protection units; 
wherein said one of the first and second contents protection units carries out the authentication and'or the 
key exchange with a device'service'sub-unit on said one of the first network and the second network by 
referring to a relationship between the contents reception unit and the contents transmission unit, when 
there is a request for a procedure of the authentication and/or the key exchange with respect to said 
another one of the first and second contents protection units. 
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30 mwwmi-mwittm] *%^(4. ieeei3 94 
ss^iBrrs^^Ba^i eeei 3 94A^^ssaa 

[00023 

<4, m^=Srffi^*^JflE. 7^f<7f-^tUi 

[000 3 ] t^L^^%. IWfy^l'AVKIC 
14, Rffl, r n yf-yy^lE3t:-A^Hff^|.j 
tvi3WfBfe*S. -f fc'cO-to^-r^^ay 
•fyy(co^-r*>, nawt rt,^ 3 e-j x\ % 

50 [ 0 0 0 4 ] £f) r^jE3e- j SrK<'^^ffi* J Vi 
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<*yip8&tztixii&. -tw^eo-oa*. cptwg 

WS.fcX^* r-i 3 94CP3yf>'7SaWAft 
&(1394CP Content Protecti 
on System Spec i f i cat ion) j 
X'hh . ^Ofelfifi. I EE E 1 3 9 4 AxKffiRSft 
fcy-KIBJT, Elflnyfyy (WilfMPEGr 

l , mm&z zft-it-mmtt 3 >T>vi)mm 
®tfbfri%^tz#>. imztix^&T-? (flwts 
tmizmnx-z s / - * ^ tftjg* ^tutce 

Sr^BfcCr fc j&nsjtlKfrl. . 20 
[000 5] 

[IWa^Dfifct J: a kl- *«H] IEEE13 94^*X 
i±, SffiEgTi 10 0Mbps. fflZOhCDlZSWffi 

mmmmh^-c^h, qos«s&«mib*»o», 

**0?> £ tcg^fa (t^)r x * ^ A V [6] tt 0) * -/ b 7 - 9 

tlx, ?7T9Yz.9vy-\ t ?>im*m^x\^. 

[0006] U»U IEEE1394J4, 
tfJKDit, r IEEE 1 3 94 fc. fi»*7h"7-^* 

mm&mnt ieeei 3 9 4 

a, i^i^«n o 0Mb p siiiiiti^jt^tt^ 

■HW£ti*LTV^*V»£k*. IEEE13 94«0@il 
fltdEi2ifi»ll^;fti5>^«^^4afi£3ltS, fcw, 
tMWtiit^UIii^, IEEE 13 94 

Jt*ffi*ffidCi:t±T&!S:V^ fdT. IEEE139 
4 fc , fc'c7M«=Tn N 

_bw- t*** t, a >W5r<o«<w- tr* fc lt»t 4 40 

[0007] ^ii^^^a^ , m^ms-c^^ 1 3 
94ne-ro^^^3y{=®fflLJ;5fcL^^. si 

ttT tf-TOxi? a >ffi&& IEEE1394 
/tXiZI^X t>tlX\^&WLTfoh. Z<?>ziV 
-Tu*r?ismy%ffi* r I EEE1 3 94fc. flfio* 

7h7-? sssBrt-ft fc « j fc^taw h ttortmn.* 

[0008] Mill JJEWtSMLTirSf futefc 
C0T% 3e-7nf^y3V»IEEE1 394«0 50 
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IBffiRtfiHiKHJ&iSfiW-* - fc £ § Wfc •** . 
[0 00 9] «t Rt^vbV-^fcttffi 

-r « ^^M&txiiftas&^ft-r ^ - fc & s w fc -r 

[0010] 

M£Mi*-t£*:#>tf>#&] (lf*3Bl ) CCS 
&#lligtfftt. mc9*^9-?«m*ii*:J8lcO 
>fy?7x-x^gfc. JB205*vh7-?fci£&3*t 
fc»2^y^7x-^Si:, wHEjB2tf!>*vl-7- 

jBJKOfefDfc tTtitfajBi«o*-y hy^^ntc^-rs 

h3^$0«3^vm^£flfiEm«D*-y h7-?DS!A> 
-tSrl5iaiS2<0*>y hV-^±^EXii^-t'^X(4 

less i >y ^-^^asaa^ . mtm&m-n 

a v^yvmmmt^mh 3 y^yftMiM 
#sfc . z^ay^mmm^mmx'^m lh 3 

VrvyfiWflHBKStttlni-f. WiaiS20*vt*!7 
-?±V>$iWXl&V-t'XXm7y-->y h straw 

* n «mt m&mt *m Uz £ fc 
[0011] *%bj (tf^2 ) fcft**«naBi. is 

1 ^>y h 7-?£.m&Ztltzm 1 «>f 7i^f 

St. m2<7)*vb7-?iz&mtvtz&2<?)4 y?y 
x fc, 151 avai 2 *>* -/ h 7-^ ±^gax 

(4^-t*xX{4lf7'a-.yh^. S4>^S±Ot<7)fc 
fc , i WgaXti-f - t*XX(±-9-7*3.^ >v h 55cri$iJ^lr3 
»^gfl-ri)|iW3vyKgft^fc. <rc7)$[Jffit3v 

fcfi^& , iKEttaffidc^arBs? * v n 7- ^ fc 

^44-y b7-^±^SX(±^-t'xX(i^i^ 

-y b^^frri, vjff 3 v y Hsm#Kfc , ifriem 1 x 
am 2 <o* v b 7- ^ ±coMaj&' . uieftaaflc^s 

■Cffl* LfclJISSBXii-t- h'XXt4^7-^-- -y h%fO 
ayxV'yffiaiBfRSrSfir S 3 yx>7ffi^tffB^fi 

^^7*affiffitS5eS:Jni-f . frieffi*^*'y h7 
-^±^gX(4-f-t*XXii^7'^- y hSatlSS-f 
ft3^y«yfiaHB«Ka#afc. frlESIlXmS20 

^1fffB^SX{±^-t*xXii-9-7-3.^ v h55T'ft 0 . U 
123 y-r wffiSHf 3 yf waTCRI! 
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yr-yy%m*%rc%m lizmte y-r yy esse 
t o o 1 2 ] u<(4, mi^yj-yymmiii. 

y^y 7flU^)#aS tcRW4ffif8T* ft J: a fc LT t 
[0 0 13].»:J:Wf, Milf, 

•O*ftgf20)*y F7-?±<3|SES?J **, l><4-C'3 
too. ayf y?fit»#WS MM 1 fifc 

T#*iH-ft#lg**$:<$:ft. 3EHHcii, 

& ft d t &< (fHW-i £ k (c 

A-jf, ^av^y^fiM^RSSriaS} rftaflMfcsfi 

>d*T*ilft. 

[0014]**:, ^mcXiiM , fcfSSftft^Sa 

y h*xy h ta o att4 ^ *t *»r * * . 

[0015} #fMU (|SSfl4 ) (Cffift*«SEIi, $ 

St. »2<a*?b7-?Ki8ft$;hJfcS2c0-ry*7 
x-^#St. mi&^B2c7)^.yhV-^±C0^1SX 
(4-9--t'7.X(4-9-^-'y §4«S±<7>iOfc 

^ym^zmmmmmm^itz^-ybv-? 
m*t>&®rmmvy v^m^mk . ^wav 
y t fc Hfrta»3 -? y m*t=*«; u 

H&ft*>y hV-^±^gaX(4^-t'XX(4^7i- 

ts i^sgsswia-c, oyT*yv®m<7&m*m 
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±<9£g^i4^-t**XI4-?7^--y hfc, @tj«g 
«Bir, 3yTyy«H«4MS&£ff38&2tf>3y-ry 
yfiWS k . mm 1 X!4S& 2 «H Yj*fia»-#S>* . y 
h 7-7±£)i^ h . 1ulBft3I$&¥f$Tfl^ Lfc S 
^^@±OgHX(4^-h'^X(4-9-7'i-'y hKTA 
0. fIfBmiX(4m2(0V^^-^3y^y7^ 
^SKS^^r Bf#fb3*ifc n y r V "V £&mt* 3 y 

^yy^fi^g*:. fiia=? y^yy^m^mx'^muz 

nyxy^Sr, mffilXiim2cr>^iftifrmjjc?>ay 

io fy7«ifgci^v>t^L. Miami Xi4§g2 
^Vvfft^fiii^^y h7-^Jico^axt4i?--t^x 
.y vaacisftr * 3 yf yymm&f&k 

ffiLtiZkZmikth. 

[0016 Jtntf . Hitf. ^y 

SHj ifcii rffi2(7)*»/h7-^±^Sa¥j J> 

2fl>*vh«7-7±<oswitj (4, tfum^ts-csm 

^Jx{4, n y-ry VMfflt 

-^±«s**j fc*stiiMfc<^ feitx+Jigai: 

«a#as & ^n^nff a ; 1 1 =5r 0 . mm. xy kx 
y yf-yvmrntfto <r t j6*t* 4 . 

30 [0017] *l«D*yb7-?±«0gHa»&SS 
2 <75 * -y h 7 - ? ±^g^<7)0^T ^SfS t V * 
X. mkZKhT~9\±^\\LZtlX^h~kl<Zt S ;t). 

K-mz*mzm<-k&^mi,z%z> . 
[0018] »4t<{4, lirssti^ayr^ysa* 
st. mm2<oayTyvmvmcm^i>ti&m 

KitrtX-hZZolzLXiiXW 
[00 1 9] mL<i±, M3yfV7Si?ai: t 
iifEnyxVyilHt^Stil^-^LS I CJf±SftTU 
40 SJSfcLTtJ:^. rflfcloT, ^<nm^\m%.k 
nf^t¥Sfc^«4. Bf^ftS^Tv^v^yxy^r 

t & 5l^tcE&itT4 ; t mmk % h . 
[0020] jf£L<li. MIBSS 1 yfy7ffil# 

mzwthm& y=ryvm.^m%xmm-h% 1 

c7)H^i:. ffliaSB2<03yry > y«fl*a(c4i(t4lM 

tfcy^yvmm*m*x'm^m2cnmmMk * 

50 :fr<7)*-y h7— ^J&'^Si.^^, ft!!S"^-y hV-^ 
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izx <o , m<?>*v ±.<7msx*&tm^im<7) 
m^mtmz z t mmk%& . 

[002 1] 4fc, #4L<{±, 7-7* 

[0022] ffaL<tt, i?femix{±m2<ou-f^ 

flKTO n VrV'yfi»8fc:*JltSffiia3 y f yy«a 

mmmhi^m^m&mmk . 

[00 23] #4t<ti, 1Jia»iaDf»2W*vM7 
SOfSE?*- 7*yh (688SIFJ) <0W*!f 

tip?* IX fc-»T. 3>f >y«ia#«!* 

[ 0 0 2 4 ] ifc, # 4 L< li. fiflEftSffljac^gHi, 

tines i h?~?cv$imzttixT~?£mim- 

S4£(i-F-t'x4£J±i?-:^L--y h£ iite-rs J: a iz 

* -y h jboisat:** tx , t'z izimmsz a** 
if J: *a»£fflarr $ c t A^rsgt^s . 

[0025] #«bh {as« i o ) fcfli5*«§6SJ±. 
$ l «o* -y h 7- ? fcjgas tifzm l «o-f y * 7 x 
zm.k, m2<7)* v bv-rtz&mziiti^cDj y? 

?-}ixxi*y73--vbb. &*W£W.comz\ ?y 
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-9-70. - 7 h fc , g *«BS{a«ia-c, ^ yf y *yfisa<o 
^&HH®2^3yf yyflWSfc. ffilES&lX 

{±»2«V^j&»-^r<?5*.y h7-?±05SSH*»6, e 

0 . UTIB® l Xfi® 2 wv>-m*»-*»3 yf yy«a 

f y^^mt. tinanyf y-ysmwcgftufc 
ayf yy*. w^ix\m2?>u-fixfrmn^y 

10 WvffuWWFO*-/ h7-?±?)ggXte^-t*XX 

-y hatssfrrs rj yf yvmmmk 
mi. mami ^yr-y^m^mzm^miziy 
r>ymi<mm?mi-twsimmk. mam 
2<nnyr yvm^mzanhm^^yf yyffiSo 
*wtZT®mi-&mcr>mmkzm-coi><?>k'rz>z 

k&mik+h. 

[0026] *m (mm 1 1 ) fcusssmgHtt. 

20 ^y N fc^HTT. t ti8IE#a& fc J:^4^t±^ 

3e-7-of^^3y®a#Sk. irna^>yhv-^± 
v&mtZUKziyT yy*^ h?-?0>m i hr* 
3 yf y v *-wzmv%mfim?*m ix . as 

^ ^ #4 ur i9fE«i#fliSiifc 3 y f yy s-teis tr n 

6 Mtt^S k Sr*fiH-4 d fc ffifc ^4 „ 

[0027] *^ (mm 1 2 ) t=^siifi^s(i, 

^ -y h 7 - ^±«0fl!JO3®S4 fe(±-9--h*x4 5t(iif7*i 

40 n t-To f ^ y a y^a#at , WR* 7h7-?l 
ioffi^gS^ . IS^ >y h 7 - 9 isnmnmwnr * v 
Xifi^^ixtzmmt^titz^yy-yvi. *«y h7- 

tnwm- v*)i>±.*itix&tz\m^v h7-?±tf) 

ffi^a*^3 yf y7^-El^m^^'W# 

S^Sayfyygfi^Si:, 
v b 7-7 ±flDffi«SatM LT . ttriBSSf * 
^ LT SfcttmOffll^ «EB»ft3 fi^3 

yf y 7 Sr(g^ LX V ^l?"- f ^ 4 £fi-9-7i- -y h 4 

50 E*»h7-^±«ffi«iis*»6, miaBi^icKa-r 
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ft -9"- t'j* t tdiVf 3-- -/ b t tzli? y ? to v i T <r> 

ft. 

[0028] #ftBjjfc .fcsfitf . ^je^Sf-v*;u-ciE 

b % <0 » J»)IS!I ■ fiSSBSt . r £ <7>^7J-- >y b 
(&ftU±7^) *»6i£fi, fc6W±a*IS*rt^* 
T-^tBM-Si8IE-filS3fttffv^j kBjfi<tft<r 

?^9K9*«i:&ft. i&ftWi, *WSC±*L 

ftcfca^i:^ mnmw ■ 

UK* rzc?rt-73.-vb (£,ft^(i7*5*0 *»6a 

-7- h*^±t<, . i^fcaR^fcjea-c-a & i ? t 
ft. 

[00291 #?§Hjl (gftftg i 3 ) tfUftilfiUMti, 

T^vfc. gfirb'^x, iSft^-b. 5tBrHi/x*j 

J:VS«*-KJ5a*-?l«9(ISft*70-Sr^LTaMi 
4fc(iSflW*3^>yK3M*Sk» lfifB*-yb7- 

vfiW#« & *fT=5r 3 «^tti, ;n*HB7 a-o* 

[ 0 0 3 0 ] ff * U< li. I?iam^3 yiry7&tS# 
tt£ t£lfc*lft^3:< t KtJivc* 9 K 

o zti&imtmiyv-nmH- &h*h-?> £ a ti, 

[00 3 1] *%BBtJ:*Hf . 7nH5fcg$rft«eojS 

ft «t 5 £3rftfc*>, UW^fSfiE ■ B53ftT\ 
r,ri7>7D-tlirf ftfSM • aK8t£fr^!fc^J bW* 

mzmmzmxz ft x ? t&ft/^ «ss<oiih- 

itT- w D &ft . 

[00 32] #bbh (ia$3B i s > tffiftiifisai±, 

*vb7-?t&^2tl^y?7x-X^gi^ ftfE 
-7 b fc^HT, ^-=5:< i: fctSfE#«SSisJ:l/ifc!±gl 
nt-7nf?i/ 3 yHfIL BJf2*-yb7-7± 
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^(ffft^itnyf^yJ. *>y h7-?0O<Kfif- 

3>TV , y**>9K9£fT$-*-tf*. ^jl^vK 
«SBf-+*/^ L<(i7 0 7^!S)3'HK ifc(413ia^m 

10 ^^&<fct-oHl^ftCfc£*#B5ti-rft. 

[0033] *mizxtutx* tm ■ mmx\ 

yyzL- v K $>ft^f±75^> £>ftutiK&?"v*>b 

ori5i-y-Kii]±-r-^. mmzmLcomzfemvi* h 
tcri. ^ftv^ti. ^^tiiiif, mt- mmx, 

r^^7J-- V b. fcft^(±79/*^. M^ffl 
IH#£CT'ff&^^T. 5*ff, $>ftl^fi§^TU 

ih^Sgt^O, t^T^I-y-b'|5l±T't, Wl: 
afifc^l* ««r * hi.o t>Srft Saco^ftr 
-^^0K0*^i:=5rft. 

[0034] *&njj (ii^ i e ) mi^mmit. 

mi^-v b7-^tSN3llsnftJSl«-f y^7x-^ 

7x-XfSt Hl^>/b7-^±OSa^3t(i-9- 

-txifcli^7i- ■/ b fc , ^-^< (>eB¥««U 
30 ^#ff5mi^3e-rn^^^ 3 yj!ia^st, ^2 

b7-^±(^{ff*fc«-^-lfA4fctt-9-7*J^=. 
•y b fc , k tSIE¥a&*i J: ViJtfiSKtfl^a 
* ££trBr£«03 yryvm&m W> 2 eoa t:-7*o 
^ a ywm&b . friam 1 y ^ 7 x-^.^s 

t43^f>7Sifat. frfEmi^y^7x-^ 

1 on e-rnf^ ^ 3 y^a^ st«s nft =j 
yymm^mxis.^ibtim^^b , friflffi^ft 

-^S:, fffEIB2^y^7x-^g^3l!^ft3y 

[ 0 0 3 5 ] i*uar. m<o*-/h7-7*s 

S§*ftr-^**»a$#i.ft^&3>Ty7'Cli0v a 

O. S1W*7 b7-^t»2«*-y b7-^^ilfff|}? 
a*qSFL<a«rS*&«i3t> !S2<0*-/b7-^t 
50 wnf- 9 b \m% ft r- ^ ft - fc 
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UOO. §U^*-y h7-?±^a^g?2i0*>y h 

[0036] Oft L<{4„ If «JS 1 6 tia&o+ffissa 
fctS^vC, igiEf&20>*«y h*7-?±^J|g££(4-9-- 

x. frfami^-yhv-^iit^-r^fctit. tir 

f SJg 1 7 h 7 - , § *®$iW±<0 1 

x^^ji^r^ . y hmzmmtz ktuz^ mam i 

v-?M£mct&bi:i>£* WIS82<o*-y 

■y h t 7-^±«0^Si^(i^-b'Xi^(i-tr^«y b 
SXh. BVlB^l *Jfcl4»24)flMf0>*y h«7-7±« 

^as^okkfct:, lirlE»i4fciiff[2«)ftKr«3 

7-^±«Kaifcf±9--t^4fcl±-9- 7J--y h fciS 
f5r?£<9 ^ y-r y*y«a^«E# £fr o X o \Z IX t J: ^. 

[0037] *%bb(= i*itr, fisat^sayfyy^) 

ft, r-^-o^-y M7-?±o&Bj ££{4 rffi^o* 
>y h*7-?±<7>§gEiPj (4, <f>SISIE*gT«88$fi$ 

jjyo* 7 {z^x%m^h'$pmv£<ts:h. 
?±co^a^j k*mmw. &wm$mk. r-ar*> 
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[ 0 0 3 8 ] 4fc, #£ L< «, 1 6 KiE«*>+ 

(One-rn-f^^ayJBffll^aiMV^, iiyfEJ&2<D 

a§T£>&. i^J:5tttUr. JfS2tf>*vh»7-?± 
co^as fctilh- h'X 4 fcf JT/i- >y h 3&*#ffit 

r^M & frz o frz&mzm z t tf-ct hXo 
if»2«*vb'7-^±«aia^i:jsiE*a 

iBIEt*lft LfcS^t . » 1 -y b "7-^±cOSB^ 
ttf0lSlES:iStJ6-CtT^=Sr<-CiJ;V^. Mfi^iS^m 

20 [ 0 0 3 9 ] & fc. *SHHCffi6ilfiSB(4. »1 COSI 

p-fe -y ^-f-Sk . - »rnt •y^S*TOr-&liM0 

HiBfftfcfKks frtE^^WB^^vyh'i:, WE 
m 1 rfflZmmQlztbtoavy Y k coWJ6ISH»*E« 

ti>ie^st , ins^^vnip^^yi- y h t ix 

40 [0040]^, 3iafcffiS*»njBi^fcffi45Mg 
[0 04 1 ] ifc. iia*fcf436rffiteffiS2|sfKH(4, =i 

Lxmmmthtmbn. ■» s^tia ytTA-^ts^ 

50 [0042] 
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[oo43] (mi<rmmm) mm. hhmmco^ 

[0 044] iw*-A*7h7-^i;li, 
10 1. **£7-M 0 2, 0 3e?)3o# 

Sf«!S^T*iO. Sfiy-K10 1t4'«>'-H102 
(4 IEEE13 94K*104K, 4*/- 

K 1 0 2 K 1 0 3 l±a^C**i/e*l««5 

[0045 ]-*^i*®JBTtt. i£ff 7- K 1 0 1 
tfiSfljfcMPEGIBMRfc, 4>tH/-Kl 0 2T"4'ffiU 

MtLT^-tl). *tf>l3iK, *fftl«a (^lEne- 

<ob&±) »fc«>fc. ssey-H i o i tams-v i o 

3k(0|SITISS5fl4MPEG««7*-^ttll|^fl:Sfl 
[0 0 4 6] £35, 01-Ctt. 3-0<7);-VZ*LX$> 

*>4v> m&hwmfflmz&^x\>mxh 
t) . 

[0 0 4 7][2|2(C, aft-/- 1*1 0 l<?)|*jMg«- 

[0 0 48I»*/-MO 114, ftmzMPEGW& 
f-^tWULTV^aBTA"). ftSfcySfcTMPE 
GBsHMr-^Srl EEE1 3 94AX1 04£ii!tT£ 
I EEE1 3 94Ax±£^rtTi£ 

^fcti&iirt-* MPE SrBf-JHfc bt&tiW- 

[0 0 4 9JH2fcSS*l&J:a(c, -r^imi7-Fl 
01(4, IEEE1394^ ^7x-X4 0 1, AV 

/era h n;W)j(!igsifT a a v/c to h a/waggf 

4 0 2, AV/C7nh^OTh'-7nf^y 3 y 

tcisra-sa&HfcfT a u t-Tnf^ 3 y*aa^4 o 

3, I EEE 1 3 94Sr3IUTSSfi§^l>T-^(?)a 

TiHg^S I S 011#iSgmat4 0 4 , MPEGWft 
«DXM^-^CftSMPEGXMx~^fS4 0 6. at 

-rnf; a ytmm o 3 ^tuftaK £ t 

MPE Glftft* Bg#€ LT I S Of3-^gflgl54 0 4 £ 

jSib-r4Bff#fl:at4 0 5&^rrs. ne-7-o 

f-?i/B>Wm&4 0 3 {4, ISEEcO^co^^— v-y h 
Acer t£f£o. 

[00 50] KC, E3K. tfrffiV-Fl 0 2Wft%ffi 
[0 0 5 1 ] «£7-Fl 0 2(4. IEEE1394A' 
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XMfrt>%mLtlT-? (MPEGWf-?) 
KBHa0t7 * V- H-tSSISOffifc, I EE E 1 3 9 4 

«aMfc>y-KJdttL/C IEEE13 94vs'AfflI^y 
-F (**iS3BSTtiMfS>'-h' 10 1) WfW-A' 
IEEE13 94AxfflJtoy-F<59«Sflg£ftH 

[0052] 03(3j*$ft$J;3t;:, Fl 
10 02(4, IEEE1 394-fy^7x-X201. ftK 
-fy^7x-X2 0 2, AV/CTnh3/M©I*P2 0 

3 , is oft^asgmas 204. msbm^ito^ 
*A^<i#<oasgfi£ ff a 1 s ofi^sgfigp 2 0 

5, IEEE13 94^X±«y-H««6ftflWllfrJRJ|l 
L£ D , @ ^fMtftfB ( §##fcV)cfc a ^r^Sg^^o 
T^£MlOVvt<7)fiff8S£) 5:IEEE13 94J:(;j[S 
WthWm*VrO 13 9 4; UfflftiSiffiSlS 206. IE 
EE 1 3 9 4A*xM(c^LTilltEraffl!?)y-HW- 

imuu:9. <b*vMi*aftcsiBfliKWuriEEEi3 
9 4fflcoy-K/-9--t'x (Hf7JL-yh) oftg&Ga 

mm2 o 7 , m\x®±v>s- vmmmmmi 

v *i ^Tcoti#^ ) tiaiKiBLttffifrr * mm 
m^m%wmmm3 209,3 e-rnf; 9 

J'fcRTC-SJBUlfcffn, 1 3 94'Ufc*§aEIS!£ifc 
30 3& J S3t-rnr^vg^^(c^Ltt4. ^0IR0§ 

3 * 7- Fg? 2 1 0 . JBttEia-C^ OK 0 S 

h^S<i^2i i^w^-|> 0 

[0053] i^cc. *mj-YiQ$ff>mm 

[00 54 ] m&3.miZ&UTUh*P& I E E E 1 3 9 

n^;^) *«LTV^^(4^rtt'5r<. IE 
40 EE802. 1 l^lSLAN^, ffiS^*|jTOh3 

[005 5] V^i?>& I EEE 1 3 94y-Ki:*i4'5rV^ 
*H7- h* 1 0 3 I E E E 1 3 9 4 '<X*M$nWl 

fcy-K (^dSJBffi-ciiSfiy-Hi 0 1 ) fciifi^ 

frdfcttt. loa^idtc. *Sty-H10 2#IEE 
50 E1394;<X_k«oy-t«MS1!g (tfy^-yh) &x 
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^,T. *iy-n0 2{iuWlEEE13 94A" 
X»/-K«OftIt-A'!;5:otl^. M&y 
-K 10 3(4. £*U> (IEEE13941l^y-H^ 

«ng) *tMit>'-Hio2tf5«sigfc#i, mmz'tro 

[0 0 56] 04KS$fl4J:3K. ^^te^y-Hl 
0 3(4, Mi^7i-A3 0L 3t&y-Ki£W\- 
^•yh3S5?ftSI3 0 2, ne-rnT^x 3 yi!Pia53 

o 3 , i s oitsaaia 304, gft Lfcm^fl: 

Sflfc-XhU-A (MPEGBJMR^) 3t-7Df 

&r>xzix£miicrimQftm3 05. mpeg 

T3-HSS3 0 6, l«fe«*«wrt4T4*:rWS3 0 

7£w-fi>. 

[00 57] £S»y-Fl 0 3iD3t?-7nf ?i/3> 
3MB3 0 3{4, f^*tl>J;3(C, I21E7*— V-y hB 
cert *<3l2iItf)»ffilSI»li, iMfiy- K 1 

0 l (CTWBatfl'frrai'y h) Of81£7*-v-y hA 
c e r t^fl^t^]-^%ffTO-C'$)?». 

[0 0 58] H^at-rnr^v'ay^JSt 

/H6 (^^^-^-y^J) , 07/08 (&«y- 

Hl 0 l*)7n-?"r-H*> , 09/01 0/01 1 
(<t*y-KlO20>7n-**-Mf«) , 012/0 

1 3 ( Hefty- K 1 0 3*>7O— £#!HL, 

[0059] &-? > *aay-Ki 0 3«, s#co«j$.w 

«£*«y-M 0 2(cMftl-f« (^T77S5 0 
1) . MMi, *|»y-h*|*HClEEE12 1 21/ 

TfrWrtfcin, J?fE5ttSI8fc(4. S# (asay-K) 
**MPEGr3-H/T4^TMll8llSSi^4:V^fc 
<I i *KlgIE ■ S3«)£#>^121iE7 * --7 <y b £ ft o 

•o*&£t. fcirr**. ££t\ ci(7)i2iiE7*-v-y 
^3 t-7of? >- 3 y«B**S»fc7 *- 
7? hT'££i<t£l6lB#(c3I*l]L*:9. IEEE139 
4i6j(t<^^t-7nr^^3 yf5/S«>(3Di2SE7^— -?>y 
HT*4t£|S|lSlCiffinLTfc±^. 

[00611 *7 h7-^±^»fl't'»k'(0 

3\ ^ft^=2yiryyt4B|^4-?T&ll£?T'3^# 

7-?±-CffiI8Sitf:*§£, TjE3tr-3&fBriBt4oT 
Ua5*>ibTft4. iiltaW" SfcfSgi: LT<4, fsJSt 

[00 6 2] KlZlSmb Zhrttfi. rSt^t<0tT- 
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3**MIS£i:* (5ii23WI5ai*Sm«y-Kfc:«»iS 

[0063 ] EttWttt, ^fttgiflHSM* r ;*>y- K 
10 (MiW^ 7 M 14. T^zmKZklZZ^i 
fcHJSLfcy-l 4 (fcMW^7M (wStf L*t . 

ssmsKo y - k t Sffiiiw y - h t ^w^c^i-T & 

tl^ittt, f^y-h* («lW7a-7M (4 

( &* H!4-9-7jl- -y h ) IS1T12IE7 -7 -y h C0^> *) 
M *) SrtTV \ jELI ^t«7 t-?7h A 4 ISI2T^ !t 
20 atefcffilK fctf>«0£l <*>L<t4£iS:£ji£t 

[0064 3 3T. *S«y-Hl 0 3(4, i*0j;5*B 

ii7 >y h t>» utMBamiz 1 o *i ^^-c 

fjj SrftoTV^S. ZZX\ iBSy-H10 3**J#o-C 
V»*BIE7*-V-/h* r B ce r t j i"fft. 
[006 5] *|^y-Hl 0 3t4. 05WXr>yTS5 

30 o i -c&ftffMtifflt&mxath ec, s^(4!SM7 * 

-v-yh&WLTV^vli:Sr, ^co^fflfg^Ja^Tt 
J:V% (Xf -yTS80 1) . 014fl5J:5K, 
^*8y-Hl03i«MPEGf3- 
H/T4^rW»ffi*f#oT*5'J> $^(=li^^I2 
■E7*-7» hSrftoTUS^fc, -e^lgiEy^-^'y 

[0066 3 ftfc. *«y-H 1 0 236*i§tfty-Hi0 

3«««feffllWftari6k lt(4. ;<offit?E,tf«y- 

40 K 1 0 2*«y- K 1 0 3t^f LT«J«*ra^*Hi- 
. y h £ j*ft U , *f«iy - H 1 0 3 *»i nt^X S 

[00673 ST. icOflBSfflfRSSflUfc'f'tty-H 
1 0 2 (4, *a|y - K 1 0 3 SIE7 * - v -y h Sfto 

v^ifc*iSB-fS (Xf77S701) . 
[00683 *ffiy-K102(4. M^y-h'103^ 
MPEGTa-H/T-f^TU-fiatg^ftoTV^^t 
^ IEEE 1 3 94A*mcoy-K£#LTtt6-£6>t: 
50 y>, C«M PEGf3-H/f 
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y-t< io26^rx;7hfcLt i eee 139 

ti, IEEE12 12Ui/'X^f:rg^liMPEGfa 
D . A V/C 7*n h WVX**T 7*JL - -y h t»£tf>|Sfo v&b 

Dl"* (itKciO, IEEE1 3 94fc«St3*lfcy 
-Kti, 1 0 2tci<0Wffi36ftfiqSE^Sfc3i8 

[00691 ^fcftt, iWB/- h' 1 0 2t±, fW 

O. fta-f- 7^2 0 8(4, 01 5/01 6<0«fc3£. 

t <ottjmvim$tix^&?-7;ux'& h . 

[00 70] iiTti, Hi seoio^, m&S-Vl 
0 3cOMPEGT3-hV^-f^7*W«||g36*. *8Sy 

7'S 7 0 2 , S 7 0 3 ) . 

[0071] ,r^£J6, may- h 1 0 1 A^jt/^it 
y- k 1 0 2 otiisttQ 1 7 05 * a KJL*. h z. t fcfc* 

UryTS6 0 1 ) . 

[0 0 7 2] £(±{4, IEEE13 94-''Uffl|fcOl»T 

OWE?* ;*ifc HfltoNflbftKlUgllft: t>£ 

04-?rv^S. 1"*^ *«/-K10 2tt, I EE 
E 1 3 9 4 A^ffl^sasm— t*X s tTaiv Mgj£ 
IPS: Wm L . £ ilWmV-- t** ^ JS«KIBIIHHctf o 

- h*j&»£j|7fc+»y- h* 1 0 2comitfiH 1 8<D X 0 iz 

[0073] ST, *ffly-Kl 0 2W:MPEGf3 

- K/f^7U^ -y fcfgft&L^&fl 
y-H 1 0 1(±, Z.<Wf?3.- y NC*f LT. MPEG 
UWSRi«SS-f4ii:*BWK, 1 3 94^'X±{c[llSHf- 

x£W4U AV/C7*nhrj/Hrt r^coi^ 

AfcTfflgSJlfcAV/CtfcltSr^) ) i, MP 

BWgSr^Kthfc j fctf>*W*£*f-f (^fv7S503, 
S 6 0 2 ) . mms- K 1 0 1 14. Z.0yp7*=.v 

*<G&mifcfi+ffi/-M 0 2-CfeS. 
[0 0 74] ^fl&gfl (Xf77S7 04) Wl^S 
y-M0 2(i, WEWrtM^vhMfRU *0 
dMb6*i exfrfr^TV'S M P E Gf 3— 

fcBISU -fta^-^2 0 8&#,^LT, £<D#fcSfc 
<0H«cti*|»y-K10 3C*4ii:SrBfflrr6 (^f 
V7S705) . 

[0075] J;ot, I EEE1 3 9 4rtX0>mM"* 
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x £ Ji LT5SS Iter- 9 £ , *§fcy - Kffllfc 7 

* 7- mEia^mnf-^^ (#y) 

^tfV> (Xf77S706> , Sfetl SCHffSg 

^smgp 2 0 5 ( bjih-**^* y s-mm > 

U 13 944y?7x-X2 0 l^A7J<5ft*:A7J 
( I SOf-^) £*fSE^7*7-H-e#l> 
idtrfS (XX-/7-S5 04, S707) . 
[007 6] SfeK. 3!Stty-K103tC*fl/C. r & 
10 ^[5I^^^#y&aiLTT-^S-jSfttS^i:', ; 

a7W(UlitJ:j 4:tf>ft^£. *gKy- KETCH 
^•yhOJg-CaS^tS (^T77'S5 0 5, S7 0 
8) . 

[0077] @19fc. IC0il^y-K»^-y be?) 

[0078] Ei gfc^Sfi&iofc, *»y-H 10 

PEGtt«) *, MPEGf3-h'/fU71/^ffi 

20 csggu m^thzb^mnmt^x^h, * 

tZ. I^CI^f-^ (MPEGWS) ^iSftt^-t 
7*i- .y K ( tpms- K 1 0 2 (7)tt^ft«H ; 

«i. iMfty-Fi 0 icr>m.x^^mmm^x\^b 
fcgix^z) iz^xe>fnmmxmmixu&. 

[0079] i*lt«iLfc«|y-H10 3a, feia 

BSWS (XTV7-S802) . te^y_h'l0 3(i, 
COr-^<7)Sft7C<i^y-F 1 0 2^f|ijSm^7* 

30 ^^fiTcii^my-K 1 0 1 x-hh > . ieofcA. :» 

UStty-HlMfflU^'/ brtfc, r Cc7)4a^[3]^-r^ 
S-JILTSm§^T-^^)Mfi7tti^y- H 1 0 2 

[0080] inmy-Hioiii. PJfflf-^* 

(^T77S603, S506) . CiltSMIUfc'WIt 
y-K102li, 9HztSi&Lt:*olzZtiijsmBia£ 
7t7-Ktl. (Xf77S70 9, S50 7). 
40 [008 1 ] 4'ffiy-h*10 2(i. Xf77S506t 
lf^5^fcMPEGielMR*^iL3tll#jiST*, zttm 

[0 082] ZcoXoizLX, ^{t^ilfzUPEGm. 

mtmMs — k 1 0 3 ^mth ( ■/ r s 8 0 

3) . CltfOMPEGIBMftfcHi. V-XTVUXbLXfy 

ffly-Hi 0 2oy-H 1 D*%sixr^rtJ:^. <r 

50 0^46. *E||y-Kl 03(4. ClCOMPEGBSltoW 
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y-b- 1 o 2frt>$mifci><?)?$>&zk&~emmv 
?MmK m ix v vfci > { 1 1 < ittm&toR-tz 

*aa/-Fio3(4BSE#a*#MPEG 

[0 0 83] te^y-h*i 03 (soae-rc? 
■r^a ym®k3 0 3 ) !i, isiSSdcSmfr^fcT-* 

^m^w* tr&frrs . jfetifi^yt ■? iitsy 10 
— f i o 3 tea, ±tSBirf'fi:T-^^fs7cfitaiy- 

F 1 0 2 <l*j<9, ^^JL- -y M3K!l=«i«iSm-9-^i=. 
•y F. t/i-'yM D = b (b = 0£-f£) 

[0 0 84] 4fc. 05(7)S5 2 1Oj:aC ^187- 
F10 2fc*fLT, r«»y-H(£*J^'C. MIRBBf- 

PEGrn-F/T-f^ri^-f^T'i-'yh-C, i'O, 
-y h I D = c ( c = 0 k-tS ) J f73--v 

(i, «flB&»^^i^v hcW^-y M D-0tr» 
*>. J k<0jgS&5g-t Uf77S522, S73 1. 
S83 1 ) . iftfcj:*). *E&y-Fl 0 314. BKt 

[0085] i 5 (C, SlEg#«0»5fe£IEaU * 
«y - F 1 0 2 ( ft^g^ff -«f -y b^yzL- 30 
■y h I D = 0 ) fcflU SSEB**3Sii^S. Zffim 

<7immm? r 3---y f (<wyjL-.y md=oi j 

Sgitra^vh (co-ifT'jL-.y M D = 0) j 
?7^-yhlD = 0)X'S>&bW0Zt£imiZmjfi 
FflfcBE ■ fiK»<0^&#*a*it^s;fc£SI|E 

-rs. ae<^«^(±, «WBy-F«fts?f£«5sraaj 40 

i>K HSLT, «--r7Jt~-y h^BfE ■ fcSSIttP&S 

[0086] *-tf>RK &gE£#te(4, *H7- F 1 0 3 
i0fSIE7 *- 77 F B c e r t £ ft4"f S (-Xt-zTS 
804, S508) . Bcertli, *Sl£/-Fl 0 3 
M P E G r 3 - F/r 4 ^ 7* U-f -f 7^ -v F 4)BE 

gysaa^ti, -7-7^ -y hte <-9-7i-.y fsj?'J«) 

T'&< . h I Dfc£I2aE7:i— V-y F£flm 
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[0087] VZm%£%m Uf-y7S7 10) L£ 
^7-Fid. ^31^-7^2 0 8 £#MLT. £«B 

fE^^s*5fe^i43ifi7-F 1 0 1 (nmsm* 

^•ybW7ai7M D = a <a = 0fc-f*) ) 

[0088] +S/-F1 0214. jHI7-F1 0 1 (C 
*TLT. rtnay-jsfcij^^, |R|Jffl?-**/l>#x£g 

mtxu&Mm p e Gf3- f/t 4 

--y hOt7"a^7 F I D = 0T'&6. RBI?-* 
x£B£^tT-?£&fiLT^I>?){;L 

f!LTi>4u (Xt-/7S523, S631, S73 
2) . £*Uc»U i*f!7-F10H4. rH«f!^* 

7a-.yMD = 0tftl. J kf!))gS*ig-r (Xf-y 
7S524, S63 1 , S732) . 

[0089] ^coxoizlx. msm<m*ivmL 

+#^ifC(BcertfliW^Lt) iSft 
7-F1 0 lfc#LT7*7-H-f* (XT77S5 0 
9, S7 1 1 ) . S85ferFU^ ISSE^JR 

<0«ifcTfc ^-77^- -y FJ3JM0BIE7 * -V -y 
(4, ^7-FJ4®gWKfKi*T§S. 

[0090] fgfiEg^^lgil^^Ji, fttRiHLfc J: 3 
!2lE^^>yFW5S5feS-i!J£flUS£<tir7i^'yF 

(</)-9-7i^>yFID = 0) kbTtcfc^U ISaES?* 

[009 1 ] iiT, BiEg#<0't>#*S!!Jl-rfc7sr 1 7 

- F 1 0 1 fcf !Hrt4 <r fc K'«r *) , £@ . Jiffy- F 1 
0 1 fc*«/-F 1 0 3 fc«EK\ iae«BE^e*(4 
^"CVK^k^O. L*»t*«ty-F10 2iJ4t 

[0092] imEgxz&mitzmm;- f i o 1 

(4, ;*l£»tiffi/-FlO205MPEG7 f 3-F/T'f 
X7V^^7jl- -y F*>^^^iiT^^fSfES*T'S)^ 
kJWBft* (Xf7 7S604) . -ecoS. Bee rt 
- F 1 0 3 <?)M P E Gf3 - F/r -t 7>ri^ 
>fH?-7J.^'y b^^g-C'^i. I D (Bd i d) £ffitilL 

5M(17-F1 0 1(4. Bee r t*«7-Fl 0 

ttt^My-Vl 0 2 (OMPEGf3-H/fa 
7W^7JL~-yF) <0BE7*- v.yFT&6fc«i$ 
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[oo93] zff>mm$Mi* mm;- k i o i (<?> 

ttflBMffi^i^ >y H ) C0mVt7 *-7^Acert 
fc, Bd i dfcsWMtfi*. Sfty-Fl 0 1 

i±. ^fgn^ (x^rs 5 o 9 ) «sai7ai+ay 

-HI 02 (WMPEG-ra-H/r-f^T'M.irr-x 
6, S 5 1 0) . 

[0 0 94] .TiX&Sfl (7^>y7*S7 12) Lfc*Si 
y-H 10 2(4, f^r-7>2 0 8£#iBLT\ 

fm%W3*mm$&m&s- f i o 3 < p e 

^fSfiE#3^<£, (Acer t*?{4 

*(9iiBl/r) «By-Kl 0 3fcttl/C7*7-K 
i"4 (Xf7/S 5 11, S 7 1 3 ) . Z<mW£-*V> 

iifi7Ei±+^y- h 1 0 2?a*. 

[0 0 9 5] i*LSrg{tKr>fc*sai/-Hl0 3(i, C 
*l£*«y-F 1 0 2«H«aaim^7*3.-.y F#^i*4> 

tix % itmm&zh h t mitt (^f77S8o 

5) . -toft. Ace rtj&^Sffy-Hl 0 14>Rfll 
■9-7*i--yHSr#S7*4 I D (Ad i d) fcJfcJBU 

HI 0 3(4, Ac e rt3WHt/-Kl 0 1^12117*- 
-7vbTft*k(4WIHirf. t»L%+tty-Kl02 
((DVmmV73.-v h ) <0iSU7 FT££> 

[00 96] £flf3aEttflXiM:^*S'5<0¥K& t 
LT, *8*y-F 1 0 3(5, ISaES*^1S7C (i:*^ 
/-FsWBRl/COiy-F) fcttixtm- mzM* 

m^-vhzmmti u^vrssi?) . £«b 

Ace r t^«C^tLTV^Smy-H («B*&i*ff 
■r/JLiy h ) COf-V^ X I D ( Ad i d ) mtftttl 

tv>6 (xf77S806) . «|y-Kro 

3(4, fMSfiE©& Uf77S5 11) ?>mft7Cf±+il 
y-F 1 0 2 (*>lBfc«3Sft*f yjL-<v F ) 

H102t*S. 

[00 9 7] CilHSflUc^y-H 10 2(4, fta 

5i»'&fi/-F 1 0 1 (co^Mm-y-y^--/ F ) X' 

T77S5 13, S7 14) . F?)i*ft7Et4 
«f»y-Hl 0 2T*4. 

[0098] iitf:I5|a^^#^m7-H10 1- 

- h i o 2 -*anigy- h i o 3 numzft lx t 

ffMl& (Xr-y7'S5 14, S515, S609, S 
7 15, S80 7 ) . 
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[0099] iCDigfiHM^^ >y F fcSSSLfcaMty 
— F 1 0 1 teXX/mtS-Y 1 0 3(4, *fi*fu §ff 

mm. «#3&»«>aifeft.T&tesa7*-vvh#jEL^ 

-?T«Dl£E£IK a u t h ffii". ; O&fflOiS 
tiE&Kauth(4, JMfty-H (coW^iM^yi--/ 
F) k*ai/— H (OMPEGt3-F/t4.X7*M 
OIE) fc«BlTSiitt*OitT, -OSK autht 
10 £*>H# (MMty-Hl-Ol. M/-K103) MV 

#S<fcd£&& (Xf>yTS607, ^f77S6 0 
8, S808) . 

[0 100] ZCOmmmK a uth^t. ^bscm 
P E GX F U - A^Hi^-ft^^ O a yf >"y *-KOft 
* J: 5 fcfc 6 . JlfW&^Jf (4^ ; 
&^y-FU0 1*^&&/_Hl0 2fc, IE 
EE1 394^=3t-7P7 u 7>'3y*5t ( 5C*3t> 

TfciV* Uf-y7*S5 18. S519). 
[0101] ST. ioiontT. &fiy-Hi 0 1 

( ntymmmy-fz-- -y h ) tmwts- h 1 o 3 «om 
PEGf3-H/fari"fti«) tcora-c, 3>-r 

[0 102] iiT. iMffy-H 10 1**. a«f«M 
PEG^Sr, 3yf-y7^-K2:ffi-5-C, timm* 
OSJCTBl^tU (Xf77S6 10) s Cin&l 39 
4^'XW|i)^Y^#xSr5itT^/-Hl 02 
30 (»MPEGfa-F/fa7Hty^yM t 
*fLTjifi-t5 (Xf77S5 1 6, S6 11). 

[0103] +*y-Hi 02(4. amy-.i«ioi*» 

MPEGB*^&. ISOfi^iM§figP2 0 4^^||I 

sof|^jMgfggp2 0 5&jiLT. issaiaiffl^**^* 

yCSMM-fc (Xf77S5 17, S7 1 6) . 

[0104] Z.tVk&feL1tm&S- H 1 0 3(4. *t— 
KWfflSrffi^TMPEGM^fiHI^k-r-S (Xf7 
7S809, Xf77S810) . fi#ft;Sn/!MPE 
40 Gr-^(4. MPEGr3-Ha53 0 6fc-Cffi^tSii 

(XT77S81 1 ) . ;^S:'r-fX7'Wai3 0 7fc: 
X&tkmtl (Xr7 7°S812) . 

[0105] ^£?)J: at;, 1 39 4^ttililt^ 

tftsy- H*«»f & i o zmwmtvmmt&^x 

xyH-xyF«y-HI^± (*»IM^T14SfS 

y- h i o i tii^y- h 103) *>!giE#^^^ii3£ 
m^mZZ'iroZttfXZ. $fet:-f-«0rtS^*«y- 
Hi02**i6. ^flSoy-H^jnsittiirs^v^ 

ttffl^t^oTV^. ±fc. ^K«0MPEGI«fil^)3 

50 y-r^yCfeif^^^T-^^teMi. nt-^i 
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ea^igfc^^Tv^. -rfttj-^T, .Koja&ja [0114] k 2 1 o 2(±. mi omtimt 

Wfflgtmmtto^Xi*. a\;-Tn?jri,By&%tt FWMC. I EEE1 3 94Ax«©y-Ht*fLT*eK 

[0106] #i>\ iyji^jsBsji. eE^ais^, Jtettsistg. *j xvzmBEsmns- biznix i e 

*#ffl*5£Bi#8te^S\ y- twr^- v hme-e ee 1 3 9 4a*mo/- f (*saHgjB-casmy- 

^-CSfc^ «6»y-K#at;^ff3ii:t«rffi F2 101 ) nKW-V-^t**). IEEE13 94A 

2<7>mmmxmtyi-&nx\ mmztizmm-ttitf 1 0 1 1 5 ] 1 e e e 1 3 9 4A*eei^giiL 
*v>. 10 tz?-? (mpegmt-^) £m.E.mwt,z7*y 

[ 0 1 0 7 ] ifc. fcli^JMTC'ii, f2fE*sJ:tfSI - H-t4«IBSr»o*«. H 1 «Iif.ltffiit5^ 

3St«3tfttf0^as*iif#{tT-5'<!OSfia{:4T-3r& J±. i2iET-?WH^ ne-rnr? ^ a ytH!J 

fc**. is#s&(i. nt^kr-^gittjfe^Tff-s-c -r&#ttfc*n eee i 3 94AxEiatis»iaai:^) 

fcfc^/J&bfcu. fflitf . 3SB*a377*y*--v' Hfrte-swc, i^«WB/-K2 1 0 2fcfevvcRiS3 

[0108] (m2V>mffiBM) &t. *24>gSSfflBJB -V-yhBcert£lEEE1394;Jtr-7°nT? 

to»taffi . v g y^aas2 2 0 s t. *s«KraM^uT(isiE7 

[0109] minmtmmxu. mms-vtmms *-^-y hcce rt^&iiErsrjt-rnir^gy 

-Yttf, 5V*fcSH#«S J WKSSHM$S Srfr ^agP2 2 l 2fc**l<f;ftft*>. l 3 9 4^7^$?- 
■oTSfc. "fftfcife. («tt<16-9-^-«y 20 ■v^A^A^^ilT^Jtm^ftr-^fco^Tti, I 

h ) t F (c^MPE Gf3- hVr 4 X7P^ S om^Sltffl 2 2 0 3 fc:TgfI-ilfWH:»2 2 0 

tRffi) ttf* mm. sv^BiEL, Bi^fit^sjft^ss 4Kri*#a^t-<«^ft:siifcMPEGtt*t, ire 

£fr->T, tt*fcf , -*<Z)*"3tt9£ffoT*fc. ico fltf2 2 0 5 *fc-*6tt I SO«#aiaeat2 

«t»tty-K(i, S3MSy-FKttLTtt«Ry-FO 2 0 6tt\ MM^ff*±f3&ff* tl^7n«t 

MP E Gf3- F/r -f J^T H 4Maf$I«ftie**fc Kt&AT**. 

*E^y-K^LT<4Mfl/-h'<0IJl)SS«j*ft- , f7'i CO 1 1 6] £*L6?)BE74— -?yM±. IEEE1 

-•yhiOWU&SrOtffdJg-Cftofc. 30 ft^X^Xh*^. 

[0 110] iftfctfU %2cr>mimmX'li, [0 117] 1ZX\ AcertiBcertll Ht 

— Ft"C. ^ae-7of?y 3 y^l. MSHIB (W*.t;f I EEE 1 3 9 4«3t-7Df?^ 

nmzTiit. mms-FktpMs-btco xh&t m^hmaBf&%m.?*-^ 

H. fei^Sy-KttEjly-h'tc^ra-C. #*<7>3 yb (WSCcerttDcert) tomtit 

mmmiz&^xi>, (Mb/-f«, sfiy-F**^ «s@»siasrfas-r6s>i<o3aE»B!i* t «frri.BiiE7*- 

aK-ro^S/aytoV^TIi, t«y-l<i**«B [0 1 18JJWC. H2 3fc. *SSy-H2 10 3^ 
l7t-7 7 bZfth, tms-V&Mrtf. 1394A 40 UmiaW-MZ^?, 3t-7Df?i'a y*PISP2 3 

^^^MPEGr-^<0BS*fbK3*t=oii-CO9ttfc 0 3#>\ *gHiKIBWt«)BIE7*-V'y T-D c ertj 

»sfflfS t i: i>t. *&B|g!0M p e Gr-^<0B§^t ^T^6 i fcfiWi. a^WCtim l ^Hf«l^* 

[01 1 1] 02 0(3. ^^fS«*-A^7h7-? [0 1 19]ijCK. HBf«)3t-7 , nT^^ay*tfiL 

tf5^*fi(ifi«O-0|*^. -^f^^iiSWtfim fc±"Cf5MPEGI««^*«0>'- ^>X(COOT, H2 

l<0*JB^]Bii;|3|«'CftS. 4/S2 5 (£ftcoy-lryxM) . 02 6/02 7 

[0 1 12] 02 1(3. M«7-K2 10lC9|*|glJfS& (j*{g/->*210 1^7n-f-^-hM) . 02 8/ 

<0-W**^. i/lt,ffil^l3BB<Bf:«*«t(±|aia 029/030/03 1 (*«y-H2 1 0 2W7n- 

TftS. f-*-h«> . 032/033 (Ss|57-h'2 1 03« 

[0 1 1 3] at, @22t, fpmy-b-2 I02<7)ft 50 7P-f+-h«) *#8SL«f**Jf»iWW-&. 
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[0 1 201 41*. *»/-K2 1 0 3i4. 
flH8**»>'-K210 2fc»art-* (XT-/7S2 5 

0 1). ffiiftflffR2:tt, S# («K/-.H) #M PEG 

igiI«Ofctf>*)SliE 7 * -y K £8 T U 2> £ i: ft if T' 

*OL*Ci>J:v>UT'y7*S2 80 1) . 

[0121] itL*gmtfc'fi«ty- H 2 1 0 214. £ 
&7-F2 1 0 l#ISaE7*--?.y M 
PEG73-K/7^xrM»ttt»-»TV*£l:* 
Wftti (XT77S27 0 1 ) . 4"Sy-b'2 1 02 
[4. Sl<0HM9Bffik^ia(C. ^MPEGfa-h'/ 
T-f*7*W«ti*.' IEEE12 12Py^mV 
/C7nh3;^^t, ^ffly-h'2 10 2i#« 
t^az >y bfc LT I EEE 1 3 9 4^^«(aE&^4 

U-f 7 7'S2502) . 

[0 122] **>fc*&(C, »*>«y-H2 10 2*4. fW 

hajjt«2 2 i o mz<mj— 7)12 2 1 4 

£?)Wr-7/U2 2 1 4{4. S*Wfctt!Sl 
Siy-h*2 1 0 2j&*ftH'Cd;fcl/0^4JBi:. f OHf* 
[0 12 3] -L.ITN4, 03 4^«to^. m&S-Y2 

/- h .„ h t i/treufi&sft* ( xf 

-y7S2702, S2703) . 

[0 124] itfOfcft. a«y-F21 0 1*»6Jlfc«l» 
ISy-h*2 1 0 2cDf|}it4. 03 6«DJ: 3 
fcfc* (^T7/S260 1 ) . 

[ 0 1 2 5 ] jy±(4, IEEE13 94A*Mte-3HT 
WglBJ-Tftoft**. ffil«HiB$15i:IS|»C. ,1ft fcR 

atoHfls^wwaBfcfcjftDi^rv^. i-ft£>*>. + 

*&y-K2 10 2t4. IEEE1 3 94A^lHI<0»aW» 

V-VttWRHtOmtfi'iXVZ. ioT. 123 5£0 
4:?ftf££#ft£ii. te^y-H^^^^Z-h^ 

1 0 2 £0^4133 7 <D «fc o (CJU*. 

[0 126] £T, 4>iy-H2 102W:MPEGf 
3- h'/r 4 X7* W ^7J-^ -y b #*> 5 1 Igl&Lfcj* 
f|y-F2 10 1t4. -l«^7JL--y M^MfC. MP 
EGMmffiZ-t&ZhZmiZ. 13 94^X±fcM 
SB^v^txfcflLfcU AV/croha/Wrt 

ritfD|^(8f-^*^#x (*S^1-S7*5^) fc, MP 

e Grn- k/t ■< *t*w b t *&«u 

®m&iHtZi tm^Zftt Uf77S2 5 0 
3 , S 2 6 0 2 ) . MIS J- K 2 1 0 1 (4, Z.OYFf3- 
-vhtftmJ-Y-l 1 0 2lZ$>&i><r>bfmLT^Z 

inM*«9)£fIjfctt4>«y-r*2 1 0 2T'&§. 
[0 127] d*l£gfl Ux'y7*S2 7 04> L*:* 
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87- K 2 1 0 214. gULfc^^v h^JBRL, 
*0*W*e6*»f«lif-e^1fcff-»TV^ MPEGf 

3- f/t < *7v>r ^7*jl- -y h \zm-h fo^x-hh 
ifc^asaiL. fta-r-7*/i/22 losrsiaau-c. -r^ 

^MWfe«aMW*»/-K2l0 3R:*iit*SSW- 
6 (XT77S2705) . 
[0 128]ii-C. 02O?»IHfgt4. QOStfE 
OliigLANKft^TiiO. ^ftJg«>£>fl*: i ?Jt£&«> 

10 SrSfi^-c«i-?>;i:*«x*^fci-§. z<m 

«LAN±*ett. T-^J±H3 8«iaC, -f— 
F7>-AfcH««7t- v-yK tftfcfc r^ftjcr 
h'V-X. SEStTKL-X. t-^j ^J:-5ft7 3 j---7-y h 

[0 129] ST. I EEE13 94AX<0|H|W|f-+* 

7-ki-«. isgtftKia^Qosa^ttxa. s^ti 

SOfi#iSS«iSII22 0 3 <H8l***;l/#x£giI) 
SOff^§fi952 20 6 (QOS&Ufcffft 
20 a#J»7U-AKTi&fi) £@2 2«0j£HW>J;3fc:iKK 
L (^^WtOfS^t^T'^ft^^) . 1 3 9 4-f y 
9 7 x-X 2 2 0 1 3&'4, ATI I S OX7JT~^ & 
ifilS«EIB!te^*4 7*7-HT , *4J;5fc:UTt>J:^ 
(Xf'?7S2 5 04, S2706, S2707). 

[0130] ssay-K2 i 0 3{cwtr, 

r±iaiS^7b-A^jIUT. f-i'tiitf'iW. 

■y7S 2505, S2708, S2802) . -TcOftJffll 
30 ynblMZii, IEEE1394 A V/ C 7°0 h 3 
;K &SU4IEC6 18837nh3;^. Zixbt: 

^©•Ci4 . is» L A N ± t ISJJfflf- + *;K0R*t4fti ^ fe 

«co. «ai-4r-i'(cy-x i d ( s i d ) 
inn* m®%mizQosT-?zmmL-z^&, 

n \z , KiM LT v \h Q O Sr-^ ^-BtEMT* S J: 
^(Cft-?rti0. ^C0SIDc0fSSrIEEE13 94cD 

i; h . mm/- mm**? * y et-m&m 3 9 
40 n<t. rt*r -y h <m.\wt\ipmj - h 2 1 0 2 -cfc s . 

[0131] iii«rSmtfcftia/-H2 1 03(4. « 
ftSSID*%#$^lT. r-^* i QOSteS$ixr< 

[0132] Z<Wt, H 2 1 0 1 (4, RJffl^-v 

^#xSrfflLT. Bi^tSnfcMPEGlttffiSeiS-t 
S (Xf77S2506, S26 03) . 3>"fyyH 

«Klfc1-&. ;«Hf^lli, ^jfl-S^S^-K 

[0133] a*:. i^ns^tsnfcMPEGuwa^ai 

50 flrt*7U-Afcli. PBBf-^*;l4»<0ft, jSfi7- 
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r iMf|y-K I D j a*#4;fc-Ovcfc J: 

[0 134] ZtlZStfelivms-V 2 102ft* T 

•IfaiiT-^C^afiS ra<j|/-i«iDj £#!SL 
T, ^^-?&5MfILT^$<9#}lfiy-K2 1 0 1 
■C**£fc£fSS8L Ufy7S270 9) , 5*117- 
F2101t=*fLT, rRWf. + ^#xtai,T^ 
<0r-^*iSffltrv^««, i*ray-K2 101«4f 
wr^o^vfsJpj £W**>*fc*>. ISiEjfe^iai^ii:* 
ff^a (XT77S2507, S27 1 0) . £<0iS, 
T-**^£ftTV>£R»l?-**/l*^ (#x) 
ttLT,afeB/-H2 10 1*«, T-^^fttTV^ 

WH;-H2 1 0 2tfOMPEGT*3-H/f -f* 
7W b^^jL- / M D = 0 ) fcasrr 

*. iwi. iMmy-K2 1 o ifrh&tznwtzwm 
t o 1 3 5 ] fcfi . z<r>vm$s%&kK* -/ht.im 

[0 1 36 3 ST, fSIEm^rSrgfi Ur-yTS2 

6 04) UaSfty-K210Ui, HJJW-r+A'ttx 

1***, «f«>'-K2 1 0 2WMPEGfa-h'/fa 

hxhiztzumztthiz. e 
mmm-i-r^-'y t* (t^v md=oit 

10 2tCiiW^ (XT77S2 5 0 8, S2 6 0 
5) . 

[0 137] iiXtCiO, ^ffly-b'2 1 0 2(4, HI! 
^*/>#xKT-?£i*f|LTl^:/i--y 

am/-H2 i o icr>mmm-v-73--v h (v??-- 
•/M d=o) Tb&ztzmmx'Zz (^f7rs2 

7 11), 

[ 0 1 3 8 ] ®M^*JV# xtf-^ £SMftLT U£ 
Sffy- K 2 1 0 1 «0WKSfiirrJ. 

-vhX'&hztzimuz^my-v 21 02 (com 

PEGT3-hVT*xrW1f:7^-vh^tta(8 
86) (4. ^UT&fI/-K2 1 0 1 «W(KaHt9^i=. 

ffiy->\ - K»MP E Gfa - P/f 

^^W^^-y hOBS?*— Vvb (Beer 
t)*«KC«aS*l*i (XT77S2 509, S2 6 0 
6, S2607. S2 7 1 2) . ;:Ol8aEg3ei:BE7 
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3 2 

-H2 1 o i <<Di&&}Sfrf ■/ h ) frwms- 

h'2 102 ({0MPEGf3-H/fa7Wt^i 
-7h) fcHlWTtfTirfl* (XT77S2510, S 
2608, S2713, S2714). ZOiolZ* m 
2tf£gjHgffiBCfcVvCfc. I2aE ■ fflSJftt^T'ir.v h 

KRH-4tt«<»aaftt6«o(4. i«itsisra±<ojnrc 

[0139] «SvitSiEs8^T UfcRy- Kti. » 1 

io commm t mnizmm. ■ msmm* sr'm ^ c v 

7S 25 111, S25112, S2609, S271 
5 ) . ISfiEltK a u t h 1 £2$rf£. ^OlSIEiiSr^ 

sfi/-H2 1 o ii±. jEsm**>- vvytim* 

2 1 0 2fcttLTfKtV* (XT77S2 5 1 
2, S2610, , S27 1 6) . tS9. +«ty-H2 
10 2TJ4. 3VrV'ySlKli©ffi£»l££i:#TS$ 
ioic&S (XT77S27 17) . 

[0140] jas. &mznx< i^yf-yvm^ it 

20 (^f'/7S 2513, S2611, S 2 6 1 2 ) J4„ 
ittBy-l*2 1-0 2teTtWft3*t (Xf77S2 5 1 

4, S2 7 18) . S6fc^Eim:JI!lfcffl*S*lfc 
3^ry7Hk2TSflf#^§^ (^T77S2 5 1 

5, S2516, S2719). SitftEISLt&Qi>Sj&« 
8.mHZBX, *@»y-H2 1 0 3K«LTiSflrS#l 
S (Xr-y7*S2 5 1 7, S2720, S2803). 
£WI$j£T(i. MPEGWfilil SOft-^jMSil^2 2 

0 3 . smm^tU2 204, v§^im2 2 0 5 , 

1 SO^#SSgfISS2 2 0 6i:V*d>'tt£iI.&. 

30 [0 14 1 ] jfcfcjft*fcj:$fc, £C9fc#if>|£y-K2 

1 0 2#, *e»glSl!i!Ifc:afiL'rv^T-^<OE!5ll3& I T 

10 2T-S^fiH^LTi*aiUTtJ;v\ lit 

^flL^r-^ (&3yf>7iK 1 T-m^L. ny 
f yy«aK2TSlit^(tLfc«»«0) T*4. ^y-H 

2 1 0 214. orGDS I D£tt{tT*&Ef§fc£tfJbT^ 

X\^&. 

[0 142 3 c\tlZ%mUzteB/-Y2 1 0 3^SlfP 
«y-H2 1 0 2<3»flsi:[MfiSTfcS. "Wriafe, r- 

i^T-^5:iMfiL-CV^OWSy-K2 1 0 2T$> 
&Zt£t&mi. 4»ffiy-H2 10 2CML-C. 

50 h' 2 1 0 2 <*) 7b*>J 
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ft. ^ms-vmmftnm^zftZo ux^rs 

2 5 18, S2804) . 

[0 14 3] i^ps, T-^A«§nt^SSID^ 
« (a) HfiSSLT. *«/-K2 1O20t. t-*£ 

(^JI^-WS^. iS8L/-F2 1 0 3«MPEGt 
3-K/farWt7a-7 MW7a-7 b ID 
= 0) fcfflSnt*. Ciltt, ^S7-K2 10 2A»6Jl 

[0144] BfE^ra^Srg^i (Xf 77S 272 
1) t^+Hiy-K2 1 0 2(4, S I D = at*f LTj£ 

J- K 2 1 0 3 iOM P E Gf 3- H/t -f *7"M 7" 

^ 7 h (-tr^.-.y M d = o ) x-hh z. t zimt 

£i:i:t>t. B6**SID-afctt*LTiiMtL/0** 

siBfejES^v h k tr . if^y- k 2 1 0 3 tsi*n 

<X-fy7*S2 5 1 9, S2722, S28 0 

5) . 

[0 14 5] ZiliZX*), iSlSy-K2 10 3(2, S I 
D = a£tf4LTT-?£&fiLT^&^:/a.-<y h 
h* 2 1 0 2^B*<£&fiir7:2.->y r-Tj>£ 

[0 14 6] SI D = a£tf^LTT-*£j*fILTU 
S-tya^'y htf, 1 0 2c^UMft^7' 

a--/ h-cfts i t turnup®/- t* 2 1 0 3 <o 

MPEGf3-h'/fa7MHf7a-7H (4, 
V^T+Sy-H2 1 0 2^^fi^^--y htttL 
TfSSESS^ff&d (Xf7 7'S2520, S2 7 2 
3, S2724, S2806). £Ol8fiEg*fcti, *S 

(4fc(iistay-K<oMPEGT3-F/T* 

J*7W -y t- ) ^!2iiE7 =f-7 7b (Deer 

t ) jftfttfiias *u . ; osiES* t mmy t -/ 
^£$(4. «y-K2 1 0 2 (mmm-7*=. 

v h) *>^*E|5ty — K2 10 3 («MPEGf3- H/ 

>y7 # S2 52 1, S2725, S2807). 
[0147] fc'5utf2IE*^TL^y-b'«. Kt> 
TBH - StfTl^ (Xf77S2 5 2 2, S 

2523, S2726, S 2 8 0 8 ) . ISIE^K a u t 

h2*#r*-s. zomsstem-yx. *«y-K2i 

0 2 tt, ?^ill^^-h'^l6jt&*l^y-H2103i= 
*tU1t^{XT77S2524, S2727, S28 

09) , tS@, *ttg/-K2 1 0 3T'. nyf-yy^K 
2fl5ia*tt«;fcA J T&SJ:ot:=SrS (Xf77S2 8 

10) . 

[ 0 1 4 s ] «r*» . ztii vemwx-ixms- Ft* 
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[0149] m. mmztLX<n>f->vmKix° 

WfcSflfcMPEGIftfll (Xfv7S2525) (4. 
*8V-K2 1 0 2tT«#te3*l. Uf-yyS2 52 . 

6) , z^£mmBmmzmzmm.ztite>^y>ym 

K2t'SBg^t§fl (Xf -y7°S2 527, S2 5 2 

8, S2 7 28) , *tgE^ii£QOS#£tiE$iT.S^ 
T. S I D = ajW43flfcftj»7^-i^m*m/ 

10 -F2 1 0 3K*fLTi*fI<?*U> (XT77S2 5 2 

9, S2729) . 

[0150] 4sKi4, feUy- F 2 1 0 3(4, ifcfcA¥ 
LfcSaaSI. v-Fi0fi£f£-?T, 3yfWSlK2$' 

tttres § cot. t mmx'h o 

(^r'x7-S2530, S28 1 1) , ^il^T^^T 
M82 3 0 7(rCW±1-£ Uf-<y7°S281 2) . 
[01 5 1 ] itfOiofc. IEEE1394K*fcie|£ 

20 f. fei^ffiy-Kfcgfiy-H**. ^ti-efwDKig 

K&S. 

[0 152] fcfcJ&X,, tfi|tt/-F2 1 0 2<£> T^iOM 

PEGf-^J ^wt(4f«^m^{bep 

30 2204fcBS#4k»2 205fc«raCl4, r-*£3tf 

^ftaitBt^fka^-flMOLs i t=^=5rt-) mzh. 

XK&b. ZVffiXTn-yZ&T&ZZlXT-?* 

[0153] imommm) mz. m comtmm 
io is a] mcommmmxii. ieeei 3 94± 

40 (CtJV^T. HAViStS (Specification 
of the Home Audio/Vidio 
I nt e r ope r ab i 1 i t y (HAV i ) Ar 
chitecture) mzVmZtll, AV/CtfLh 

ffii^-f +tffl a-t s a vm^$[jffli y 7 b n?x r*%a t 

[ 0 1 5 5 ] 04 OK, $>£S<$EcD*-.M--y Ny-^ 

[0 156] 04 It. i*my- h'4 1 0 1 c7)|*ig|Sfii£ 
50 <0-Mfr^rf. ^^^^l^HJfi^S^%^^(5(3:|5l« 
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Tb&ti*. IEEE12 12l^^^4 4 0 7&5SiSO 
t&>, JBJlflBfiLTH*. I EEE 12 121/ S J7- 9 4 

407 tf4, sfiy- K4 1 o i com&. mm r -fcv> 
^yyem&friTFcttiffl* 0U(4vtr^ a — ^ 

^ w fc* co 4 5 frx-v WK0!SiHiA»*^1-fiJ«, -18S 

[0 157] at, 04 2t, *8S/-F4 1 0 2<O|*r 
Stifit*>-W*iS"*-. 4>ffi/-F4 10 2i, gflcoSg 

*s»!Si:(i(3riRia<oflijS'c&&4«. #mmsm>i'-ir 

VX*WPRthmz<mt£ I EEE 1 2 1 2WJX?4 
2 1 3 £ 1 3 9 4A*J*ffij£i8iBS4-2 0 6 flt^tfat 
, HAVi MJ1S4 2 1 2 1 V>mtZ 

jmtmi. HAVi^as4 2i2tc<±. 

HAVi^M hl-Y0!m£mW&V*/> (VM) 
4Jt, *gSfHBJ»t*5^t;Ht. ftJfflWffico 

7^vM8j£S4 2 0 7jW#O. 
[0 158] «t, 124 3 1. MI/-H4 10 3<Ort 

[0 1 59] at, HAVlSHtlC&lt*. *BW)3t 

-yyXtO^T, 044/134 5 (^-/-^yx 
W) , 04 6/04 7 (i£fI/-F4 1 0 1070-f 
*-bM) , 04 8/04 9/05 0 (4>Jiy-F4 1 
0 2»70-ft- M(!) , 05 1/05 2 
F4 1 0 3<07n-^-hM) Sr^HSLfctffciJWW 

[0160] a*. *»y-H4io3(i, a^otne 

flHB^tf«y-F4 10 2tiffl*rf4 (Xfy7S4 5 
0 1). itOi & , i^AxJDfllJSfflSa, I EEE 1 2 

1 2Uifx9m&tfmt ix*ms- f*4 1 o i ts 

m-lit*)b-?t, t*<J-fe, 1 0 2#, 

*H/-F4 1 0 3t*fLT r IEEE 12 1 2TS5S 

CO, dcOTF^tffl^f SgH^toU-CcOtfflj £^ 
#U ;iit*§ffi/-F4 1 0 3j&*S*.SJ&TNI<V?»9 

B9*«ffWiT«.J:v\ ;;t, fr^«tat. .rcofs 

IftfiBSfcti, (MS/- h- ) #m P E Gr'n- K/ 
SSIE7*— hSfi-)T^4;t, W££ix§. £ 

if, «a»y-F4 i 03*5^ x^&imy*-^-/ 

FSrBcertt-fS. 

[0161] <riX&gflL£tN87-F4 1 0 2(4, m 

i8y-F4ioi#igU7*-vvF£fto<r < v j S\ m 
PEGfa- F/r 4 *:rw WB£»o-0*4 i t *■ 
Uf»7S470 1 ) . +ffiy-F4 1 0 2 
(4, &&/-F4 1 0 1^MPEGf3-h'/fa7 
M«ffi£*HTVV&£i:& IEEE1 394J<X®<7) 
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y-FtWfCa^Sfc*, ;«MPEGf3-h7 
T-fX^Mfflffifc, +J8y-F4 1 0 2i#<?)H7-7*i 
^■yFfcLT IEEE1394^ifi|(CJE©« Ut 
<yTS4 5 02) . JMfrWti4, g^cOIEEEl 2 1 
21/x^^t r@4M4MPEG7 f 3- i F/r^^7*W 
«IB*»-»t^4j SMBttLfciJ, AV/crnF3 

MMPEGf^-l ; /fa7Wt7'^7 NSrJf 

10 i!HI/-F4 10 1tStf>IEEE13 94K8H&3flfc 

■Ifct&S) . 

[0 162] **>fcfet. *ffiy-F4 10 2(4, ftS 
■f-TVM 2 0 8 £80. ftar-7;l'4 2 0 8(4, 0 
5 3/0 5 4 <!0 4 5 1 , ^817- F 4 1 0 2 ATOT'Ja 

[0 163] iiT(4» 053<O4?t, fel§l/-F4 
1 0 3«MPEGT3-F/T**7V-fttte#,-*||i 
20 /- H S#t0^-7i- y F fc LTftaj££$ tl& ( 
>-/7S4 7 0 2, S4703) . 
[ 0 1 6 4 ] JiLhi:5£cO#^#3&* I EEE 1 3 9 4 A'x 

4 1 o 4±coiMfiy- F4 1 o i vwmmmmm 

miZttlXfrithB?fit>tl& (XT77S4503, 
S4 5 04) . -t+cb%. i£ft7-F4 10 1 CO I EE 
E1212U^4407(C, i*Wftfli&fIfilflS£ 

tZimtX&Z. ift^*»/-F4 1 0 2*>ma 
tr CVf-y 7*S4 6 0 1 , S4 7 04) . ifOiMffy- 
30 F4 1 0 lOfemZ. +^/-F4 1 02fOt8^L 

t, «aLT*3nasmi<oiEEEi2i2ffia«ig 

dBHEIBUfflWCSRffiia) tfitttU *liy-F4 1 

o 3{it{4, ±faBAffi^fia^, fci^^Ma^* 

ffi/- F 4 1 0 2 ««ffi"C* S t cot LTlSiS LT t, h 
o. ZWXfjmfois ftar-7*/I/4 2O8t054cO 
t$£B9&tl (Xf77S4705) . 
[0 16 5] itOidtLTftar- 7*/I^4 2 0 8(4, 
H5 3/E5 4<0j:$fc8McS:h.ft. 3:^, jMf|y-F 

4 1 o i*^^w/-F4 1 o 2m^mmms 

40 5t, m&J-YA \03ipt>%.tlWkS-Y4 102 

[0 166] i£0B#^t', AT'/7°S4 5 0 3cO 
i«|y-HaBRflWW>*K. mffiy-F4 1 0 l^ffllflf 
■rSfcfttOHAVicOAM F3-F^#an-Cfc , 0,'4i 

a* f 4 1 o 2 (4i*my - f 4 1 o i coim^-; 

t^MDCM (f^M^3yhn-My'A-;H CO 
«K&WLTV^fcJ:v^ i<0Jl^, Cco^MFa-H 
(4, *ffiy-F4 1 0 2iOHAV i^SgE4 2 1 2f%0 

50 [ 0 1 6 7 ] 3-C, *tl7-F4 1 0 2fcyC+A«fe6 t 
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*4tWfcB»U«dfi»y-H4 103fcl. *8/-H 
4 10 2?) (;t**tras» b ) fcttLT. ^*n-tf> 

S4802) . <Ift£gfi (Xf77S4706) Lfc 
*|gy-h*4 1 0 2(4, ftfflT-7>4 2 0 8£#iH 
U i Wt*n«fW)SI*5&»Sfe(S/- M 1 0 1 

jMffy-h'4 1 0 l&tlXytV-Y-t* (Xf-/7 
S4 5 06, S4707) . 

[0 168] ZtiZgii (Xf77S460 1 ) LfciM 
m^-H4 1 0 1(4, AV/C7nb3>Mc"C**/WE 

7-K4 1 0 (XT77S4603, S4 5 0 

7) . ^ilSrgfl Ut^7S4 7 08) L^+ay- 
h'4 10 2(4. ftar-^4 2 0 8S:#!HL-r, Zti 
5r#Sl|y-K4 1 0 3(C7>r7-h*-rS (^T77S4 
709, S4508, S4803) . 
[0 169] ZZT. 05 7t. **|y-h'4 10 3{3 

r*?y2j . ■■■*W*lt3Wttt*iT4J l J. a— W 

s>$*:?y£#ti:, matt wfyimstiti, 

[0 170] ST. fteHU-M 10 3(4. 
4 1 0 2*«*LT^*f:BIIL-CV^WKa(»^-t 

K4 1 0 1 ) . *iHy-KM»^«y b£ffioT (Xf 
>/T S 4 5 0 9). Wfftfc^fcto^t&EJffl?-***' 
#yfci|#U i«f-v*il't«WB/-I s 4 10 2*083! 

-M 10 2K*fLT3Sfff4 Ufv7S480 

4 ) , £*l£g<IU:**tty-h'4 1 0 2(4, ftif- 
r;l/4 2 0 8£#ra.LT. HKOAV/C37yK 
tffcffSilS^ y- F (3M£/-K4 19 1) £5SiS 
U I E E E 1 3 9 4tfZ±.&£g%:ft1&*Wkt& t 
fcifcl <|h)8H-t*^#x) . rt35«I SOfi^Sff 
&4 2 04£tfc£LT. I E EE 1 3 9 4yUcD|3» 

+*^# x timnm^^u# y t &sEtz.imt& 

Uf"y7*S4 7 1 0, S4711, S4712, S4 

5 10) . 4fc. #i§y-h*4 10 2(4. 3*«y-K4 
1 0 1 K*tU PI^f-^^#xSrBS®Bft9-^-'/ 
KC»8W-63WK*IHT'tl» (Xf77S4 5 1 
1, S4713). ZtlZgH (Xf77S4604) 
L^fi/-H4 1 0 1(4. BMgBIft^7^---y bcom 
ft??i>hft&0)Vl&AhV-J*rtffil&rtZ. (04 IT' 
2a^Ep(^-5T^4^) JIEEE13 94AX*) 

[0 171] CilfcliT^L-C. *38y-H4 10 3cOJL 
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4, ^•/^-rs. =5rt') . £«&fm, +8/-H4 1 
0 2fcfrat£;fl. iix(4ftaT-^4 2 0 8tf5#SS£ 

ersaty-H4 1 o lA^av^Ftem&fc.* u 

t"vTS4805, S4714, S4715, S460 

5, S45 12, S45 1 3) . 

[0 172] >8ffy-K4 10 1(4. H8H^ 

h Ux>yTS4 5 14, S46 06) . .1*1(4. *ffi. 
y-h*4 1 0 2fcT*«3*U ^y-h'4 10 3K2J 
3£f& (Xf77S4 7 16) . 

[0173] s«#^^(4. is i rm 

0 3 tBBtti (Xf77S4806)*«, £ com&T 
£«y-F4 1 0 3(4i»liS#S:J»<fcftWffl*WLT 

■ts . tmzmzmcvm* to^-c (4® 1 o§s« 

[ 0 1 7 4 ] sfctJ, » 1 WSM£(wft£(4. fg|E(4iS 

«y-K4 1 o l^mmm^^y hizm-tim 

«**tU. i«ia4fW**«H6t. &ffy-h*4 
101 W\-*/V-?7*i^>y b^fSHcOM^t J: 3 & 

-m^thtit* zcr>mn\i. m;-v4 1 o \<r> 

[0 175] HAVifctiHTHt, i*ffy-H4 

30 10 1*»<.5S4,ixT<V^b3-KT*SDCM^ 

jaty-K4 1 o i i-^^iiMEffi 

1 (t-^kut-w y^7^s^3>) tDfx ^cOct 

a*t^a-;W4, WifcTtW8y-b*4 1 0 2ftOHA 
V iWWt$4 2 1 2tTSIM$ix. ^HHTSW^n 

6, *^Jfe^ffiT'(4. ;cO$lfflBffl (ftSV^i, -tilt 

hfflBSca54 2 0 7*5. £«9DD I H***l.5MH8!jaSfi| 
40 #S:lg B 1SUT (Mi-tf . MI««W«^^rA3- 

4 2 0 8fc(4. Z<T»**)Vt .DDI T«$a^^<^ 
HAVi^AV/C^rJ^yK (tf>ffiy-H4 10 2^ 
^iSffy- F4101 (CWL*C*tf ) OttJSr- 
ryWi*fflS5*l6Ckt=if*. i^S(4. *s^y-K 
50 4 1 0 3|«jCHAVWq ha- l<iOfiSVvy*s#ft 
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L*<Tfc*3Jrcft4fcft, HAViiS7yy^jtfc 
3:Uji«./-F4 1 0 3*»$>, HAV i fflSg<9jE(ISIf£»r 

[oi7 6] (m4osiig®js) <j:t, mwmmmm 

[ 0 1 7 7 ] 05 81;, *SQi9gSScO^*ffl*<O-0!S 

[0 178] H5 8K*Sh.6±3fc:, !&4£>§£Jfi7fJ!& 
Ttt, *5S!litf5*-A*«yh7-^T*SIEEEl 
394^**6 1 04fc, miM iZZ.X\t. 10 
>f^-*„Fi;-r4#, igfSfflspCiJ;^) 6 105 
tf-Ay-F^x-f 6 1 0 2?««3it. iMfiy 
- F 6 1 0 1 i:^fty- F 6 10 3 b<V®X\ ISIiE#& 

JR0*fr3. -fy*-**F6 105 (OT? 

■feJtlMWJ') tt, IEEE1 3 94^**61 04 irJfcN. 
XW^rW^^lzM< , I E E E 1 3 9 4 A'X-C'^O 

btl) (4, *ftM60-«:»Mtivfcft, *-Ay- 
b^x-^6 1 0 2(;£UTF7y*3-T4>'^, oi 20 

oft±T\ fSMfcffddi: 

[0 1 79] SM^SaiBBJBfctsvvCfc. S&202SSft$ 
Ay-F'^, *-Ay-F*x-f hSffy-Fi: 

iSfty-F^fiy-H^L-c^a^-t'^srStt 30 
U aft, 3t-7nf?^3yi:o^tfi, *-^y 
-F?x-fSJM«7*-7vF£J*fc, 

SMifi I 39 4rtAWSti*VmB!(W>MP 

[0 180] @|5 9te, }*f=y- F 6 1 0 1 <0|*9 
gEfflit^-^j^^-r. ;*lttS3f*9ttti^aT<0||» 

[0181]<J!{:, 06O(=, tf-Afr'-F^x-f 6 1 

0 2«oi*rgpeBB<o— OTs-arr, 40 

[0 182] ifr-A^-F^x-l 6 1 o2coas*«*« 
*7x-*6 2 0 2**ri/O>6jSi, 

flusssTtt* < fta*-A^- s^ffflcat 6 2 1 0 £ w u 
T^*jft. t-A^-i;^ ■ mmue 2 1 1 

TV^jS, lfWHfcS6 2 04i:lii*HfcS6 2 0 5i: 
«;MPEG2/MPEG4^ia56 2 14&WLT 

50 
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[01 83] ^-A^-h^i^f 6 1 0 2(4, -< V*- 
* y F^BlOv'— Ffcfcf LT I E E E 1 3 9 4 rt*W>S 

- f <#nti»ei4, mmy- f 2 1 o i ) cofta^ 

-Jit**). I EEE 1 3 9 4A.*H£>y— KOtBtii&£' 

mvm-t&imzfto. amy-F6 1 o i« 

LTV^^-h'x (#HttJB!B*)i3£, ^JMfi^-b' 
*)fctt, *-Ay-F?x-f6 10 2#*l&l/O^> 

ZZV. Sfi/-F6 1 0 3A»fe(4, i*my-F6 1 0 
l<WJ--t**l4, tf-Ay-F^x-f 6 1 0 2ct)*-A 
^-ytfl-L-CJliifcA, <Iil£*-Ay-h'7x>f 
6 1 0 2ifflm-l I P M v F ) Ji^if-tf 

[0 184] *-Ay-F7x^ 6 1 02(4, 
2 «SUS^!» t . I E E E 1 3 9 4 ^*fflK>»S»g 
^Uf-f (MPEG2ftif - ^) S-fV^'y 

Ffflt=7* , 7-F-fSKflE*i*oa«, isiE^T-^wBt 

El 3 94^08^^ ^-^vMHjat^Ptfrto 

v^r, i^-Ay-F^x-f 6io2tis^T»ffl$ 

tlX^t. I EEE 1 3 94Axfi!|fcolfVt(i, 
*- V<y FBcert£lEEE13943 t-7nf 
? v a >ft9S 6 2 0 8 , W y ? -* y F KRHtBKo 
WC(4, BE7*-7^CcertH^-*^ 
WaK-rn^s/B y*3&aS6 2 1 2(C*;fl/WlJ* 
■*=>, IEEE1394^«RJtBf-r*^4>X*Sii 
T>ft*9fl:y-^fcoV^-Ctt, I SOm#i*gi!St6 
2 0 3 fcTgm-»«*#1I^fc8l52 2 0 4 CTJ8WHfc 
^Hfc£*lftMPEG2l$&£MPEG2/MPEG 
438&&6 2 1 4CT F9yX3-F-MPEG4l«« 
SBf^fcSP 6 2 0 5 fc-CBB#fl:-A Vf|#jSgliaS6 

2 0 6(;T-fy^-^vbW'j*fi, ti^rn-fe^ 
mt. 

[0 185] ZZX\ AcerttBcert(4, Mt 
mtmm WtHl EEE l 3 9 4(03t-7af^y 
3>^fflS-f4i8iE«IH) ^%fftft!2E7*-^-yF 

lE7*-V-/h (S^nCcerttDcert) (C 

tint,, >f v9-*t Mas*fasi-*a"jwi8iHSM 

A^^-l. i8aE7 7 -/ F Tft o T t> =t ^ . 
[0186] *j3, *HiS3g3Bfc:tJ^-C(4, ISIE7 ^~ 
V-yF (Acert-Dcert) (4, y-F 

a*7h7-?^y?7i-^> ^t3io^o^rt4=5: 

•Ctt, mt>WM7*-Vvhi:m^Xi>£i>\ 

X\ 7D-t(l -f NO (SlBrFW^, 3£ 

flfeK-F. SflTFPX, OfflT'^Ig?^ 



c 
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[0 187] £1t/-K6 10 3c0rt 

[oi88] nt-ro-f^v-ay^osiJesos^ 

y 7 M»l[tOfSl7 * -77 b D c e rt£}3H 
(>fy^ 7 M^7i-^6 30 1, WWt^ry 

hiM^maie 3 0 2, a vm-^sgfiss 6 3 0 4 ) m 

y^-*-yf*fffii:*-5TV^jST*4. SOW 
Ay-y bi*gfg&6 3 0 2(4TCP, AVft4i*gM& 
6 3 9 4 (4U D P CO h 5 yx tf- F7*n h t 
y-y b<VM%t$ : £i/2.~)UX'$>iXi>^\ 
[0 1 89] mast-To??^ 9 y&KL 
£xT'^Wi&*flME^-^yXKoVvc. 06 2/ 
06 3 (£flc<0^-y>XW) , (36 4/06 5 (JMfS 
y-h'6 1 O3O7n-f-v-F0|) , 06 6/06 7 
/06 8/me 9 (*-iy-b7x'f 6 1 0 2(070 
-*+-f*H) , 07 0/07 1 (gft/-F6 103 

[0190] a-r, ^-^y-b^x-f 6io2»i, & 

m^-F6 1 0 1 CO I EEE 1 2 1 2V i JX?ff)WiK)L 

ZW&tl <Xtv7'S650 1, S6 60 1, S67 

0 1. S6502, S6602, S67 0 2),£tl£ 
ilLTs *-A^'-N7x^ 6 1 0 214. iMft/-F6 

1 0 l*«W«iiHi»ffiti*oii:, '<*A«ag&»-7£ 
fc. BSE?*— ?7 Ffctf^-O^fc^fflBT*. 
[0 19 1] iiltSttT, 6 1 0 

2(4, ismy-K 6101 »amim-itiiM)«^ 

^-^tffcfc*-* Uf->/7*S6 503) . aS*«t 

(4, iMfiy-H6 1 oitm^^tmmmmi 

tmfES- F 6 1 0 1 v Ncotf? y t 

*tj6i-*t?LT, «a*-A^-^isai6 210^ 

mfr-7JW&&7>-ti&3S3&Zti.h. Mx(f, i*fl 
/-F6 1 0 1WW7a- 7 M3 rg^j fcj^ 

y-h'7x^6io2 A^iSfty- f e 1 0 1 

b\my*?9i'ayimt&b%6. 07 2 
( a ) izmms- F 6 1 0 1 0/^/V^-^i^y FO# 
on*;UOH?IJ£, 07 2 (b) (Itf-Ay-F'^x'f 
6 1 0 2<Offt£L*:j*fiy- KMWfl*-*'*-^*)- 

[0 19 2] ST, 4>9—**> h±Wgfiy-K6 1 
0 3(4, ^y^-4-y Ffctf-l/tiOtf-Ay-F?* 
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4 6 2oit;:7?-texu i^fy-b'6 1 0 \vmm 

ftS*lS (Xx'/7*S6 5 04, S6801, S670 
3) . -rftSrjlX. gfi7-H6 1 0 3^-if(±, ® 
H±«^Sfi&SS-tS^^y (0U(f. 07 2 
(b) <7) rmtki X9» fcflLfcicofc-*-*. icOJS 
ft. «iif r S£#?y#ff£fi*:j , b\^Av?v 

(=HTTP*3BtTaMnS*l5 Uy>xTS650 5, 
10 S6802.S6704), 

[0193] zmmbwmtx. 

61 02t^fl/-F6 1 0 3i£DHT, ^OBtOSfl 

i>xN>;-AA%3X§ix^ 1P70- t%h*> (jgft 

I.PTFl^. &lIrf?-K §ftl PTHl^y., gfltf" 

IE7j5^) n*disX-i/ a ymm%htlZ> U-f>x 
7*S 6 5 0 5 , S 6 7 0 5 , S6803). fflitf , R 
tsp (ifr^^Ah^yx^-bXHj-syyr 
nh3JP) ^SDP (tyxayf^'JT-ya^D 
20 F =/;F) *trffl*vc , «^fls&=*«BE«*3C. b 

[0 1 94] tf-Ay-b^X'f 6 10 2(4, Z\tlh<F> 

immzmonmi, &m/-F6 1 
0 immmmr^=.y h?b*zbivmi. mm 
y-h'6 1 0 it«L"CAv/croh3;wrr. -f- 

-y b fcfl LT , ®mm*>l%&tb'W?y F $■ 
JMFt* (XT77S6 5 06) . 
[0 195] Ztl£&fX. &ff/-F6 1 0 1j6>6IrI 

^-Ay-F^x^r 6io2izttixm.ibzti& (xf 

77S 6507, S6603, S6604). -?-cOfI 

t4, m 2 omummco 1 e e e 1 3 9 4 tu^iit mm 
v±mx\ mmm\i$v/im, mum. mm ■ mm 

h *r*A 6 1 0 2 a y-r y^HK l <m%tfX% I 
£ot,Z%& (^f-'/7*S6 5 08— S6 5 1 4, S66 
05-S6611, S6706-S67 1 5 ) . 

[0196] \m. m%tt-**j\s#x%mLximit% 

40 il^MPEGBRffi (XT77S6 5 1 5, S66 12, 
S66 13) *gmLfc*-Ay-h«*x>f6 102 

(4, Hf^^M6 2 04(=T, ;ti^yf/y|K 

l&fflV^TMPEG2lSH»fc:ffi#ft-f4 (AT77S6 
516, S6517, S6716)„ JXlC. tt* U)tM 
PEG2BSH&. MPEG2/MPEG4£Jft9I62 1 

65 18) . ,I<DMPEG4BSfHgi£, n>xy > ViiK2 
5rffl^T. m^fc36 2 0 5TSlifff^tL, (XxvTS 
6519, S6520, S6717, S6 7 18) . Z 
50 ti*i pj^-y Hkt&. %<nm^. ^cO-b-y^gy$IJ 
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m^MT&tibtzXoiZ, aflUPTKI'XiiC <*- 

£i£-f-ft (^f77S652 1, S6 7 19) . 
[0 197] i^=&g^LfcSmy-K6 10 314. SS 

-yTS6 804) . gff /-F6 1 0 314. 
£3&fILTUft?)(4. iUSLfc^'y KOI P^^i 
SSBtSik^fcJO, fc-Ay-h^X-f 6 1 0 2T 
ftftifcfcKIStU *-Ay-f-7X-f 6 1 0 2H*TL 
T, Bliffi**ffifi1-6 Uf-y7S6 5 2 2, S68 
0 5), ZtitOBHtM** -yht>I P^jT"/ Kt'&4 

%<,z^m\mt>iix^%^itm^x%>^\ z<r> 

IS. ^IJtEg^O^'y .XM>-A$Gj!cD7n 
-ID {C, c, D, d) Srtt4LTK3*-t4. £<9<r 
i:(cj;"5. *-A^'-H'7x4 6 102t4. t*<07P- 
£^ft!ZIi]^#T'&ft*>£!2I&tft - fc^S ft . m 

ft. 

[0198] 4fc, h 1*7*0 b=WW:LTR 

TPfRealtime Transport Pro 
t oc o 1 ) frfflVvCV*4£fc*fcnWcfel.Tt»J: 

[0 199] ^ftfc*WT*-Ay-h«>x-f6 102 
(4, 7n-(C. c, D, d ) OfeftWiSIEffi^Tftft 

7S6 523, S6720-S6722, S6806, 

S6807) . z<r>t%, z<nxsmmz\iim7'o- 
[0200] <wc. nmi. im ■ assays , 

7S6 524-S6526, S6723, S6724, 
S 6 8 0 8-S 6 8 10), ifttCj; 0 , gfl7- b* 6 
10 3(4, ^y^>vmK2^m i '& t J:z.%>£olZ% 

[0201] £?T* klEL 3>-fV7S|K2^TBi# 
70- (C, c s D. d) £aLTj££>irt 
<|»MPEG4f-^ (Xr. 7 7°S6 5 2 7— S6 53 
3, S6725, S6726, S 6 8 1 1 ) 14, ±ISfD 

4 a tMSSft^a y^yvmk 2 zxmtti z 1 

•mmtKh U^>y7"S6 534) . ffl^ftSflfcM 
PEG4r-?(4, MPEGr3-H9I6 3 0 6tTa 
#-ft3*i (Xf--y7S681 2) , ifl&r 4 
gP6 3 0 7fCH4-rft (Xf'/7S68 13) . 
[0 2 0 2] zolitz* HMfc-f b#ffi 
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j^y-w^j tmms-v, fc4tf*-Ay-h?x 
■c, i^«MPEGWfi^3yr^yffia<?>-es*T 

ae- jjopoia 4 5 fcg»*)£T T Bf 

[0 203] SS2<0HttJ^SfcK»fc:, sjt-^y-h^ 
10 x>f 6102fc*J<rVC. r^MPEGr-^J **iS*l 
^#WKUBf -ffi^tSP 6204.MPEG2 
/MPEG4^$$6 2 14. Bf^g56 2 0 5 t tf5|SI 
{4, ^-^nU-j^Sh&MjoCt'ftfcftWin*. 

[0204] (is^nwi) sts^is^s 
tov^iftBftft. 

[020 5] 3S4 (O^ttJgffi**. (-f^-*v 

[ 0 2 0 6 ] H7 3 fc . *IISt^B<^k*|«iSHIJ:* 

[0 20 7] H7 3fcw3*i*J:5K, * 5 <0SI8BB!!1 
t*(4s 20^^8 10 5, 8 107*^^ (ZZ 
Tttv HfJtL-T-fy^-^'vhtl-ft* 1 . B-ISD 
N^-C't,4V^) 810 6tT«RS*LTV»«. 
30 ®ffl8 1 0 5±OiMfl/-K8 1 0 rJt-7"n 

$$M8\ 0 7±<7)gmy-H8 1 04KJIfi-fft, 

[0208] mscommmiz&^xii, mi^mm 

JBW*B/-Kkliafc:, *-A^-h>7x-f 810 
2, 8103JCT, I EEE 1 394^'X8 1 05, 8 
1 0 7±W-b'X&^MiJCfta-9--t'X-fft, -f 

^i.ft. 4fc, ^-Air*-h^x>f8 102, 810 
3(4. -jgtfDatr-T'nf-^i'gy^&S, ^=5:^^fg 

7*7-F1-ft. 

[0209] iSfty-K8 101^fi7-K8 104 

(4 . s*wt=<4ig4 commm t mmmm-h ft . 

£02 10] 07 4£. Th-A^-h^x-f 8 1 0 2, 
8 1 0 3<9flatflB£*)-0!£wtf-. 
50 [0211]*-Ay-h«>x>f810 2wa*ft<F5rfll 
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3e-rof?i'9y*»SL4njfi U^*7S83 13) . Mffy-b'8 1 0 Hi, 

Wricr>msmm^'pm/-Ytmm) . turw^ft -rft£*-Ay-h7x>f si o la^tTSftfttsti 

• Iff ■ flff33ft«-fnb=5rv>j5 { ifti , j» l <n WfcZhh timth . 

m&mmmny-^tmm) , &4 outran to 2 1 9 3 i*LtHaw»*jii&«^ta*. smy 

CO*- A^*- t- 7 x -f fiOfSlS mm®Z't>&. -h*8 1 0 1 fcgfiy-K8 1 0 4_HTi8iH^;& J fT 
[0 2 1 2].@7 5£, £ft?)^-^y*c9-M£5K (Xf^'S 8 3 1 4 ) . £4>IBL jfc-A^-b 

[0 2 13] ^2O^H810 7t0JL-f * 7- h"T £ . tSMtm LX , SUffB^OKO^ff 

*-Ay-bt>x>f 81 0 3iD$fJWliffl£f£oT, i\ «®y-F8 1 0 4(ifit«OA*Srm\ Bf^- 
jHm/-H8 10 1«03>r>"y*. -<y?-*>yh8 10 ft$*ifcMPEG2l!ftftoa#fl:*fC#6J:afc s 5r*. 

io6^fcg^y-h'8io4HEfi$^^is^ [0220] gfty- k s i o i mmtt 

3>Lh* MPEGGMRfc. 3yxy7^f-K£ffioTBf^^L, 

[0 2 14] »4^flgBJBi:rattfc:. Xf»y7 Ztltfl 3 9 4-rtX*>HH*x*/U#x, *-i,y-b 

S 8 3 0 1 OffifiElSSte , ^f--/7"S8 3 0 2^jI{iy 7x^8 1 02. h"7x -f 8 1 0 

-Kffflflffl*-i^-^K#ff;foii4. 3, 1 3 94A*«|S|ffl^*;Mfyfc^5^£Sl!lr> 

[02 1 5] ig2^)^Effl8 1 0 7tf0a— ftt. T, fifty- >* 8 1 0 3 KJESfS (^r-/7*S8 3 1 

y-h7x>f 8 1 0 3 SBME U ^-Ay-br?x^8 5-S83 1 7) . -£LT, fiffy-K8 1 03T'f±, 

1 0 2^Mmy-h'ftWffl«*-i^-i; Wmm *<Wfc5^lfcMPEG*«i. Bi-^|KS:ffi-?TBt^m 

{fH7 6(=M^-ri»i;o^@fiy-F8 i 0 4^i|ffliji 20 [ 0 2 2 1 ] £oJ:d£, ^EfflM h#ffl 

BStH^rfcBK. H7 6^iot2. j*ffy-.K S^SfifcSWifctJVvri, ftM££iff*-ri>*- 

TyKFoyT^Sfcifl/C. *-A^-b«>x-f 81 B#8**||KJ»!M%& fcff* I fct\ H^MPEG 

0 3fci8HftI!ft**M*-$-4 Ur<yTS83 04) . WWPW3^WftH«) 1 fiJB^7 f -^^lKJS*» 

[ 0 2 1 6 ] -r 4 1 , H4 Asmmt rant, nflus -ot^i^j: a tem^r wHtsfirfra £ t 

G3t$m-M.y-h*>ji4 8 1 02K <-f ££&r-?IM#«rtg£&-?-:^4. 1<0X 

hwy}<tlX)mZti (Xir>y;rs830 5 ) , £«J:3*fflSJH^iS»te*svYCi % atr-T" 

£*L#*-Ay-b7x4 8 1 0 2KTAV/CTob nf^a y£#JtLftT-*lGiM£fTd.r t^fiEK 
a/i/3 vyKtaiRS^, i*ffy-H'8 l 0 ia>£fifi 

y-h'8 1 04^t0ffiftvN*^ ( IEEE 1 3 94^X8 30 [ 0 2 2 2 ] 3rt5, SS B^fflMfciiVvC, &&fflt9 

1 0 SiOHJHf-ir^ttx, >f y^-^-y h_b<oa* iifi^^-H3-^< W^-Ay-h? 
7v 3 I EEE 1 3 9 4^'^.±«[5|ia^r^# x>f fcfcV*T»4WHiBBm<WWSft (ffllitf. * 
y) #l&£$ix4 (*f 'yTS8306, S830 -Ay-b^x-f 8 1 0 2T'tiMPEG2/MPEG4 
7) . £<fl±£. Hff«K"Cllt^fc$nftMPEG2l« 38ft, h7x^ 8 1 0 3T13MP EG4/M 
Wmmtii (Xf77S8308-S8310) . PEG23g») Srfr 0 £ fcfcJ:-5T, ^BOfflfilfatiJ) 
[0 2 1 7] SSl<^M9SJBi:RI«t, £*i*SmLft 6fc<?5tfD, HMWt^e-TDr^y 3 >£%mi 

«^T77S8 3 1 1 ) . fifty- h* 8 104li, [0223] (»6<0|3t®SS) »l«SSSSJgaS(C*iV^ 

UMftttsfc-Ay-h^x-f 8 1 0 33&>feHJfI3;ftXH4 Tti, fftffiy-H*n EEE1 3 94v^t*|SJHt^ 
tl^LTV^SftA, «HJ3S3iES*l±*-Ay-N^x 40 PT&tggKSfi, I E EE 1 3 9 4 ^±05339^-1* 

>f 8 1 0 3 *=*f LTff . tmmtcMms - K t «ISlTlifi#^tSilft««T- 

[0 2 18] *-Ay-h7x-f 81 0 3(±, lf?4cOH ?<0**)JR*)*-tl®&?> > I8IEE ■ Hm&SSia^Bt 

JWmit WSwS39t-^8 2 1 1 £#BSL ft. ^ 1 ^^tUBffiT'li. ISIE? *- ?* h^^t; 

•c, £ii£*-Ay-h?x>f8io2fc7*i7-h'-r ftasnise^SiE-fiBafHi, ismy-Htsitay 

6. £W±. *-Ay-K7x^8 10 3li, B^coffi -PiarSSfffiV\ «Mlly-HU:. ifi^^r-^^ 

fl7C#*-Ay-h7x-f 8 1 0 2T*A4i:JgS?L-C^ 3£aWt4iffitS®T. CltlfrHigLT^ft. 

4*»feTSb5. ^coy^y-Hti. 1SIES^8 3 1 ICO [0 2 24] IftfcttU S6<0§at^!BT(i, ^2t0 

4 (X-f'y7°S83 1 2) . TO;, *-Ay'-b7x »Mty-K|B!. &£lf$'3&J—} t bMMkS-T HOT-?-fL 
■<81 02i±, £ii^fifiy-h*81 0 It7sr7-H 50 -Pft.ffSrd . ftft'U, ^2^HJ|01i:^ 0 , 4>^y 
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-Ytzxzryfy vt- $ <n «f^«oa#ft , is 4 tfWBf 

T , ^fS^- h'CT I E E E 1 3 9 4 KflfcWMXW 

EEE 1 3 9 4^*ifflfrfcf!l*Ufcl8#fcT-*£*W 
[02 25]®77fc, fcSS3i«*-A*-y..M7-^ 

«^*ffl*<o-e!*si-. ico^immimwizam io 

[ 0 2 2 6 ] 07 8fc, atiy- F 9 1 0 1 <0^a!fl!3S 
iixkSS2^|IMSfc^W£lilM® 
fgfiE7^--7>yhAcertA«. *3 

mztix^z. 

[0227] 07 9*3, +«y-H9 10 2«rta«Jt 
CO^J^f . |g|E7*— v-y hBc e rt, Cc e r 

1 3 9 4MtB cert, 1MICC cert)ffll 
ZtlX^l. I EEE 1 3 94 ffl<7) I S 0{i-^i£5?ftoiS 
9 20 3fc*»I SO<I#SagfiS9 2 06|SK\ (ft 

* h U -AIW 9 vt . $ 2 am. 

mmtnmhh, 

[0 2 28] H8 0t, *H*/-K91 0 3«rt«aBt 
T£>6. SIE7*-V-y hDce r tj&>\ /-Hfc— O 

[02 29] c\titx'comnmmtm^. k 

T't4, I EEE 1 3 9 4!K(4*ISJ!i±c9-9--t'*^ 
ttttflflMi I E EE 1 3 9 4±<W-t**<9*fl-? f ft 

roitr-ttiWBWb staffs. ftj3, ££tt«b 
[0230] ^mggJBo^ft<o>'-^>^* 

mm??-- v h ) &fta-c-isMWJ(cissLTfc 9 , 
- mimvmt&t lxv~ t-^ (mpe Gig*ac££ 

fcJBTIEEEl 3 9 4±(±HWf-v*/U#x±£. *S 

S. fcfc. Pffl(4^ii4T-^IIJI^^fc[i]aT'*,l»W 

[ 0 2 3 1 ] £ , i*fl7- h* 9 1 0 1 «0»fN*tW£ 
H8 2 fc, h* 9 1 0 20fflf&mM*&8 3/ 

«£/-F9 1 0 3<0Sfff JIWi08 5/ 

H86£, -eixWK-t. 
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[ 0 2 3 2 ] 3t3flBB«Ttt. I EEE 1 3 94±.<?)W 
mffm%&Ch& r 5C Digital Tran 
sm i s s i o nC o n t e n t Protoctio 
nSpecif icationj CDfSiE ■ M^WtttZ 

art*, issE ■ mm-m^y-vrnx-nd^z^ 

{4, *7WSQegSITKWS) . 
[0233] £T, jiff /-K9 10 1(4, IEEE1 
3 9 4<9l§!$f-r*^#x±£, ay^y^ftKr*^ 
ft£ft£MPEGB£&£&j*-f£ (*r>y7°S8 5 0 
1. S8601. S870 1 ) . ZtL&&feL1i*mS 
-K9 10 2I4, Z\CD±± (gjlUfcMPEGIBMfe*, 

9. S87 0 1 ) . 

[0 2 34] nn^*>i<#yZ'MlX%:mifzf-? 
*Wfc3flT^£fcS&Lfc+«/-b*9 1 0 2(4. 
SiMUct-^^c I P'\. y ^iifiy-K i D7-f- 
20 (SID74-^H) t#HW-4*LT. aS/- 

k 9 1 o 1 1 mm ■ ?as t saw-* ( * 

T"/ 7*3880 1 ) . *$£/-K9 1 0 2»BB7*- 
V-yhBcert ^^r/O^'fEIiE^^^^ v h £&fty- 
H9l0l(^LT«6i*1-S (^f77-S8502, S 
8702) . 

[02 3 5] Cft£5JfIL*:iMfI/-F9 1 0 114. & 

F£«ttfc/-K9 1 0 2£*fLTS£fi-t& (X 
7"y7*S8503, S8602, S8603, S870 
30 3) . 

[0236] BfE ■ tt£M#«t« Zfir>X^ Mfl 

y-H9ioit4'Ji/-F9io2<oM#r. siesi 

KauthlMi:itt« (Xr-y7-S8 5 0 
4, S85 05, S8604, S8704) . 
[0237] IEEE13 9 ^fftWRHtfjfcftt, 3 
V^-VVm^M., 3Em^Kx, i'-KNc/Hg^Wtif 
¥HEMI^3-3<^S3K«BHaJt'Ctt«S*l6. "f^t> 
1t>, K = J (Kx, Nc, EMI ) u^t'EM 

40 4oT. i*ft/-K9 1 0 1(4. gftM («^- 

k„ ^mtmmco^itmmy-bh) izmlx, ?m 

[0238] ^CIT, i*ft/-H9 10 1t4. 
K 9 1 0 2 hWlW^rLfcaaEBK authl Sr^o 
T, H»K)BB*f tttoT. f (Kx. KauthjO 
®T4i^y-K9 1 0 2t3£ftt S (Xfv 7°S8 5 0 
6, S8605, S8708, S8709). 
K910 2J4, i«ffij&>fe, Kx««t*aif*ii:36« 
T'^S. FWtC. i/-HNc<0l«,, iSffy-h'9 10 
50 1^4^y-h'9 10 2t;giHSih.S (XT-y7*S8 
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507, S8606, s87io> . mw&ii~>x%t:tf. mmmmm^x ? £, mm 

F9 1 0 2&, B&#*a-§^-43Vf-V7«K*4JS&t ±Ttf0QOSr-^l£^'-f — htl^S«0*S(S7 

SOt^Kx, Nc<oll£i<WjS-cBIILfcii: l—A*«aw**£fct,. R«<0*ffi (Kx, UcCD 

[02 3 9] st, mmM$tf*m;-i*9i 02 jhwc&s. 

t*Ky-H9 10 3tfDBTCtftWl4 (^fv/S8 t 0 2 4 4 ] ifite§3 fc „ #28&J&ffi*>J: a ^r^tJ; 

5 10-S8 5 13, S87 0 5-S8 7 0 7, S88 0, K 9 1 0 2T*tim#coa#ft*J itPBHff- 

0 2-S8804) . £05#&3tt. iMfty-H9 10 fb&q^&D, M^.yhl^WiWSCt 

1 t*«y-K9 1 0 2fc<oia<ol8iiE- m$M¥-mt ffi3*h£*ffiy-K<0lfaa r »reEfc&*. 
(litres §<dt\ cc-C'coi¥$ffl^tii0^i^B&-f a. ^ 10 [02451 &±s, i?>^, 1 eee 1 3 94H(c>i 
t\ **8ffls«(!aiisi»i^+*;u#y±^ca5#iftia^ my-F9 1 02tj»)/-F (S'jy-F) 

ft$n)tT-^(cfc, iifl7ny-h*Tfel>^y-H9 T*5"3, .r?>J?'J/-F^*Siy-F9 1 0 2£t£T, 

1 0 2 %mM?* &£o%tv isztiffi&m^-isiix m&s- f 9 1 0 3 nw>3 yTyvBtcwHtatuz 

^xi>£\,\ («a?cttiaifcEMi&8^fcT-?) fr&frr 

[0240] ST, +ny-H9 1 02k$ms-V9 bztiix-&&\ ay-f^ysui. a*wtcr-^o 

1 0 1 fcTlSteiKau th2**S*T*#/i tcot-t SMfl/- F 9 1 0 1 tf&&r&iffifrb%'>X\*&Z b 

t. *£Mmri2, «w»/-H9 1 o 2a, ^ wy-HMjowa^y'vataaiit^^wttu: 

ixfcMPEGB!MftS:Bf^«a#fl:^4;i:i<, L*>U *8iy-F9 1 0 2fc**y-K 

£±£Sffl (<mnmm^^/v#y) t7* 7-1**5 9 1 0 3fc«oiaT\ E^yr^ygiK^-m^gis 
atffoTUsefe*. ^y-H9 1 02\mMJ~ 20 ^tv^. -r&fct,, ^a*y-H9io2i:iaiy-H 

K9 10 3fc3tLT, I EEE 1 3 94Kiafc|5lb3aft 9 1 0 3 beMXte. RbEM IffltoWHi, loco 

jarc* Wf . Miy- h 9 1 o 3\±^cn'i%m\^Mm. tt, i^* 1 -?onyf ^'yfiiL>W!83 ; t ^t^^v^ 

TS>6. fc*5U I EEE l 39AW^bimmsm ft, S'jy-h'^^iT) (JgiJconyrV^Tiif^tSti 

ii, mt3>T>y&mXVi'-TM'gZtlX^&i>C0 fc) T-*£gfILTt, ;ft£*8£y-F9 1 0 2*> 

fc-f*) . «&/-F9 10 2<±, S8 5 0 ^*^y-H9 10 3^$£M-fS^, J?ijc?)nyry7 

6, S8 5 0 7T^mL*T-?<i:9®a}U:Kx, N ffi£4i«T-£*^;fcft, dfiS-S^tT'S«rV^ b fcfc 

c ^mm^n* , nm»jsy- f 9 i o 3 km t s . 

T^fl-fS (Xf77S85 14, S8515, S87 [0246] =toT, 4»Ht/- F 9 1 0 2(i, KOf* 

09, S87 11, S880 5-S8807) . ftttW 30 rt:T-?£i*mLTV^/-F ft 

(CUt. Kx^fi«i8aE«Kauth2<Offl£«oTf 3»/-F9 1 03) (CtfLT. SUWa^f-yVSI^ffia 

(Kx, Kauth2) £ftgLT, astR/-F9 1 0 £^&&B|rHkT-?^&m^#&^*§£ (Wi 

3£3*tfJU Nc0>mt*mtti&.?h. fcf, IEEE1 3 94WJB'jy-K«ftair-t*^t:jtf 

[024 1 ] *t»y-K9 1 0 3TIA, iOJ-jfcL *?-h**IEfc>&*&r>*:*£30 ti, Ztl£tmi-&1 

T, +8§>'-KfcEt¥NI£ffi-?TKx % Nc^fiSrfS fcCfcO, *^±IS^a^HI@T-l»^ t*^|gfc^ 

tre£££#>, iMust-7tnyf>7iK(7) a. *ia/-F9 io2(±, mz*ms-v9 1 

eSSffi-rSifctfT-** (XT77S8516) . 0 3 tc^LTHS^tf-^^MH^ffoT^S^t: 

[024 2] ioT, Sft/-F9 1 0 1 j&^atefi-T ti, »«I/-K9 1 0 3fc»LTIi. fto-f-t'X 

<£, a^TVyaKT-B^-ftSnftMPEGWHUIi, (1f7^-— v F) fijUtS:^ (fta^-t'^S«af*£ 

«£y - f 9 1 o 2 TW«oa-^fb&«& sii-r . -e m 40 +Br-r a , $> h \ ^m^tx f y a fts-ir 

^7*7-FLT*^y-h'9 1 0 3jfcT!£j!§£;fxT# -VXOHffekt'Vttls *) , fcV^^O^Tt,, R 

^(Xf77S8 5 08, S85 17, S860 . 

7, S8712, S8809) T*fc, ftfcS8 516T [0247] (S70HiSJgiB) ffi60HS63gffiT*fi, 

ttttUfcay-ryyiak^ffi&ffi-sT, Ht^^-^-fk* 1 |giE-ii3c^#{4&iifiy-Ft^y-Ft^, 

(Xr'/TS8518, S8810) . ^<0ft. tSiV^S-Fbims-YbiVaX'ttlfWff* 

* . =5r5 £«3G^rv ^ J: d tcHmxh -> tz. 

i o 2 4 3 ] , 3t^st® flST-ti , stSEfSLhTttsitt [ o 2 4 8 ] ztuzM l . m 7 <nmmmx'\t , 

fsIIIIf-^^/l^SaSitTfeO, iMKfcStufcMPEG -FtnTHl^ffi^fc, iJit/ff^t^ff^oitf®^ 

wnaiii<o*i«iaisBf-r*;i'±srKi«s^T< •?> t lt 50 ^wmmxfohifi. mmmxmm ■ mtm<n$ 
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4 i 5 *H«^8fcJ:*Ur, I EE 

E 1 3 9 4_hc7)MtM{iy- K*»£WHit-*0>R 

[0249] 0871c, Jb££gO*-£*-/l- , 7-? 

(ptQ) tf2~?hhj$m. mmwisisemm 

[02 50] m/-K9801. 98iiorta«ia 

[02 5 1] 4>ffiy-K9 8 0 2«0rt3flWtl4, I EE 

e 1 3 9 4orefii2iE ■ msmnmittfs- mx-$> 
[0252] ms-v 98 0 3 vmrnrnt, isse- 

[ 0 2 5 3 ] iUft/- K 9 8 0 1 , 9 8 1 1 , & 
tgy- K 9 8 0 2 <Offlf^JEtt£*WfcttSB 6 WgffiJB 

%&<K*m;- K 9 8 0 3*>iirfMMI&IS*Wfc: 

(4m 6 <?>mmm t mtct> h . 

[0254] ititvnmmmtmiz. *&y-K 

T*t4, I E E E 1 3 9 4 Hteii*HMHJ:<W^eX0>, 
&SMJ£i± I E E E 1 3 9 4i©t-b'^<?)fnm 

(Raws*****. 

[02 5 5] &tc, ^^Sfiy-KCttLT*®^ 
0 %&<0*«/ - K 9 8 0 2 «»fl^JHH*08 8 fc, 
*SSSfi®JB<^)^HcW^-^>'^WS:ia8 9/09 0 fc* 

*\ Sfsy-KtfiS&lyo^-fr-tr;* deygoMfl-tf-r 

ffitgff^ttLT^-fc'* (MPEGSfeflMggKfc) £1? 
-h'^BftffiMfi^T'i-vh^tX. £Ef<>DlftttMci£ 
EEE 1 3 94±t413UtBf-+^#x±i. &£SLk(* 

[ 0 2 5 6 ] mfrSWCi , IEEE13 94±^# 
flM8{M£fij£T*aS r 5C Digital Tran 
smission Content Protocti 
onSpecificationj OfgaE ■ MZmtt 

[0257] $T, iSMy-HP (9801) 14, IE 
EEl 3 9 40HJBf-r*Jl'#x±t, =jy-r^7HK 
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9201, S 9 3 0 1 ) . m6<0HIBK]Bt ISIfft, 3 
>T>VmKHt. K1 = J (Kxp, Ncp, EM 

i ) izxm&ziihi><7)ti-%. zmgmu^m; 

-K9802I4, Zcott {gmtfcMPEGBWl*. 

^yfyyiK 1 t- mmtztitz* t ) mfflmm& 

m***A'#y£ttLX1£M't& (xf77S9 2 0 
9. S9301 ). 

[02 58] WHS- ¥ 9 8 0 2 #iHff7- K P£*f L 

y-b'Nc P ^§tl»fI (X^;y7-S9 202~S 
9207, S9302) tt. ®6«§gi6JB&i:GI«T* 
«I^r'^I»=5:W4^if&-tl>. £«DB*jST\ 
- K 9 8 0 2{4Bf^£«-*H-4£tf>fo#g : 5:Kx 

[ 0 2 5 9 ] ST , HJ&OiSIiE • B&mmZWUS 
— F980 2 F 9 8 0 3^T't>ff^fiS 
(^f>y7S9 2 1 0—S9 2 1 7. S9 3 03) . Z 

20 coim ■ msmm* t mmx-b £«t, -r ztmrn 
%wim±%mh. wit. mm%$\^&hit*?i%mft 

izKhT^y^mfrmmix. znm^xtx 

W **liy-K980 2, *4ti|d*»>-H98 0 3 

[ 0 2 6 0 ] &*3, I^FS, BBB«Kf-+*A**t 
-ir^S^<4, Xf77S921 0<Di2mm^t*t 
tx^-/7-S9 2 1 KOSIiEStlGSti^PSfc*^. 

[026 1 ] ST, +«y-H9 80 21:iN|y-H9 
8 0 3-CSHfiiK a u t h 1 *«*WTSfcfccr)i:-r4. 
f*^iSB®T't, ^«Sy-K9 8 0 2t4. Hg^tSil^ 
MPEG*«tliW)*#fl:ti-&itSr<. 

ff-?Tt^afc*6, tfi«y-H9 80 2(4JffiKy-b*9 
40 80 3CHLT. 3c*iHKxpi:v-h'Ncp^tt£® 

a-r^^A^s (jficaBn-cstKf, *a*y-H9 8 

0 3{4Bf-f-cOfS^to^lgT'&S) . ^ct, +ffiy- 
h'9802(i, S9206, S 9 2 0 7T^fiUcT- 
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